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Abstract of the contribution: this contribution solves two editor’s notes remained in the security requirements of small data transmission.
1. Analysis 

Some editor’s notes still remain in the security requirements of Small Data Transmission and it is necessary to make the related security problem clear and delete the editor’ notes. This paper analyzes and solves the following two ones:
1. “Editor’s note: How to provide confidentiality and integrity protection for small data transfer should be studied when there is no pre-established security context.”
Analysis:
Small data should be integrity protected and may be confidentiality protected, when UE initially attaches to the network, authentication shall be done and security association shall be established between them. When UE transfers into idle mode or detaches from nework, the SDT security context may be saved and will be further activated if UE has small data service (MO or MT). However, context loss or deletion or desynchronization lead to no pre-established security context between UE and network, and  both control plane solutions and user plane solutions have this problem, so if small data service comes, UE and network shall re-establish SDT security association. 
· For NAS solution, UE and MME shall re-establish NAS security context through a NAS SMC procedure or a new AKA procedure. 
· For MTC-IWF based solution, UE and MTC-IWF can  re-establish SDT security context through IWF SMC procedure  or from a new AKA procedure.

· For connectionless solution, UE and eNB shall re-establish AS security context through an AS SMC procedure or a new AKA procedure. 

· For fast path solution, UE and S-GW shall re-establish SDT security context through an extended NAS SMC procedure (because the algorithms for SDT is negotiated in NAS SMC procedure) or a new AKA procedure (because KSDT is generate from KASME in MME and changed as often as the KASME is changed).
 Therefore, the saved SDT security context is primarily chose to protect small data packets, but once there is no pre-established security context, UE and network shall re-establish a new SDT security context through above different meathods for different SDT security solutions.  
2. “Editor’s Note: It is FFS whether it is a security issue or not if the UE indicates to the network that it is sending small data but still sends a large amount of data.”
Analysis:
As there is large number of MTC UEs, if the UE indicates to the network that it is sending small data but still sends a large amount of data, the network need to receive and handle big data packets
. From the security point of view, the network shall cipher, decipher
, generate integrity MAC, and verify integrity MAC for these data packets, which would lead to overload and complexity on the corresponding network entities. For NAS based control plane solution, the small data packets are encapsulated just in the RRCConnectionSetup message, so the amount of data packets received by MME can be limited automatically, so NAS solutions do not have such problem
. However, for user plane solutions, data packets are delivered in the established radio bearers and S1 tunnel, thus the amount of data sent by UE or received by network entity (eNB or S-GW) can not be limited, so control plane solutions will face this problem.
However, actually it is the problem of UE access control other than a security problem
, as both SDT control plane solutions and user plane solutions are designed for small data transmission service, the feature is that the amount of data packets is limited, and network has some mechanisms to monitor and determine whether it is a SDT service type. When the network (MME for NAS, or IWF for IWF based, or S-GW for Fast path, or eNB for Connectionless) finds the service is type of SDT but UE still sends a large amount of data, it shall end the SDT procedure and may return a failure cause to UE. So this may be not a problem.

Proposal 

It is propoed to delete these two editor’s notes.
PCR
***************************************Begin of Change*******************************************
5.7.3 
Security requirements 

The small data transmission  using small data encapsulation in the NAS payload  have to be protected against overloading attack on MME  for EPS. 

Editor’s Note: How to provide NAS DOS protection for small data transfer is FFS. Dedicated MME can be considered as one option.

The small data should be integrity protected (for 3G/LTE system). Integrity protection between the UE and S-GW should be applied to small data fast path messages to protect against fast path establishment with unauthorized UEs. 

Editor’s Note: It is ffs for all small data solutions, whether to integrity protect either the payload of the small data message or the whole small data message for the benefit of protecting the network and/or the data itself.

The small data may be confidentiality protected. 



The 3GPP network should be able to determine that the SCS is authorized for small data transmission over Tsp interface.

 Editor’s Note: It is ffs whether SCS can decide if downlink data is small data or not, or if this decision is to be done by 3GPP networks entities, e.g. SGW. This is to be decided by SA2 and it will have an impact if there needs to be authorization requirement for SCS or not.



The 3GPP network should be able to determine that the UE is authorized for MO uplink small data transmission.
The network information provided to the UE for small data transmission should not expose the network topology and network sensitive information (e.g., network nodes IP addresses).
***************************************End of Change*******************************************
�This can be considered as DoS attack. It should not be allowed.


�In the Analysis in 1. It says “..may be confidentiality protected..”. What is your position?


�Is this decided anywhere?


�Access control issue  is a security issue.


�Is this a proposal or existing solution?


�This is not a security requirement, should be removed.


What does it mean by “saved”?


Is it a security requirement to use the same security context for different purpose?


�The EN should be kept. It can be moved to solution section with explanation.


�This one should stay. 





