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3GPP Work Area *

	X
	Radio Access

	X
	Core Network

	
	Services


2
Classification of WI and linked work items
2.0
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This work item is a … *

	
	Study Item (go to 2.1)

	X
	Feature (go to 2.2)

	
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)


2.1
Study Item

	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.2
Feature
	Related Study Item or Feature (if any) *


	Unique ID
	Title
	Nature of relationship

	570035
	Study on Security Assurance Methodology for 3GPP Network Elements
	Feasibility study


Go to §3.

2.3
Building Block

	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	
	
	


This work item is … *

	
	Stage 1 (go to 2.3.1)

	
	Stage 2 (go to 2.3.2)

	
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)


2.3.1

Stage 1

	Source of external requirements (if any) *


	Organization
	Document
	Remarks

	
	
	


Go to §3.

2.3.2

Stage 2  *

	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify: *
 
Go to §3.
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Stage 3 *

	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	
	
	


	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS
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	TS or CR(s)

Or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify: *
 
Go to §3.

2.3.4

Test spec *

	Related Work Item(s)

	Unique ID
	Title
	TS

	
	
	


Go to §3.

2.3.5

Other *

	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	


Go to §3.

2.4

Work task *

	Parent Building Block

	Unique ID
	Title
	TS

	
	
	


3
Justification *

While an operator’s core network can be assumed to be physically inaccessible, it may not be as secure as one would like it to be. Such core network may be vulnerable due to its proximity to the Internet, due to the vulnerabilities of all-IP networking, due to its utilization of common-type operating systems (Unix/Linux etc.), due to human errors in network and firewall operations, due to inter-operators trust model, due to an inadequate operator (and vendor) commitment to NDS/IP protection, etc. Mobile networks have become part of society’s critical infrastructure, and that reason alone calls for strong security assurance for mobile network products. 
The present mode of Request for Information/Proposal fulfilment may be inefficient for the following reasons:

Operator’s requirements are usually not identical. As a result, vendors may face difficulties to satisfy all the operators’ different security requirements, in spite of the best of their efforts, while perhaps operators may be dissatisfied with fulfilment level of their requirements. Therefore, in addition to the needs due to being critical society infrastructure, there is a need of determining the most suitable asset-protection security level in a cooperative effort among vendors and operators. 

The work area of 3GPP network security assurance is large and entirely new. It is currently understood that the following possible work tasks are to be included: security assurance specifications including threat and risk assessments and derived relevant test cases (for compliance and basic vulnerability testing), network product development and life cycle management requirements, and accreditation rules for all testers as well as for vendors regarding lifecycle management and organization setups. This appears to be a formidable task, bearing in mind the complexity of the whole 3GPP product portfolio and also when comparing with simpler, more isolated functions that have been subject to security assurance in the past, such as the UICCs. We recognize that there is a risk of challenge-drowning. 

For this reason, we narrow the focus of this particular WID to the development of a Security Assurance Specification (SAS) for one pilot network product class. This SAS shall be written essentially as prescribed by the conclusions of the preceded SECAM study, as contained in TR 33.805. The first network product classe(s) to be considered by SA3 shall be the MME network product class.

The GSMA Security Group is a natural partner for this work and would be able to mobilize a new subgroup named Network Equipment Security Assurance Group (NESAG) if necessary. This group would be well suited to study the Vendor network product development and network product lifecycle management process aspects of the TR 33.805 study and to further specify related requirements on SECAM –accreditation for vendors. We propose to leave this task to GSMA SG as this task is complementary to the SASs development. Moreover GSMA already holds expertise in the matter with the UICC supplier Security Accreditation Scheme.
The accreditation aspects of compliance and vulnerability testers as well as the conflict resolution process would also be dealt with by the GSMA NESAG. As the way to accredit testers is likely to be dependant of the kind of tests proposed by SA3, there will be high dependencies between the progress of SA3 and this aspect.

An exchange of liaison statement between GSMA SG and 3GPP SA3 is under way, which is to establish the cooperation between these two groups regarding SECAM. It should be noted, however, that the two objectives described in section 4 of the WID undisputedly fall within the remit of 3GPP so that the work described by this WID can be performed independently of the exchange with GSMA
Since any security assurance presents a potentially large investment for equipment vendors, SAS complexity and length of the security evaluation time will be taken into consideration.

4
Objective *

There are two separate objectives of this WID.

The primary objective is to develop a Security Assurance Specification(s) (SAS) for the MME network product class, starting from the development of a pilot SAS in a dry-run. The content and the development of the SAS shall follow the description of the SECAM scheme from the second objective, based on the prescription concluded in TR 33.805, and Methodology 2. Potential regulatory requirements can be considered. This means that the MME SAS shall describe:

-
the threats and risks related to the network product

-
high-level requirements needed to cover these threats and risks, 

-
detailed security requirements (including hardening requirements) and the associated test cases

-
Basic Vulnerability Testing activities 

This WID and the corresponding output documents (TS, TR) might be updated to add other network product classes once the SAS for the MME product class has been finalized.

Details on the procedure to develop SAS content may be found in the description of the SECAM scheme from the second objective below, based on TR 33.805. The resulting SAS may consist of one or several documents to allow for a modular approach that would be beneficial for writing the SASs for other network product classes. Following conclusions from TR 33.805, regarding testing and vulnerability analysis, only security compliance testing and basic vulnerability testing will be considered first.

The second objective of the WID is to describe in a 900 series TR the general SECAM scheme (constituted by amongst others actors, types of tests, type and content of documentation, accreditation …) to provide an overview of the entire scheme and how to use the SASs. For this, there is no need to go (much) beyond the level of detail of the current TR 33.805. Further details on the SECAM scheme, for example related for example to duration of the accreditation process in days or to the contractual aspect would have to be defined by the chosen accreditation body (e.g. GSMA NESAG group) in a separate document that will complement the 900 series TR.
5
Service Aspects

N/A
6
MMI-Aspects

N/A

7
Charging Aspects

N/A

8
Security Aspects

This is a security work item.
9
Impacts *

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	
	X
	X
	

	No
	X
	X
	
	
	X

	Don't know
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Expected Output and Time scale *

	New specifications *

[If Study Item, one TR is anticipated]

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	TR 33.8xx
	Pilot development of Security Assurance Specification for MME Network Product class
	SA3
	
	SA#65
	SA#66
	This TR is used to collect input for TS 33.yyy

	TS 33.yyy
	Security Assurance Specification

 for 3GPP network product classes
	SA3
	
	SA#66
	SA#67
	This TS contains results of the first objective. May consist of several documents

	TR 33.9xx
	Security Assurance scheme for 3GPP Network Products
	SA3
	
	SA#65
	SA#66
	This TR contains results of the second objective

	Affected existing specifications *

[None in the case of Study Items]

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments
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Work item rapporteur(s) *
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12
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