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Abstract of the contribution: This contribution proposes additional key issue regarding the key distribution to authorized members of ProSe Group. 
1. Introduction
Several scenarios of SA2 TR 23.703, e.g. solutions C1 and C2, require the presence of a security mechanism to generate and distribute a key that could be shared by different members of a ProSe Group. This shared key could be used for one-to-many communication when the ProSe-enabled UEs are in or out of network coverage.This key establishment has to be secure and represents a Key Issue to be described in 3GPP TR on security issues to support ProSe.
3. Proposal: pseudo-CR to 3GPP TR on ProSe
******************************** START of CHANGE***********************************

5.x
Key Issue #x: key establishment
5.x.1
Key issue details

Several scenarios of SA2 TR 23.703 require the presence of a security mechanism to generate and distribute a key that could be shared by different members of a ProSe Group. This shared key could be used for one-to-many communication when the ProSe-enabled UEs are in or out of network coverage. It is possible to have a network-supported key establishment. 
5.x.2
Security threats 

There are several threats related to key establishment:
The key to be shared between several ProSe-enabled UEs should not be eavedropped by an attacker during its distribution.  
The key to be shared between several ProSe-enabled UEs should not be modified by an attacker during its distribution.  
 The key should not be shared with unauthorized ProSe-enabled UEs. 
5.x.3
Security requirements

The shared key shared shall be protected in integrity and confidentiality during its distribution.
Only authorized ProSe-enabled UEs should receive the shared key. 
******************************** END of CHANGE***********************************

