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Abstract of the contribution:
Addition of OTA-based solution to address ProSe Security Key Issue#1.
1. Introduction
According to SA1 requirement on ProSe defined in TS 22.278, “the operator shall be able to pre-configure Public Safety ProSe-enabled UE (e.g. in the USIM or ME) with the permission to use ProSe discovery and/or communication services, without the need for the Public Safety ProSe-enabled UEs to connect to the network to get this initial configuration. 
The initial configuration data could also contain a secret key used to protect ProSe Communications, as described in solutions C5 of SA2 TR 23.703. 
Consequently, in some ProSe scenarios, a part of configuration data of a ProSE-enbled UE should be stored on the UICC, which is a tamper resistant device under the control of the operator. The UICC OTA mechanism, as specified in ETSI TS 102 225 / TS 102 226 and 3GPP TS 31.115 / TS 31.116, could be used to secure the transfer of configuration data to be updated in the UICC. UICC OTA mechanism addresses the Key Issue #1 since this mechanism allows mutual authentication between the UICC and the OTA server, and protection in confidentialty and integrity of the transferred data. 
Consequently, we propose the addition of OTA-based solution to address ProSe Security Key Issue #1 described in 3GPP SA3 TR on security issues to support ProSe. 

2. pseudo-CR proposal
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6
Solutions

6.x
Solution x: Security for configuration data transfer

6.1.1
General

This solution addresses key issue #1 in ProSe scenarios where configuration data of ProSe-enabled UE are stored in the UICC. 
6.1.2
Overview of solution

In case that configuration data of ProSe-enabled UE are stored in the UICC, the UICC OTA mechanism (as specified in ETSI TS 102 225 [xx] / TS 102 226 [xy] and 3GPP TS 31.115 [yx] / TS 31.116 [yy]) is used to secure the transfer of configuration data to be updated in the UICC. 
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