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Abstract of the contribution: Analyze and propose security solution for configuration for ProSe enabled UEs.   
1
Introduction

The several security solutions for Poximity based Services are discussed in SA3 72 meeting. Among security solutions, the security for configuration of ProSe enabled UE is important to protect UEs and ProSe Function. However, the security solution for protect PC3 or PC8 is not sufficient and has limited assumptions. Therefore, in this contribution security solution is suggested to protect configuration data for UE. 
2 
Proposal
The following text is proposed for inclusion in the TR 33.cde to support security protection for Proximity based Services.    

3
PCR 

*** 1st Change ***
6.1
Solution 1: Security for configuration data transfer

6.1.1
General

This solution addresses key issue 1 in the current specification and and protects reference point PC3 or PC8 in TR 23.703 [4].

6.1.2
Overview of solution

 The  UE is authenticated by using  Authentication and Key Agreement (AKA). The UE and ProSe Function are mutually authenticated using AKA procedures. After UE is authenticated, the reference point between UE and Prose Function is protected by IPSec. 

For Public-safety UEs that support certificates,  mutual certificate based authentication in TLS should be used. It is assumed that in this case the UE would be pre-provisioned with the relevant certificates to use with the local PDF.

