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TR 33.865 WLAN Proposal for clause 6 Framework for Analysis of Solutions

It had previously been agreed that due to the clear text transmission between WLAN selection information and UE, this information can be used by the attackers/malicious WLAN networks to attract user join in their WLAN network. 

The working assumption that that “WLAN access information will be treated as untrusted and 3GPP won't consider potential threats and counter measures that are related to this untrusted information” was endorsed. BT wasn't fully convinced by this but didn't object.
The following paper proposes a framework for assessing potential methods of adding a layer of trust to this information, and whether or not this would be necessary to be usesd for various WLAN connection methods. The framework is a basis taking in consideration just a sample of parameters and methods, which could be extended as necessary to produce a more thorough analysis. The text is intended for inclusion in TR 33.865 WLAN as a new clause  6 “Framework for Analysis of Solutions”  
PCR

3GPP TR 33.865 Security aspects of WLAN network selection for 3GPP terminals
*** Start of Changes ***

6 Framework for Analysis of Solutions

6.1 ANQP, EAP-TLS, EAP-TTLS and EAP-AKA’
Digitally Signed ANQP Responses
The existing 802.11u-2011 standard specifies a suitable method for identifying AP’s beyond just the SSID that they broadcast using the Access Network Query Protocol (ANQP). Though this fails to include a method for ensuring the integrity of the ANQP queries and responses, opening the possibility for a rogue AP to be configured to broadcast invalid ANQP data, much like a rogue AP can be configured with a cloned SSID.

The method outlined below proposes the use of existing PKI infrastructure, X.509 certificates. ANQP responses from the AP should be signed by either the AP or WLAN controller; the STA can then use the signature to verify the integrity of the data contained within the ANQP response.

1. STA should query the AP using ANQP for the fields which they want to receive, in addition they should specify that they want to obtain a signed response. This could be done by either:

a. Using the “Vendor Specific” element, specifying within the data structure.

b. Making an amendment to the 802.11u standard by amending a “Signature” element.

2. The AP should receive the ANQP query. Upon inspecting if it supports validation then it should digitally sign the response. This would be signed using a certificate whose common name (CN) matches that of either the domain or OI element. The AP should in addition to the signature return a full certificate chain. It is assumed that the STA will already have the relevant root Certificate Authorities (CA’s) used to validate the chain.

If the AP does not support validation then the query would be ignored, and a standard unsigned response sent back to the AP.

3. Upon the STA receiving back the ANQP response from the AP, it can now validate the signature, if the AP does not return a signature (i.e. the operation is not supported, or potentially a rogue AP) then the STA would continue operation as it had received a standard non-validated ANQP response, leaving it up to the STA or STA user to decide the action to perform.
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EAP Methods

Both EAP-TLS and EAP-TTLS are capable of authenticating the AP to the STA using traditional PKI certificates, though this occurs after the initial discovery it is prior to credentials being exchanged. This mitigates the risk of the STA exposing credentials to a rogue AP, since the STA would not validate the certificate of a rogue AP.

EAP-(T)TLS mitigates the issue of validating the authenticity of an AP, though a potential issue is that the user/STA must have prior-agreed credentials in order to connect their STA to the AP, in the form of either a username/password or client certificate. This means that it must either be assumed that a user would have these, or a separate non-secured network would be required for the user to initially obtain these credentials.

EAP-TLS Server-Side Authentication

There are proposals for “Open Secure Wireless”
; this is an implementation of EAP-TLS but with the requirement of a client certificate removed. This method is specified within RFC 5216, though not widely implemented.

This allows for open W-Fi; in that any STA is able to connect without having to provide credentials, secure communication between the AP and STA; as network traffic is encrypted, and validation of the AP, as the AP would be validated using the certificate which it uses as part of the EAP-TLS protocol.

EAP-AKA’

Like EAP-(T)TLS, EAP-AKA’ also validates the authenticity of an AP, though using USIM credentials rather than PKI certificates. This means that even without additional ANQP validation methods no credentials would be disclosed to a rogue AP. Part of the AKA’ authentication process is to validate the credentials of the AP prior to sending the USIM credentials, meaning that a rogue AP would not be able to be configured to convince the STA to disclose these.
End to End Security

The methods outlined here are primarily considered for their ability to securely identify and connect to an AP. The EAP methods offer Link Layer security between the STA and AP, but this is not end-to-end, as the encryption terminates at the AP.

If confidentiality was an important consideration then it would be necessary to use another protocol on top of these connection methods, such as an IPSec VPN, which would be able to offer complete end-to-end security regardless of the underlying transport mechanism being used.

Comparison Table

	
	ANQP

(As-Is)
	ANQP (Signature based verification)
	EAP-AKA’
	EAP-TLS
	EAP-TTLS

	Balanced Processing
	No additional processing required, just that to send/receive ANQP messages.
	Overhead on the AP of having to sign ANQP responses, and the STA of having to verify their signatures.
	Must commence the EAP connection in order to receive and validate a certificate from the AP, if certificate is not valid can terminate connection.. If ANQP is used, this is in addition to the initial ANQP broadcast messages.

	Discovery Impact
	AP/WLAN controller needs to generate response to the ANQP request and broadcast.
	In addition to “ANQP (As-Is)” the response message needs to be digitally signed, the STA must then validate this signature.
	Can be used in with ANQP to provide seamless discovery, but must consider overhead of both protocols.

	Security - Confidentiality
	n/a

The intention of these protocols is to broadcast public information, therefore confidentiality is not necessary.
	WPA2-level encryption between AP & STA. No STA details disclosed to AP prior to AP authenticating itself.

	Security - Integrity
	None
	Provides integrity of ANQP responses sent by the AP.
	Provides both integrity of the AP and encrypted traffic between the STA and AP

	Security – Authentication
	None
	ANQP responses would be digitally signed allowing for their authenticity to be validated.
	Validated using USIM credentials.
	AP validated using PKI certificate, STA authenticates using PKI certificate.
	AP validated using PKI certificate, STA authenticates using username & password.

	Walk-in Working, Walk-out Working
	STA will continually query for AP’s which it can connect to and seamlessly handle connection to/from these.
	STA will continually query for AP’s which it can connect to and seamlessly handle connection to/from these.
	Depends on STA configuration.

STA will always connect to known AP’s (walk-in)

On walk-out STA will attempt to connect to other known networks that are in range.

	DDoS Protection
	No Protecton – should consider existing standards to mitigate this, i.e. 802.11w-2009
	No Protecton – should consider existing standards to mitigate this, i.e. 802.11w-2009

	Battery Life
	Increased battery usage due to having to continually query nearby AP’s in the background.
	In addition to “ANQP (As-Is)” also have additional overhead of needing to validate message signatures.
	Negligible impact, the authentication process is similar to that of connecting to a WPA2 secured AP. Though must be considered if used in addition to ANQP to detect AP’s.

	Customer Perception
	Seamless connectivity when STA has relevant profiles installed, though may be susceptible to rogue AP’s
	STA can verify the identity of the AP prior to connection, and connection is seamless assuming STA has relevant profiles installed.
	Authentication using credentials built into the STA’s USIM– no user input required.
	Authentication using client certificate, assuming this has been pre-configured no user input required.
	Authentication with username & password, this may require initial input from the user, though credentials may be stored in the STA for future connections.

	AP Control
	Would be able to change config (e.g. SSID) without affecting ANQP queries & hence still allow connectivity from supported devices.
	If not used in conjunction with ANQP then changing settings such as SSID would make the AP unrecognisable to the STA, requiring manual intervention to reconnect to the AP.


Validation Method Considerations

Balanced Processing between STA & AP

During the discovery phase the processing required should be balanced between the STA & AP, requiring heavier processing on the AP may present an opportunity for a DDoS attack (see 6). Requiring heavier processing on the STA may affect battery life (see 7), and falsely limit the number of AP’s which the STA is attempting to genuinely query.

Impact of speed of discovery

Discovery speed should have minimal impact, relative to connection speed. Given that it may be necessary for a single STA to query several AP’s to initiate just a single connection, the discovery portion should take up a minimal amount of the overall connection timeline.

Additionally the speed of querying the MNO should be considered, given that it may be necessary for the AP to query the MNO prior to sending a response to the STA whilst still in discovery phase, this should not present a significant delay.

Security – Confidentiality

Data transferred should be encrypted to ensure confidentiaility, i.e. that an eavesedropper could not intercept and decode the traffic.
Note: This refers to data between the AP and the STA, not end-to-end (i.e. VPN)
Security – Integrity

Integrity of data transferred between the AP and STA must be guaranteed to mitigate the risk of man-in-the-middle attacks.

Security – Authentication

It should be possible for the STA to validate the authenticity of the AP prior to exchanging any credentials. This applies during both the initial discovery and the connection phases.
Walk-up working, Walk-out working
Connection of the STA to the AP should be seamless to the end user, as should disconnection.

DDoS Protection

Given the increased overheard of 2-way communications during the AP discovery phase there is an increased risk of DDoS occurring against the AP, given that the AP has finite resources available to respond to queries from the STA. The protocol used must ensure that an AP should be able to sustain a reasonable level of queries without degrading performance. Though conversely, if the validation of the data is not computationally intensive enough then there is an increased risk of breaking the algorithm used for validation.
Battery Life

A consideration primarly for STA’s moreso than AP’s, the discovery phase should not significantly impact battery life; otherwise a user may see this as a reason to turn off the functionality

Customer Perception

A measure of how a customer will perceive the method, any user-input required for configuration, and how the user will have to connect to the AP.
AP Control

The amount of control that will be available over the AP, i.e. chaning the SSID to the Business Name should not restrict deviceis from connecting using the ANQP protocol.

*** End of Changes ***
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