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Abstract of the contribution:
A skeleton for clause 9 on Conclusions was provided in S3-131076. The present contribution proposes text for clause 9.4 from S3-131076 on mechanism for distributing PWS root keys to UEs. The text does not make a final selection among the mechanisms that were studied in the present TR. It only proposes to restrict the selection to those mechanisms that do not place root key distribution functionality in the core network. 
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9
Conclusion


9.4 Distribution and management of PWS root keys to UEs

Editor's Note: This subclause is to describe the preferred distribution method with reference to the relevant clause in this TR. This subclause will further cover the the additional security information that needs to be distributed to the UE, the mechanisms for updating and revoking root keys, as well as the relationship between ME and UICC regarding keys and PWS settings. 

The PWS root key is the top level key that the UE needs to know for digital signature verification of signed PWS warning notifications. Depending on the solution chosen, there can be several root keys. The mechanisms for distributing PWS root keys to UEs studied in clause 7 of this TR can be divided into mechanisms that make use of security functionality provided by the 3GPP operator network, and hence impact 3GPP network entities, and mechanisms that do not. Solutions 3 and 5 (NAS-based) and solution 4 (GBA-based), as well as solutions 1 and 2 archived in an Annex to this TR, fall into the former category, while solutions 6, 7, and 8 fall into the latter category.

In a first step, 3GPP SA3 decided to narrow down the selection of a mechanism for distributing PWS root keys to UEs to mechanisms that do not make use of security functionality provided by the 3GPP operator network.  One reason for ruling out solutions 1 through 5 was the desire for a clear separation of PWS security functionality from 3GPP operator network functions so that PWS security becomes an over-the-top application. Another reason was that the solutions 1, 2, 3, and 5 have security problems when the warning messages are transported over GERAN, even when the user has a USIM. Solution 4 has not been fully developed nor analysed. 
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