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9
Conclusion


9.1 Introduction

This clause draws the conclusions from the findings of the study on PWS security. These findings are contained in the preceding clauses of the present TR.

This clause starts with conclusions on the need for PWS security. The remainder of the clause is structured according to four key issues:

· Security information in warning messages and related infrastructure considerations

· Distribution of PWS root keys to UEs and their management

· Roaming and limited service state

· Mitigation of PWS security circumvention attacks

 These key issues are mainly orthogonal in the sense that a solution for a key issue can be selected largely independently of solutions for the other key issues. This is less true for the last two key issues, because solution selection may depend on the assumptions made. Furthermore, each key issue is subdivided into smaller issues whose solutions may depend on each other. 

9.2 The need for PWS security

Editor's Note: This subclause is to give a rationale for PWS security in terms of the threats and risks described in earlier clauses of this TR. This subclause should also mention that there is a trade-off between security on the one hand and availability and complexity of PWS on the other hand that will influence the decision of regulators whether to introduce PWS security in their jurisdiction. 
9.3 Security information in warning messages and related infrastructure considerations

Editor's Note: This subclause is to present the preferred solutions for this key issue, subdivided into several component issues as shown below. 

9.3.1 Protection of warning messages

Use of digital signatures: If PWS security is deployed, PWS warning messages are protected by a digital signature that is sent as part of the protected warning message. For preferred digital signature schemes, cf. clause 9.3.3.

Signers and verifiers: The digital signature is applied by an entity in the regulatory domain. The digital signature is verified in the PWS security-enabled UE with the help of at least a root key. 

Role of the 3GPP operator network: The security information in the warning message is transparent to the 3GPP operator network and remains unchanged during the transport of the warning message from the regulator domain to the UEs. However, there is a dependency between the size of the security information in warning messages and the network over which it is transported as can be seen from subclause 9.3.2. 

Additional security information: The warning message needs to contain security information in addition to the digital signature, such as identifiers or parameters for providing replay protection. This additional information needs to be described together with the details of the protection scheme as it depends on the particular nature of this scheme.

Security level: 

Editor's Note: This subclause is to state the cryptographic security level the signature scheme is to provide, e.g. a symmetric key equivalent of 112 bits or 128 bits. (No decision on the minimum security level is currently recorded in the TR.) 

9.3.2 Length restrictions for security information in warning messages

Editor's Note: This subclause is to summarise the findings from the reply LSs from GERAN2 and RAN2 contained in clause 6.2 of the present TR.  However, it should be understood that, security information should be reasonably short in any case. Therefore, further length restrictions due to maximum warning message delays are ffs. 

9.3.3 Digital signature scheme

Editor's Note: This subclause is to present the preferred digital signature scheme(s). The description of the scheme is to include: 

· A reference to a clause in this TR or an external standard describing the scheme.

· The key lengths and security levels associated with the scheme. 

· The length restrictions the scheme satisfies, cf. clause 9.3.2. 

· The additional security information that needs to accompany the digital signature in the warning message, cf. clause 9.3.1.

9.3.4 Public Key Infrastructure 

Editor's Note: This subclause is to describe the organisational infrastructure needed for verifying the public key by which the digital signatures on the warning messages are verified. In particular, it needs to be stated whether a certificate authority (CA) issuing certificates on the public keys is required or not. A reference to the description of the scheme in this TR or external documents is to be provided. 

9.4 Distribution and management of PWS root keys to UEs

Editor's Note: This subclause is to describe the preferred distribution method with reference to the relevant clause in this TR. This subclause will further cover the the additional security information that needs to be distributed to the UE, the mechanisms for updating and revoking root keys, as well as the relationship between ME and UICC regarding keys and PWS settings. 

9.5 Roaming, limited service state and circumvention attacks

Editor's Note: This subclause is to address questions including

· whether and how outbound roamers from a home network supporting PWS security can enjoy the benefits of PWS security in a visited network

· whether and how inbound roamers to a network supporting PWS security can enjoy the benefits of PWS security depending on the support or not of PWS security in their home network

· whether and how PWS security is supported for UEs in limited service state

Furthermore, this subclause is to 

· explain that adding PWS security to a PWS may not increase the security level of PWS unless circumvention attacks are mitigated

· describe the preferred method for mitigating  circumvention attacks (cf. clause 7.9.5) 
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