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7.7
Solution 7: generalized certificate-based approach for PWS

7.7.1
Introduction

All three major schemes for PWS Security described in the present document, so far, NAS-based, GBA-based, and implicit-certificate-based, have shown serious problems. 

· The scheme laid out in most detail so far, the NAS -based scheme, suffers from the problems inherited from weak 2G security: it seems almost impossible to provide strong PWS Security to SIM users in this way, and, for USIM users, strong PWS Security over GERAN access could only be provided if significant changes were made to the 2G security architecture, which may be commercially unviable for this legacy technology. On the other hand, for the NAS -based scheme, strong PWS Security over GERAN seems essential as an attacker could always force users, even selectively per user, to camp on his false GSM BS by emitting a strong signal, bypassing strong PWS Security over UTRAN or E-UTRAN in this way.

· For the GBA-based scheme, there are also problems inherited from 2G security (cf. clause 7.4): there is no 2G variant for GBA push, and for (UE-initiated) 2G GBA, as in 33.220 [26], Annex I, a TLS server certificate with a corresponding public key in the UE is required. The latter fact begs the question what the advantage of 2G GBA over a purely certificate-based approach would be. Furthermore, the GBA-based scheme has not been investigated in much detail. While this disadvantage seems to go away with the working assumption that users with a 2G SIM need not be supported for PWS security, it is still true that the GBA-based scheme currently is the least developed of all and would require much further study.
· The scheme based on implicit certificates (called 'IMPCERT' henceforth) assumes a set of root CAs whose public keys are pre-installed in the terminal. One of these root CAs issues an implicit certificate to a particular signing entity. This implicit certificate is then sent together with the warning message to the ME over a broadcast channel. Concerns have been raised regarding the need for some sort of global coordination regarding the distribution of public root keys, cf. more on this below. 

This solution presents a certificate-based approach, which is more general than IMPCERT. This may help with the acceptability of a certificate-based approach and the gradual introduction of PWS Security around the globe. 

The PWS Security solution based on implicit certificates is generalized in the following respects: 

· Structure of Certificate Authorities (CAs) 

· Distribution of public root keys

· Certificate format

Public root key is used to authenticate CBE certificates. If it succeeds, UE can verify the warning message afterwards by using the public keys for PWS carried in CBE certificates. 

After terminal is configured with CBE certificates, it can verify warning messages sent from CBEs. Since UE may receive warning messages signed by different CBEs, which CBE certificate should be used is a problem. A parameter combined with the warning message is needed to indicate which CBE certificate to be used. This parameter is the CBE identifier, which suffices for this purpose, as the UE should have only one certificate for one CBE at a given point in time.   

7.7.2
Structure of CAs 

7.7.2.1
Top-down approach to CAs

This approach is similar to what is proposed in the IMPCERT scheme: 

· There is a number of top-level CAs

· Each PWS signing entity obtains a certificate from one these top-level CAs

· The public root keys of all top-level CAs are available in all terminals

As shown in clause 7.6.2 of the present document, there are real-world examples following this kind of approach. One example is the collection of root keys in the key store of a browser. Of course, PWS is different in that the top-level CAs and the signing entities would be under the responsibility of regulators, and not an industry sector. 

It is not required for this approach that the top-level CAs mutually trust each other, or cross-certify each other, if it can be ensured that the usability of a root key of a CA is somehow limited to the jurisdiction of the regulator owning this CA. (This is still to be shown, cf. Editor's note in clause 7.6.3.3.). But, as a minimum, some sort of global repository for root keys, from where terminal manufacturers could obtain the collection of root keys in an authentic way before manufacturing a terminal, would be required. This global root key repository would not have to be a CA itself, or know any private keys, but it would have to have trust relationships, and communication channels guaranteeing integrity (not necessarily through cryptography), with all regulators owning the top-level CAs as well as with all terminal manufacturers. It is not clear who could play the role of providing such a trusted global root key repository. Without such a trusted global root key repository, the reliable provisioning to the terminals cannot be assured.

7.7.2.2
Bottom-up approach to CAs

This approach starts from the observation that it is questionable whether PWS Security will be introduced in all, or even a large number of, countries within the same time frame as its introduction depends very much on national regulations. (Actually, we are currently not aware of a single regulator that would have already set requirements mandating the introduction of PWS Security.) This is one reason why, at least in the initial phases of the global roll-out of PWS Security, the provision of a global root key repository may meet with difficulties. The bottom-up approach would, in contrast, allow one country - or one group of countries agreeing on a common regulation - to go ahead without being dependent on the rest of the world.  

The bottom-up approach for PWS is similar to the approach various 3GPP specifications have taken, cf. below, when they assume the use of 3GPP server certificates and corresponding public verification keys in terminals. The approach works as follows: 

A regulator who decides to introduce PWS Security sets up a CA that issues certificates for the signing entities responsible for signing warning messages in this regulator's area of responsibility. The public root key would be implemented in the terminal typically after manufacturing time, see clause 7.7.3.1. The terminals could then verify warning messages in the area of that regulator. For other areas, terminals could, in the initial phase, either accept unprotected warning messages, or not accept warning messages at all, according to the preferences set in the USIM, cf. TS 22.268 [2], cf. also clause 7.9 on circumvention attacks. 

Right from the start, or after some time when PWS Security has gained increased acceptance around the world, the regulator owning the CA could cross-certify the public root keys of CAs of other regulators responsible for areas that are most frequently visited by users in his own area. The cross-certificates could become part of roaming agreements. In order for the cross-certification to remain manageable, the number of partners, with which cross-certificates are exchanged, would have to be somehow limited. But it is believed, based on typical roaming patterns, that agreements with only a quite limited number of roaming partners would suffice to ensure that most users would be present in their home area or one of the partner areas most of their time.

When the number of partners, with which cross-certificates would have to be exchanged, would grow too large to be manageable this would be an indication that PWS Security is gaining traction around the globe, and it would be time to set up a number of root CAs according to the top-down approach; but this may be quite some time from now. 

7.7.2.3
More complex CA structures

It may be desirable in certain situations to have intermediate CAs below a root CA where the intermediate CAs would provide the certificate for the PWS signing entity, e.g. when the root CA would be at a regional level (e.g. European Union) while the intermediate CA would be at a national level. Then not only would the public root key have to be available in the terminal, but also the certificate of the intermediate CA. This seems more easily compatible with the bottom-up approach and a distribution of certificates and root key via configuration, cf. clause 7.7.3.2, than with an approach, as in IMPCERT, where the certificate is distributed on the cell broadcast channel, together with a warning message. 

7.7.2.4
Comparison with server certificates in other 3GPP specifications 

The following 3GPP network elements are assumed to have server certificates and the UEs are assumed to have the corresponding public root keys installed: 

· IMS: the P-CSCF has a TLS server certificate when the IMS access signalling is secured by means of TLS as in TS 33.203 [31];

· 3G-WLAN interworking: the PDG, acting as an IKEv2 responder in 3GPP IP access, has a certificate , cf. TS 33.234 [32];

· Non-3GPP access to the EPC: the ePDG in untrusted access, and the PDN GW, acting as a Home Agent for DSMIPv6, both have certificates for their roles as IKEv2 responders, cf. TS 33.402;

· GBA: the BSF has a TLS server certificate for GBA_Digest and 2G GBA, cf. TS 33.220 [26], Annexes I and M;

· GAN: the GANC-SEGW, acting as an IKEv2 responder in GAN access, has a certificate, cf. TS 43.318 (which points to TS 33.234 [32] for security). 

Note that a P-CSCF, a PDN GW, a PDG, or an ePDG can reside in a visited network, according to TSs 23.228, 23.234 and 23.402. If this is the case then a UE will need a cross-certificate for being able to verify the server certificate, or have the root key for the visited network stored. 

7.7.3
Distribution of public root keys

7.7.3.1
Pre-installation in terminals at manufacturing time

This approach was already discussed in the context of the top-down approach to CAs above. The terminal manufacturers would obtain the public root keys from a trusted global root key repository. 

Open questions include how new root keys could be added to or removed from the key store during the lifetime of the terminal, e.g. due to lifetime expiry or revocation of keys, or due to new regions introducing PWS Security and setting up new CAs. An approach to a solution is outlined in clause 7.6.1 of the TR.

7.7.3.2
Configuration when terminal is first taken into use

Clearly, pre-installation in terminals at manufacturing time is not well compatible with the bottom-up approach to CAs as this would involve producing country-specific versions of terminals, which is seen as quite problematic by terminal manufacturers. Therefore, a different approach is needed that would allow for incremental growth of PWS Security:

A public root key valid in the home area of a UE (defined by its USIM) could be loaded into a terminal, when the terminal is first switched on, in a way similar to how the terminal is configured with other parameters today, e.g. email access points etc. This could be done e.g. via OMA DM, using SMS, etc. Alternatively, the public root key could be stored on the USIM when the USIM is issued, or securely downloaded to the USIM OTA.

Editor's Note: It is ffs whether particular security measures would be needed for configuring the root key in the terminal when it is first switched on, or whether the highly distributed nature of this configuration process would be sufficient to prevent the relevant attacks against PWS. (This depends, of course, on the attack model, cf. clauses 6.1.1 and 8). 

When such a terminal, configured with a home root key, is roaming, and a cross-certificate is available for the visited area, this cross-certificate could be distributed to the terminal together with other information that is sent to the terminal by the visited operator anyhow. E.g., a roaming UE typically receives one or several welcome SMSs when first registering in the visited network; the cross-certificate could become part of such an SMS.

7.7.3.3
Public key update and revocation

Regular public key updates (due to key lifetime expiry) is to be handled on the basis of the solution outlined in clause 7.6.1 of the TR. If one takes into account that the standard certificate revocation mechanisms CRL and OCSP work only under the assumption that there is a signing key for the CRLs or OCSP responses that is not compromised, and in particular, that the root CA is not compromised, then the approach in clause 7.6.1 may also be usable for certificate revocation. 


7.7.3.4
Comparison with server certificates in other 3GPP specifications

The other 3GPP specifications mentioned in clause 7.7.2.4 of the present contribution do not tell how the public root keys would be installed in terminals; TS 33.220 [26] explicitly states that this is out of scope. 

Furthermore, none of these other 3GPP specifications explicitly mentions the need for cross-certificates, let alone makes explicit reference to TS 33.310 where a 3GPP CA structure for cross-certificates is described. When these other specifications reference TS 33.310, they do so only for IKE or TLS profiles. 

Regular public key updates (due to key lifetime expiry) are not addressed by these 3GPP specifications either. 
They do, however, specify mechanisms for certificate revocation, either CRLs (e.g. optional implementation and use of CRLs in TS 33.203 [31], 33.220 [26] and 33.234 [32]) or OCSP (e.g. optional use and mandatory client implementation in TS 33.234 [32]).  

7.7.4
Certificate format and distribution of certificates
Implicit certificates are attractive because they are so short that they could be distributed together with the signed warning message. However, when root keys are distributed over a different channel anyhow, as in the configuration-approach using UICC OTA in clause 7.8.2.2, then it would also become possible to use different certificate formats, e.g. X.509 certificates, that would be longer (although they should, of course, not become arbitrarily long) , assuming that also the certificate are distributed via that channel. 

Alternatively, certificates may be distributed over a broadcast channel. There are two possible options: 

a) when no length restrictions on warning messages apply then the certificates can be distributed together with the signed warning message; 

b) otherwise, it is preferable to distribute certificates over test messages. Test messages are assumed to be sent regularly in PWS anyhow (cf. e.g. clauses 7.3.4.1, 7.6.1.1, 8.3.5.5) and do not suffer from any time constraints and length restrictions. (Note that it was the time constraints on ETWS primary notifications that led to the length restrictions summarised in clause 6.2.7.)

When using approach b), it needs to be ensured that test messages including certificates need to be broadcast sufficiently often over an extended period of time so that a vast majority of UEs has the opportunity to pick them up from the broadcast channel. 

It is also possible to mix the two ways of distributing certificates: One can distribute certificates together with the root key OTA to the UE and distribute only certificate updates and revocations over a broadcast channel.
7.7.5 
Considerations on pre-provisioned CAs public keys shared by CBEs

The approach of UEs pre-provisioning with a CAs public key shared by CBEs outside its own region, as described in the previous clauses, has two unwanted consequences: 

1. a national government has to establish confidence in CBEs outside its region, which may be difficult or impossible;

2. if a national government of a country cannot establish confidence in CBEs in some regions of another country, the UEs sold within that government's region cannot use PWS Security in those other regions. In other words, a global solution becomes impossible. 


To avoid that impacts of a compromise of a CBE or CA in one region spread around the world, or at least the region of mutually established confidence, the scope of a root CA public key or a CBE certificate to certain regulatory domains or geographical areas, e.g. one country or one larger region, e.g. European Union, or China, or USA, needs to be limited. The scope is the area or domain where the key is authorized to be used and it should be securely associated with CA and/or CBE. 

Depending on the regulatory structure of a country or region the useful definitions of 'scope' may vary considerably. E.g. in USA thousands of CBEs could exist, while in other countries the number of CBEs is very restricted. A CBE could be responsible for just one warning type or for several warning types covering one district (mapped to a small cell area of the mobile network operator) or many different districts (mapped to the complete network of the mobile operator) as illustrated in Figure 7.7.5.


[image: image1]
Figure 7.7.5: Illustration of regulatory structures of CAs and CBEs

Limiting the scope of a root CA public key could be done by provisioning it together with the root CA public key to the UE. The scope could be the region for which a CA is responsible to issue CBE certificates. The UE, or the human user using the UE, would need to have means independent of information provided together with the warning message (e.g. GPS coordinates, human knowledge) to determine whether the UE or user is at a location within the scope of the public key. E.g. if the scope is 'USA' then the user would know whether he is in the USA or not. The scope, in this example 'USA' would be displayed or announced to the user, e.g. together with the warning message, and the UE or the user, depending on the settings, could ignore the warning message if there was a mismatch. 

When the UE receives a warning message the UE will accept the warning message only if it can verify the signature of the warning message with the help of a particular root CA public key and if it can verify that the UE is at a location within the scope of that root CA public key. 

Limiting the scope of a root CA public key mitigates the threat that the impacts of a compromise of a CBE or CA in one region spread beyond that region for which a CA is responsible.

Limiting the scope of a CBE certificate could be done if the CA issuing the CBE certificate includes scoping information in the CBE certificate. In contrast to limiting the scope of a root CA public key by provisioning the scope with the root CA public key, the scope of a CBE public key need not be pre-provisioned in the UE if the CBE certificate is not pre-provisioned in the UE. But, as before, it is assumed that a UE, or the human user using the UE, have means independent of information provided by the network to determine whether the UE or user is at a location within the scope of the certificate. Thus, the UE will accept the warning message only if the UE is at a location within the scope of that CBE certificate.

Clearly, scoping a CBE certificate provides finer granularity: e.g. a CBE may be scoped to act only in Upper Bavaria, and not all of Germany or even the European Union, but, on the other hand, it may become more difficult for the issuing authority to clearly describe the scope and for the UE or user to clearly determine whether the location is within the scope or not. And, furthermore, this finer granularity may not be required as one CA can be expected to be limited to a region governed by one regulation, of which the regulator can take responsibility for compromises. 

Note, limiting the scope of a CBE certificate mitigates the threat that the impacts of a compromise of a CBE in one region spread beyond that region, but it does not help in case of a CA compromise as an attacker could, with the help of the compromised CA, issue a forged CBE certificate with a false scope. But, on the other hand, a CA compromise is assumed to be more difficult than compromising one CBE, of which there may be many. 

In summary, limiting the scope of the CA or CBE can enhance means of combating compromised CAs or CBEs by limiting the area of such a breach and further serve to help national governments to establish confidence in CBEs outside their region. The above examples also show that the geographical scope of a root key or certificate must be sufficiently large, and easy to verify by a user, for it to be practical. So, using a country as the scope is likely to work fine, while using a small geographical region as the scope appears impractical. 

*********************************************
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