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Abstract of the contribution: This contribution provides more evaluation on Secure connection proposals.
1 Introduction 
TS 22.368 state the following requirement on secure connection:

The network operator shall be able to efficiently provide network security for connection between MTC Device and a MTC Server or between MTC Device and a MTC Application Server in case there is a direct connection with the MTC Application Server. This applies even when some of the devices are roaming i.e. connected via a VPLMN.

This contribution provides more evaluation on EAP-AKA and GBA-based Secure connection proposals.
2 Analysis

This clause provides reasoning for the changes in the pCR per criteria.

1. Use cases:   The quoted sentence is not the SA1 requirement (shown in the Introduction above) but it is statement from SA1 LS. Therefore it should be removed.  Solutions are compared then against the SA1 requirement.
2. Security: All needed interfaces are taken into account in the analysis.
3. Cost: The analysis is enhanced to take into account costs  in all involved nodes.   
4. Terminal supporting: As 3GPP is studying solutions for Secure connection which is not yet supported by devices on the market, it is not relevant to compare what is supported by existing devices.  The criteria is proposed to be removed.
5. Protocol dependency: Protocol dependency of GBA based solutions is discussed in another pCR S3-131056.  
6. Network impact: This criterial is enhanced to analyse both network and architectural impacts.
7. Protocol overhead:  Analysis is given.

8. Roaming:  A new criteria and analysis for roaming is added. 
The comparison table provides the same information that is in the text part, and it is seen as superfluous, and is proposed to be removed as not helping the comparison.

3 Proposal
It is proposed to add the evaluation to TR 33.868.
4 pCR 

***
BEGIN CHANGES
***
5.2.5
Evaluation


Editor's note: This section contains evaluation (possibly including cost and benefit trade-off analysis) of candidate solutions enumerated in the preceding General Description subsections. 

5.2.5.0
General

In order to evaluate the solution for secure connection, it proposes to make evaluation based on the criteria as: use cases, security, cost, protocol dependency, network and architectural impact, and roaming.
5.2.5.1
Evaluation for GBA/GBA push based solution:
1. Use cases: GBA is triggered by UE, so it can be applied in the scenario when a secure connection procedure is triggered by UE. If the secure connection starts from network side, GBA push can be used instead of GBA. Furthermore, GBA and GBA push mechanisms will use 3GPP AKA mechanism that will involve UICC and network entity to generate security keys. As a result, GBA solution can fulfil the SA1’s requirement for all the cases when the Secure Connection is established to the MTC Server inside or outside operator domain or to the MTC application server.

2. Security: GBA/GBA push use AKA mechanism and mechanisms for Zn interface, as defined in TS 33.220  Ua application specific specifications define the secrurity of the Ua reference point. As a result, GBA / GBA push mechanism can effectively provide security protection for the exchange of security keys between UE and MTC server (inside or outside operator domain) or between the UE and the MTC application server. 

3. Cost: In the network side, MTC server and MTC application server need to support NAF features, and a BSF should be deployed. In the terminal side the ME needs to support the GBA bootstrapping function and appropriate Ua application. Furthermore, a GBA-aware ME shall support both GBA_U and GBA_ME procedures. 

4. 
5. Protocol dependency: GBA mechanisms except GBA push needs to be based on HTTP protocol.
6. Network and architectural impacts: No impact on the existing architecture as the Secure Connection feature can use the interafaces defined for GBA. There is no need to deploy new feature on existing network entity, and no influence for protocol. So it has little impact for the existing network. 
7. Protocol overhead: It depends on the specific protocol which is used to carry EAP-AKA method. 
8. Roaming: GBA architecture is agnostic if the device is roaming or not.
5.2.5.2
Evaluation for EAP-AKA method:
1. Use cases: Both IKEv2 and EAP-AKA are inititated by the UE. Only the UE can trigger secure connection procedure. EAP-AKA can involve UICC and network entity to generate security keys.  Secure connection to MTC Application server or to an MTC server outside of operator domain is not described. Even though it could be protocol-wise close to the Secure connection to the MTC Server in the operator domain, there is significant business and architectural difference as the operator is not in control of those nodes and new interfaces are needed. Therefore the part of the SA1 requirement when the Secure connection is to MTC application server or to MTC Server outside of operator domain is not fulfilled.


2. Security: EAP-AKA method uses AKA mechanism embedded in EAP framework. The security protection is based on AKA. AKA protocol can resist attacking like replay, eavesdropping, tampering and any others. The security of the key exchange and authorization between MTC server (inside or outside operator domain) and 3GPP AAA server, or between the MTC Application server and 3GPP AAA Server is not defined. .  

3. Cost: When using IKEv2 to carry EAP-AKA method as an example  the network entity needs to support IKEv2 function in addition to EAP-AKA.  In the terminal side, UE need to support the IKEv2 and EAP-AKA function mechanism. The 3GPP AAA server needs to support new interfaces to the MTC Server and MTC applicaton server.
4. .
5. Protocol dependency: EAP-AKA can’t be used directly between UE and MTC server. It needs some protocols to carry EAP-AKA message.  
6. Network and architectural impacts: An interface between MTC server and 3GPP AAA server  needs to be defined. A separate interface is likely needed for the cases when the MTC server is inside or outside of the operator domain. An interface needs to be defined also between the MTC application server and 3GPP AAA server. This means new specification work.
7. Protocol overhead: It depends on the specific protocol which is used to carry EAP-AKA method. 
8. Roaming: In this solution the MTC Server has taken the role of EAP-AKA Authenticator.  When EAP-AKA is used as currently specified in 3GPP, e.g. in TS 33.234, the EAP-AKA Authenticator communicates with the 3GPP AAA Proxy Server which resides in the VPLMN in case of roaming. The roaming case is not covered by the solution. Two possibilities are seen for the case of roaming. 
If the MTC Server communicates with the 3GPP AAA Proxy in VPLMN, then it would need to have interfaces to a vast number of 3GPP AAA Proxies. This seems infeasible, especially for the MTC Application Server and for the case when the MTC Server is not in the operator domain. 
If the MTC Server communicates only with the 3GPP AAA Server in the HPLMN, then the 3GPP AAA Server would need to implement functionality similar to that of a BSF. 

	
	
	

	
	
	

	
	
	

	
	


	



	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


***
END OF CHANGES
***
