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Abstract of the contribution: This contribution analyses the security aspects of reporting of accounting data by the UE on ProSe Direct communication.
1
Introduction

SA2 is working on solutions for direction communication and considering charging one of the operational aspects ((cf TR 23.703, sub-clauses 6.2.3.7.2, 6.2.4.7.2, 6.2.6.7.1, and 6.5.2.6.2)). SA2 TR 23.703 solution alternatives considers UE reporting charging information to the network for accounting purposes with editor’s note that, SA3 need to evaluate whether it is secure enough and if needed, to develop solution. This contribution discusses the security threats and requirements and details the relevant solutions for ProSe accounting.  
2
Discussion
2.1 Key Issue: ProSe accounting
2.1.1 Key Issue Details

For Proximity Services, terminals may communicate directly, without registering with the 3GPP network (communication not via the operator’s network). They will, however, use operator resources (radio spectrum). There is concern that it will be difficult if not impossible to charge subscribers by the network for the use of these resources for 'out of coverage' direct communication or for 'in-coverage direct communication.' Direct communication between two terminals will require additional mechanisms to perform charging. Credit control (especially prepaid) and also usage information for postpaid charging would be of commercial interest. The security issues here would be, since only the UEs are involved in the direct communication, network relies on the charging information from the UE and there is a need for a mechanism to trust and securely obtaining the charging information.

In the SA3#72 meeting, S3-130795 contribution discusses the security aspects of UE reporting and captures the observation that, 

It is reasonable to assume that a sufficient level of trust can be placed in the UE to abide by the accounting policy configured by the operator for use of ProSe, and provide the network with prescribed accounting parameters whenever required.
In order to confirm sufficient level of trust, it is required to analyse and provide a mechanism to securely collect the charging information and provide it to the operator, so that the operator can trust the information.

2.1.2 Security Threat
Compromised and/or rogue UE will manipulate (under-report) the charging information collected and report fake details to the network, which will cause security violations such as theft of service.
2.1.3 Security Requirement
Charging information needs to be securely collected and communicated by the ProSe enabled UE to the network.
2.2 Solution: ProSe accounting
2.2.1
UICC based Prose Accounting

In order to confirm sufficient level of trust, UICC imposes accounting (credit and debit limits) for ProSe. Involving UICC allows the operators to control and to account the amount of authorized transmission. By linking security with charging functions, an acceptable level of trust and security can be achieved for ProSe. Potential mechanism would be to allow the UICC to perform accounting based on the number of security keys issued to the device. This allows an operator to define a limited use policy for the UE, and later off-line gathering of the number of keys requested from the UICC by the operator. 
The procedure would be, the UE obtains parameters needed for its security context (key) from the UICC. Then, the UE performs communicates with other UEs, eventually exhausts the security context after particular volume of data transmission. Then the UE needs to obtain refreshed key in order to further communicate with other UEs. By doing so, the UICC can collect the information on the number of keys received by the UE. Then the operator retrieves the information from the UICC directly which operator can trust. Further, the operator may also authorize some maximum amount of key to be retried (e.g. prepaid credit). 
In order to dissuade excessive or fraudulent use of these charging keys, all UEs capture in the UICC the volume of communication originating from each UE it communicates with. This volume accounting is reported periodically and reconciled with individual reporting by UEs themselves. A fraudulent use of keys could be detected by means of discrepancies (more data was received from a UE than it claims to have sent!)

Editor's Note: Complete mechanism to be developed in alignment with the direct communication security mechanism.
3
Conclusion:

We request SA3 to include the above section 2 proposal in the SA3 TR for further study (Section 2.1 under Key issues in the TR and section 2.2 under solutions in the TR). 
