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Discussion

This contribution contains a proposed solution for security for ProSe group communications.

This solution is required as there is no existing solution which is currently able to meet the public safety requirements for ProSe Group communications. 

The proposed solution does not have these disadvantages. It minimises the information that must be configured or provisioned to the UEs while maintaining security. It also has various advantages, namely:
· The ability to efficiently support group communications to large groups.

· A consistent approach to both the one-to-one and group cases.
· A flexible solution which supports pre-provisioning of keys where a UE is used without prior connection to the network, as well as supporting centralised network management where this is possible.

· An approach to group communication security that can also be applied to infrastructure-based group communication in GCSE_LTE.

· The ability to support ‘out-of-the-box’ group communications.

· Natural Lawful Intercept support.

It is proposed that SA3 accept the following pCR for inclusion in the TR
Proposed pCR
6.X
Solution X: Security for ProSe Group Communications

6.X.1
General

This solution address key issue 5 in the current document and is aimed to provide the security solution for solutions C1, C5, C6, C7 and C8 in TR23.703 [4]. It is primarily aimed at meeting the public safety user requirements for group communications out-of-network coverage, but can also be applied for in-coverage scenarios.

6.X.2
IDENTITY Security Solution

6.X.2.1
General
The IDENTITY solution provides a flexible end-to-end security solution capable of setting up secure one-to-one or group sessions without requiring a connection to network infrastructure. It is intended for use by public-safety users who require direct one-to-one or group connections when a connection to the network does not exist. It provides a solution to perform authentication and key-agreement for direct one-to-one communications (C3 and C4) and for group communications (C1, C5, C6, C7, C8) as specified in TR23.703 [4].

The IDENTITY solution allows information to be encrypted to a given UE using solely their public identity (alongside pre-provisioned domain-level information). Only a UE with this identity (alongside private keys provisioned by the network infrastructure) is able to decrypt information encrypted to the identity and sign information as this identity. As a result, provisioning must either occur prior to deployment or while users are connected to the network infrastructure, but secure connections may be established without access to network infrastructure. The security mechanism which achieves this uses the MIKEY-SAKKE protocol as specified in RFC 6509 [?].

6.X.3
IDENTITY Group Communications

6.X.3.1
General

6.X.3.1.1
Requirements
This section is intended to solve security issues related to Key Issue #12 in TR 23.703 [4]. It provides a mechanism for providing security for ProSe Group Communications.
It is noted that ProSe Group Communications must be supported both inside and outside network coverage, and the security solution is compatible with those scenarios. TR 23.703 [4] details a number of options for group communications:

· Solution C1: Via a Group Owner

· Solution C5 & C8: Direct UE-to-multi-UE communications (ad-hoc)

· Solution C6: Group Broadcast (Multicast service)

· Network Managed Group Call (Conference call)

· Solution C7: Combined approach.

These options are not addressed directly, but rather a solution is described which is compatible with each of these options. Based upon the descriptions of these options, the following requirements are assumed for ProSe Group Communications.

1. Group calls utilise a shared, symmetric Group Security Context (GSC).

2. The calling party is authenticated.

3. The GSC can be updated.

4. The establishment of the GSC supports a fast call setup time (as part of the normal use- case).

5. The establishment of the GSC supports a large number of users (up to 2000).

6. The establishment of the GSC supports a variety of routing options including direct communications (ad-hoc) and centrally-managed communications (group owner). In particular, group security is independent of the security of the signalling path

7. Groups can be created dynamically and independently of the network.

8. Group communications are able to begin ‘Out-Of-The-Box’ (pre-network-connection group communications)

The IDENTITY solution is designed around meeting these requirements.

6.X.3.1.2
Group Security Context

To achieve many of the usability requirements (fast call setup, large number of recipients), it is necessary for group communications to involve a single message from the initiator, which is secured for the group and authenticated. As a result, in Section 6.X.3.2, the solution defines that the Group Security Context should be derived from a group session key, which is provided during communication setup and secured via a Group Master Key (GMK). To authenticate a communication the user’s identity is used, re-utilising the IDENTITY security mechanisms for D2D communications as detailed in Section 6.X.3. 

6.X.3.1.3
GMK Distribution

To support Group Security Contexts, a mechanism is required for distributing Group Master Keys (GMKs). The natural management mechanism for large groups of UEs is a centralised architecture with groups managed and rekeyed by a central entity. This allows efficient GMK distribution. 

However, this architecture does not support all the group communications requirements. For example, this architecture cannot operate without network connectivity, cannot support the dynamic setup of groups and cannot support ‘Out-Of-The-Box’ group communications. As a result, the IDENTITY solution provides two GMK distribution solutions. A ‘standard’ centralised solution for large groups, and a more flexible ‘ad-hoc’ solution to meet the more dynamic requirements. These solutions are described in Section 6.X.3.3.
6.X.3.2
Group Communications using IDENTITY

6.X.3.2.1
General

The following security procedures apply to all group communications, regardless of type. A group communication is a ‘one way’ communication (as the number of recipients may be too large to support a two-way protocol). The group communication is encrypted using a session key. This session key is transferred to group members encrypted under a Group Master Key (GMK). The group communication is signed by the communication initiator to authenticate the speaker.

6.X.3.2.2
Configuration for Group Communications

The initiating UE uses an identity for group communications. The initiating UE must be provisioned with the IDENTITY signing key associated with the UE’s identity. This key will be used to authenticate the initiator of the group communication. It is likely that this UE identity for D2D and group communications will be the same.

Prior to group communication, a Group Master Key (GMK) distribution mechanism shall be used to distribute a GMK to each UE within the group. The GMK will be used to provide the root-of-trust for the confidentiality of the group communication. 

6.X.3.2.3
Security Procedures for Group Communications

Figure 6.X.3.2.3-1 shows the security procedures for one group communication using IDENTITY authentication.
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Figure 6.X.3.2.3-1: A Group Communication

The procedure in Figure 6.X.3.2.3-1 is now described step-by-step. Initially, Group UE 1 generates a Group Session Key and transmits it to the UE group as follows. A signalling network may be used, or transmissions may be direct.

1. UE 1 notifies the group that it is about to begin a group communication. As part of this message, UE 1 encapsulates the group session key within a MIKEY message in Pre-Shared-Key (PSK) mode, as specified in RFC 3830 [?]. The pre-shared key shall be the Group Master Key (GMK) and shall be denoted by a key identifier. The MIKEY message is signed using the (key associated with the) identity of UE 1 by attaching a ECCSI SIGN payload, as defined in RFC 6509 [?] and RFC 6507 [?].
NOTE: This message may be pre-generated to increase the efficiency of the communication.

2. Each member of the group uses the key identifier to find the GMK used by UE 1 and extracts the Group Session Key. Each UE in the group uses the session key to create a Group Security Context (GSC). UE 1 may now begin a secure group communication protected by the GSC.

NOTE: Steps 1 and 2 may be contained within a single transmission. 

These security procedures are independent of the security of the transmission path used to transfer the group communication notification and the group communication itself. It is assumed that a mechanism exists for transferring group communications to group members.

In some group communication scenarios, a group peering entity is used to manage the group communication. If this entity requires access to the group communication to fulfil its function, it must be treated as a member of the group and have access to the Group Master Key.

6.X.3.3
Group GMK Distribution using IDENTITY

6.X.3.3.1
General

A requirement for secure group communications is to be able to distribute a Group Master Key (GMK) around group members. This section provides two mechanisms for distributing GMKs that are designed to meet a range of use cases. The use of the IDENTITY solution is essential to achieving the security and functionality required.

The two mechanisms are:

· Standard GMK distribution (Network/Group-Owner)

· Ad-hoc Group GMK distribution

Standard GMK distribution is designed to efficiently support large groups. GMK distribution is performed by the network or by a privileged UEs. On the other hand, ad-hoc Group GMK distribution is designed to provide a more flexible solution, supporting dynamic groups and UE groups which may never connect to network infrastructure.

6.X.3.3.2
Standard GMK distribution using IDENTITY

6.X.3.3.2.1
General

Standard GMK distribution is a centrally-managed GMK distribution service. The distribution process is run by a Group Manager. The group manager is trusted by the group to manage the group, and in-particular, update the GMK. GMK distribution messages are signed using the (key associated with the) group identity, which is provisioned to the group manager. In this way, the group manager’s messages are authenticated.
The aim of the solution is to provide an efficient mechanism for distributing GMKs for large groups. It is intended that this solution should apply in the majority of use-cases. The solution may also operate independently of the network. For example, the Group Manager may be a privileged UE (such as a Group Owner).

The solution provided is independent of the transport mechanism for GMK distribution. In some cases, GMKs may be distributed as part of the ProSe provisioning mechanism, as a separate network service, or the process may operate entirely independently of the network. The process relies on security mechanisms provided by IDENTITY.

6.X.3.3.2.2
Network provisioning

For each group, there is a group identity or name. During provisioning, each UE is given a list of group identities for which the UE is a member. UEs are also provisioned with MIKEY-SAKKE private keys for their personal identities, as for IDENTITY D2D connections.

The Group Manager is securely provisioned with the MIKEY-SAKKE private keys associated to the identity of the group(s) that it manages. The Group Manager should also know the identities of the UEs in its group.
6.X.3.3.2.3
Standard GMK distribution security procedures

Figure 6.X.3.3.2.3-1 shows the security procedures for GMK distribution for standard groups.
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Figure 6.X.3.3.2.3-1: Standard Group GMK Distribution

The Group Manager is responsible for re-keying the group’s GMK. To do this, it undertakes the following security procedures as depicted in Figure 6.X.3.3.2.3-1. 

1. Group Manager generates a new GMK and assigns a key identifier to the GMK.

2. The Group Manager creates a GMK Distribution Message. This message contains a MIKEY-SAKKE I_MESSAGE as specified in RFC 6509. The I_MESSAGE encapsulates the new GMK. It is encrypted using the identity of the terminating UE and signed using the (key associated with the) group identity. The message also contains the GMK key id and period of use. The message is provided to the terminating UE.
NOTE: Only an assigned and approved Group Manager knows the private key associated with the group identity and is able to sign a message. All group members know the identity of the group and hence are able to verify the signature.

NOTE: The transmission path (e.g. over a signalling network or direct) is independent of the security properties of the solution. Provisioning may be asynchronous if required (e.g. via SMS).
The terminating UE authenticates the sender and extracts the new GMK from the I_MESSAGE. The terminating UE uses the last received GMK as the current group key (based on the timestamp in the I_MESSAGE).

The Group Manager could be a network entity, or a privileged UE. As the security procedure does not require a connection to the network, the Group Manager can rekey a group independently of the network if required. 
6.X.3.3.3
Ad-hoc GMK distribution using IDENTITY

6.X.3.3.3.1
General

Ad-hoc group GMK distribution is designed to support edge cases that are not supported by the network GMK distribution service. It operates entirely independently of the network, allowing any public-safety UE to setup a group with any set of public-safety UEs. This allows group to be created dynamically. This mechanism also supports group creation for UEs which have never had access to the network (out-of-the-box). 

The solution is intended for small groups of handsets (e.g. 20) which wish to dynamically setup a new group. As it is able to operate entirely without network connectivity, it is also well suited to supporting public safety UEs in highly remote locations which are unlikely to ever have access to the network. Furthermore, it is designed to ensure that if a single handset is stolen, the group is not compromised.
Ad-hoc groups are created by a single UE. The UE begins the distribution process by setting up a D2D connection with each member of the ad-hoc group. Over this connection, the UE provides group parameters including the GMK for the new group. With the distribution process completed, each group member is able to create a group communication with the new group using the GMK.
This solution is unlikely to be suitable for large groups as the UE creating the ad-hoc group must setup a D2D connection with each member of the group. 

6.X.3.3.3.2
Network provisioning

Network provisioning requirements for IDENTITY ad-hoc groups are identical to IDENTITY D2D connections. The solution requires that both UEs have been securely provisioned by the network (e.g. a MIKEY-SAKKE KMS) with MIKEY-SAKKE private keys (associated to their public identities) and associated domain information.

In the case of ‘out-of-the-box’ ad-hoc groups which use fixed ME identities, network provisioning is not required as UEs are sufficiently configured prior to deployment. 

6.X.3.3.3.3
Ad-hoc GMK distribution security procedures

Figure 6.X.3.3.3.3-1 shows the security procedures for GMK distribution for ad-hoc Groups.
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Figure 6.X.3.3.3.3-1: Ad-hoc Group GMK Distribution

When Group UE 1 decides to create a new ad-hoc group, it undertakes the following security procedures as depicted in Figure 6.X.3.3.3.3-1. The transmission path (e.g. over a signalling network or direct) is independent of the security properties of the solution. 

3. The UE setting up the ad-hoc group generates a new GMK for the ad-hoc group and assigned a key identifier to the GMK.

NOTE: Ad-hoc group GMKs should use a separate set of key identifiers to standard group GMKs.

4. UE 1 selects the UE identities that will be in the ad-hoc group. The user selecting the identities is responsible for ensuring that none of the UEs within the list have been compromised. It is likely this will be achieved via procedural measures.
5. UE 1 sets up an IDENTITY D2D connection with each group member secured using the terminating UE’s identity. The D2D connection is signed using the (key associated with the) initiator’s UE identity. Each terminating user must check the signing UE can be trusted to setup the group and if so, accepts the connection. 

6. Using the D2D connection, UE 1 transfers the ad-hoc group GMK to each member of the new group, along with the key identifier. The list of identities in the group is also transferred as part of this communication.

NOTE: Each UE should store the GMK and key identifier for future use. Each UE should also store the period since GMK generation/receipt. If the GMK expires, it should no longer be used. UE 1 shall re-key each UE by restarting this procedure.
7. Any UE in the ad-hoc group may now begin a group communication using the ad-hoc group GMK.

The ad-hoc group GMK distribution procedure must not be used to rekey a standard group.

6.X.3.3.3.4
Using ad-hoc groups to meet the ‘Out-of-the-box’ requirement

The key distribution mechanism used to setup ad-hoc groups, may also be used to allow groups of public safety UEs to begin group calls ‘out-of-the-box’, and in particular, prior to a network connection.

To achieve this, separate security credentials shall be installed on each ME during the deployment process. Each ME is pre-configured with a unique ME identity (e.g. public safety IMEI) and related IDENTITY private keys. This identity and related keys are fixed within the ME and absolutely tied to the ME. The ME shall also pre-configured with a maximum key-period for ad-hoc group GMKs.

‘Out-of-the-box’ groups can now be setup using the security procedures in Section 6.X.3.3.3.3. A group member creates the group by listing every ME identity (public safety IMEI) in the group, ensuring that only uncompromised MEs are listed. A GMK is shared using these security procedures and group communications can begin. This process operates entirely independently of the network.
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