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Abstract of the contribution: This contribution changes the terminology used in Clause 8.3.3 to be consistent with the OpenID 2.0 specification.
1 Introduction 
The below pCR adds a statement to Clause 8.3.3 which explains that the solution is based on OpenID 2.0. Some of the terminology is also changed to be consistent with this version of OpenID.
2 pCR 

***
BEGIN CHANGES
***
2. 8.3.3
Solution 2 description

3. 8.3.3.1
Solution based on OpenID-GBA interworking where OTT performs username/password authentication

The solution presented here is based on OpenID – GBA interworking. Two factor authentication is achieved by the additional step in the beginning where the RP authenticates the user using username/password. Provided the first factor authentication is successful, the RP will redirect the user to the IdP for the second factor GBA based authentication. Once the authentication is done the IdP sends an OpenID token back to the RP via the user, asserting the user's identity.

Since the RP receives the username/password and OpenID token in the same TLS tunnel/HTTP session it is assured that the they were both provided by the same entity, In other words the "binding" between the first and second factor of authentication is accomplished by the TLS tunnel/HTTP session.

A benefit of this solution is that it requires no additional standardization. This is because the first factor of authentication and the binding is handled by the RP on its own, and the RP is not a 3GPP entity.

A high-level message flow is presented below. Note that the order in which the authentications are performed does not matter, An alternative flow would be to perform the username/password authentication after the OpenID authentication. The message flow is based on OpenID 2.0 but it should be possible to use OpenID Connect as well with some small changes to to the message flow.
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Figure 8.3.3.1-1: Two factor authentication based on OpenID – GBA interworking where OTT performs username/password authentication
1. The user initiates the login process by sending his username/password to the Relying Party via the User-Agent

2. The Relying Party verifies the username/password, and if successful, redirects the end user's User-Agent to the OP and thereby requests OpenID authentication

3. The OP initiates GBA authentication which triggers the User-Agent to start authentication using its GBA credentials with the OP

4. The OP verifies the GBA credentials and, optionally, presents a permission dialog asking the user whether OpenID data should be sent to the OP

5. If the user gives his approval in step 4, the OpenID assertion is sent to the RP via the User-Agent

6. The Relying Party verifies the OpenID assertion and if the verification is successful the user is considered logged in.

4. 8.3.3.2
Solution based on OpenID-GBA interworking where MNO performs both GBA and username/password authentication 

The solution presented here is based  on OpenID – GBA interworking. Two factor authentication is achieved by adding an additional step before the GBA authentication where the OP requests username/password from the user. 

Since OP receives the username/password and GBA credentials in the same TLS tunnel or HTTP session it is assured that they were both provided by the same entity, In other words the "binding" between  the first and second factor of authentication is accomplished by the TLS tunnel or HTTP session.
The message flow is based on OpenID 2.0 but it should be possible to use OpenID Connect as well with some small changes to to the message flow.
Note that the method for distributing username/password pairs to end-users is considered out-of-scope. 
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Figure 8.3.3.2-1: Two factor authentication based on OpenID – GBA interworking where OP also performs username/password authentication
1. The user initiates the login process by presenting an identifier of himself or the OP to the Relying Party via the User-Agent

2. The Relying Party redirects the end user's User-Agent to the OP and thereby requests OpenID authentication

3. The OP requests username/password which the end user supplies via the User-Agent

4. Provided the username/password pair is valid, the OP initiates GBA authentication which triggers the User-Agent to start authentication using its GBA credentials with the OP

5. The OP verifies the GBA credentials and, optionally, presents a permission dialog asking the user whether OpenID data should be sent to the RP

6. If the user gives his approval in step 4, the OpenID assertion is sent to the RP via the User-Agent. Optionally, the OP can indicate to the Relaying Party that two-factor authentication was used via the OpenID PAPE extension [13].

7. The Relying Party verifies the OpenID assertion and if the verification is successful the user is considered logged in.
***
END OF CHANGES
***
