3GPP TSG SA WG3 (Security) Meeting #73
S3-131027
11-15 November 2013; San Francisco, US 
revision of S3-13abcd
Source:
Ericsson

Title:
pCR 33.abc Authentication of WebRTC client re-using existing IMS authentication mechanisms
Document for:
Approval

Agenda Item:
7.1.2 Security Aspects of WebRTC Access to IMS
Work Item / Release:
IMS_WebRTC / Release 12
Abstract of the contribution: Adds text to clause 6.1.1 Authentication of WebRTC client re-using existing IMS authentication mechanisms
1
Introduction
It is proposed to add the following text to clause 6.1.1.
2
pCR

***
BEGIN CHANGES
***
6.1.1
Authentication of WebRTC client re-using existing IMS authentication mechanisms
In this scenario it is assumed that the WebRTC client has access to IMS credentials and uses these to authenticate to the IMS. The WebRTC control plane function is assumed to relay the authentication information so that the message flows are unchanged.
6.1.2.1
Use of SIP Digest credentials
The most likely IMS credentials to be used are the SIP Digest credentials (IMPI, IMPU, and password). The use of SIP Digest in IMS is specified in Annex N of TS 33.203 [5]. It is assumed that the WebRTC client implements the SIP Digest algorithm and sends the authentication information to the WebRTC control plane function. The message flow is shown in Figure 3.
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Figure 3: WebRTC client authentication using "SIP Digest"
SMm stands for SIP Message n, and Mn stands for Message n. No assumption is made on the interface between the WebRTC client and WebRTC control plane function except that it contains the authentication information equivalent to SMn. If the WebRTC IMS Client implements SIP and sends it over Websocket, the WebRTC control plane function would just relay the whole message (Mn equals SMn). Otherwise the WebRTC control plane function extracts the authentication information from Mn and put it in the SIP message SMn (and vice versa for SIP messages sent from the P-CSCF to the WebRTC control plane function).

***
END OF CHANGES
***
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