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1
Introduction
It is proposed to add the following text to clause 4.
2
pCR

***
BEGIN CHANGES
***
3.1
Definitions

WebRTC control plane functionality: New control plane functionality needed to support the WebRTC IMS Client access to IMS use case.
WebRTC user plane functionality: New user plane functionality needed to support the WebRTC IMS Client access to IMS use case.
***
NEXT CHANGES
***
4
Overview

4.1 WebRTC

4.1.1
Overview

Web Real-Time Communication (WebRTC) is specified by the W3C WebRTC WG [7] in collaboration with the IETF RTCWeb WG [8]. Although it is still work in progress, the technology has already been implemented in many different browsers. As W3C specifies the API and IETF the protocols, the IETF specifications are likely to be more relevant for the WebRTC IMS Client access to IMS work.
4.1.2
WebRTC Control plane

The WebRTC control plane is sent over HTTP/WebSocket and is controlled by the web application. While HTTP is a request-response protocol, WebSocket provides a full-duplex communication channel over TCP. The actual protocol is application-defined with a few requirements:
· SDP must be used with the following security requirements:
· DTLS-SRTP must be used.

· ICE must be used.

This gives considerable flexibility, and as JavaScript is Turing complete, a WebRTC application can implant any signalling protocol, e.g. SIP and transport it over WebSocket.

4.1.3
WebRTC User plane

The WebRTC user plane consists of media channels for audio and video and data channels for peer-to-peer communication of arbitrary data. The user plane is controlled by the browser and therefore much more standardized. Some security relevant requirements:
· All channels must use STUN/TURN/ICE.
· Media channels must use SRTP and DTLS-SRTP

· Data channels must use DTLS

An overview of the WebRTC protocol layers for the user plane can be seen in Figure 1.
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Figure 1: WebRTC user plane protocol layers 
4.2 WebRTC IMS Client access to IMS
4.2.1
Overview

A WebRTC client is, in this context, a WebRTC-capable browser running a web application that allows a user to access IMS services. The web application (written in HTML/CSS/JavaScript) is offered by the IMS operator or by a third party. The support of WebRTC IMS Client access to IMS significantly expands the pool of clients able to access IMS.

The WebRTC client authenticates to the IMS via the WebRTC control plane function, using either traditional IMS credentials (e.g. SIP Digest username/password) or some form of web credentials (e.g. OAuth access token). In the latter case, the WebRTC control plane function will verify the web credentials and then authenticate to the IMS core on behalf of the user. 
4.2.2
Architecture

While the 
WebRTC IMS Client access to IMS architecture is still ffs (c.f. TR 23.701 [4]) with several solution candidates, the parts relevant for the security work is similar for all solutions with a few small differences. The architecture is shown in Figure 2, which summarizes the work done in TR 23.701 [4].
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Figure 2: Architecture of WebRTC IMS Client access to IMS
The differences in the solution candidates are the level of integration of the new functionality into the IMS core. For the control plane there are essentially two options:

1) Make the WebRTC control plane function part of the P-CSCF.
2) Make the WebRTC control plane function a separate function which communicates with the P-CSCF over the Gm interface.
The same two integration alternatives apply to the media plane (i.e. the WebRTC user plane function and the IMS Access Gateway).
***
END OF CHANGES
***
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