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1 Introduction and Observation
There are several PWS security solutions on the table in TR33. 869. Requirements for PWS and PWS Ssecurity identified by SA1 are specified in 3GPP TS22.268. The requirements for PWS Security are optional as some of regions and countries in the world require this functionality and some of regions do not realize this kind of system. However, it is believed that with terminal functions improving, USIM using widely and life saving ideas deeply, there will be more and more regions that will deploy PWS security system. 

From past two years’ discussion, SA3 has studied PWS security threats, features including algorithms, parameters and network sharing case, all the solutions on the table and their evaluations, GSM and UMTS use case, several specific issues. We are much closer to the conclusion now. Moreover, we are 2 years later than the scheduled work plan of this work item. So it is necessary to make the general conclusion this meeting. 
PWS security solution needs a mechanism which should be used widely and maturely, more importantly, access independent, so that current deployment can be realized when the need of it by some regions is strong. Meanwhile, it also needs a technique which can be improved in the foreseen future. Certificate approach seems to be the choice. However, depending on the network deployment and CA model and regions’ willing of using different algorithms, IMPCERT solution and generalized certificate solution both need to be specified to avoid either of the solutions’incompletion. For example, operaotors which will do PWS security system want to use certificate approach. But some operators may not want to use ECQV but more widely algorithm, they will use generalized certificate solution. Or some think to send both certificate and signature is a good idea that can save the interworking of network and terminals and they will use IMPCERT solution. So it is proposed to do “a big certificate approach” for PWS security including both IMPCERT solution and generalized certificate solution.
It is kindly propose SA3 to accept the following PCR into PWS TS33. 269.
**************************************************Begin of First Change************************************************
7
Security mechanisms
Editor's Note: Network sharing aspects will be taken into account in this clause.
7.1 General
PWS security solution needs a mechanism which should be used widely and maturely, more importantly, access independent, so that current deployment can be realized when the need of it by some regions is strong. Meanwhile, it also needs a technique which can be improved in the foreseen future. Depending on the network deployment and CA model and regions’ willing of using different algorithms, “a big certificate approach” for PWS security is suitable for the current PWS security.  Implicit certificate PKI based PWS solution and generalized certificate solution both need to be specified to avoid either of the solutions’incompletion.
7.2 Implicit certificate PKI based PWS solution
7.2.1
General
An overview of the implicit certificate based approach(IMPCERT) is shown in figure 7.2.1.1. UE firmware is provisioned with public keys of several CAs. The message signer periodically obtains an implicit certificate from a CA which can be included as part of the security portion of a PWS transmission. The implicit certificate combined with the CA's public key results in the message signer's public key allowing the UE to verify the signature.


[image: image107.emf]
Figure 7.2.1.1: Overview of implicit certificate approach

An advantage of this system is its scalability. That is, multiple CBEs can share the same set of CAs. Simply put, if a national authority requires the addition of a new CBE, the CBE need only obtain an implicit certificatefrom one of the available CAs without the need of signalling new keying material to UEs or an operator's network except for testing purposes.

Although CAs are assumed to be long lived entities (~20 years), allowance must be made for changing the set of CAs and their public keys. While this would most likely be a planned event, in the rare occurrence a CA or CBE is compromised or potentially a UE is reset, such an update might be necessary.

Two potential approaches to updating the list of CA public keys can be considered, 1) Using periodic test messages to carry update information and 2) a push mechanism such as (U)SIM Application Toolkit.

7.2.1.1
CA updating via PWS test messaging
Updates to the list of CAs and associated public keys stored by a UE could be achieved through a new PWS message type. This message can be signalled as a PWS CA update message by using the existing Message Identifier parameter [xx] but could otherwise be transmitted to UEs in the same manner as warning related PWS messages. 

Shown in Figure 7.2.1.2 the contents of the PWS CA update message message could contain the identifier of the CA (CA-ID) and its new public key.
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Figure 7.2.1.2 : PWS CA update message format

Since the contents of the PWS CA update message are critical to the functioning of the system, to ensure the UE can trust the message contents UEs should be required to receive at least two update messages containing where the implicit certificate used in each message is from a different existing CA.

In the case more than one PWS message signer is supported in a region each message should also be from a different existing PWS message signer. 

The case of only one PWS message signer could also be accomidated for example by requiring Implicit Certificates to be obtained from a CA who issues short-lived implicit certificates for the purpose of PWS CA update messages. Procedural steps following this example could be:

Step 1: Receive and validate PWS CA update message

Step 2: Check previously validated PWS CA update messages

Step 3: If a PWS CA update message is stored in the ME and has been validated using a different existing CA and either the current or existing different CA is used for the purpose of PWS CA update messages then update the current CA list in the ME with the PWS CA update message contents

Step 4: If a CA update message stored in the ME according to Step 3 is not found then stor the current CA update message in the ME with its validating CA but without updating the contents of the CA list

7.2.1.2
CA updating via (U)SIM

A UEs list of allowed CA list could also be updated by relying on the USIM application. This would require the addition of a file under the USIM containing the list of allowed CAs and that would be read by the ME during the initialisation or the refresh of the USIM (this would require therefore the addition of a new procedure in the relevant clause of clause 5 of TS 31.102 [yy] by 3GPP CT6). The update of this new file would be made possible by using Remote File Management as defined in clause 5.2 of TS 31.116 [zz].

However, as this updating mechanism is tied to the network, operators would bear greater responsibility and cost with this approach.
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Figure 7.2.1.3 : CA updating via (U)SIM

7.2.2
Certificate authorities

7.2.2.1
General

CAs acts as the trust anchors for PKIs.  It is essential for a functioning PKI to have at least one universally accepted CA.  However, in systems like PWS that span multiple government and regulatory authorities, agreement on a sole trust anchor is encumbered.  There are a few working models in similar fields that are worth consideration such as:

· Advanced Access Content System used in Blu-ray

· Zigbee Smart Energy uses a single commercial CA vendor that issues certificates to devices that are certified at an approved testing lab.

· CA Browser Forum (CAB) used in support of web browser's.

· WiMax uses two CA's, Verisign and Motorola that are approved to service the community.

Most of these examples are focused on issuing certificates to a large number of devices so that they can securely operate in an ecosystem.  However the PWS situation requires a large number of devices to be able to authenticate messages from a relatively few entities, in this aspect it is perhaps most similar in use as example 3 (many browsers compared to TLS servers).  
Here UE firmware is provisioned with public keys of several CAs much in the same way as for CAs used with browsers today. 

As responsibility for security in the implicit certificate approach rests at the national level, creating requirements on CAs UE vendors must support as well as upkeep of these CAs rests at the national level and not with operators. Operator responsibility in this regard is simply to pass requirements necessitating support of CA public keys mandated by government agencies to UE vendors.

As shown in Figure 7.2.2.1, CBEs from different regions need not necessarily share the same set of CAs. There may be some overlap and indeed agreement between CBEs from different countries to share the same CAs is possible; however no such requirement need be exist within 3GPP. Moreover the responsibility for root management concerns such as the provisioning of CAs, overlap in usage of CAs or indeed cross certification of CAs would be decided and enforced at the national level.

As an example consider Figure 7.2.2.1. The government in region A may decided UEs sold in its country should only be pre-provisioned with CA1 and CA2. In such cases, UEs from region A whether in their own region or visiting others, will not process PWS warning messages signed by CBE-B or CBE-C as these use untrusted CAs. 

However, UEs from region B visiting region C will receive PWS warning messages with implicit certificates from CA5 since the government in region B would mandate UEs sold in its region be pre-provisioned with CA5. The risk government B has taken is a compromised CBE in region C can be used to broadcast false PWS warning messages in government B's own region since it now shares at least one CA.
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Figure 7.2.2.1: Certificate Authorities (CAs) 
mandated at the national level in various regions

A consequence of this approach is UEs using a CAs public key shared by CBEs outside its own region will accept any PWS message signed by those CBEs. Therefore it is the responsibility of the UEs national government to establish confidence in those CBEs outside it region before allowing public keys from such shared CAs to be pre-provisioned on UEs sold within its boundaries.

7.2.2.2
UE provisioning [public key] and [CA-ID] updating of home network

To simplify the manufacturing process it can be assumed UEs are provisioned with public keys of all CAs globally. 
In this way UEs will be capable of displaying secured PWS messages even when in limited service state. 

However, just as CBEs in a particular region should supported by one group of CAs similarly a UE in that region should only display warning messages verified by a public key from the same group of CAs once it enters service. 

Several approaches can be considered in identifying the relevant group of CAs.

Approach 1: User controlled CA list

An option is available for the user to select the location of his home network. This could be used to select CAs allowed by the user's home government from the current global list of CAs. CAs outside this selection can be marked as inactive.

While the option of the user setting his home network location would always be available as an option, a user could be explicitly prompted for this information when a new UICC is used.

Approach 2: PWS test message type

As previously described a new type of PWS message can be used to modify available CA information. Shown below, this message could additionally contain a field indicating the set of CAs used in the home region of the PWS broadcast.
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Figure 7.2.2.2 - PWS CA key update test message
Once a UE has received such a message it can use the CA-ID to select CAs allowed by the user's home government from the global list of CAs. CAs outside this selection can be marked as inactive.

To allow for a change in a UEs home location, if a UE receives a test message with PWS Security but indicating an inactive CA-ID the UE could be allowed to verify the signature using the inactive CAs public key. While no-action on key updating would be taken unless verification occurs with active CAs, in the event several test messages are verified over an extended period of time using inactive CAs, the user could be prompted to confirm his home region via the user controlled CA list approach described in approach 1. 

Approach 3: USIM Reading

While UEs can be provisioned at manufacturing with the CAs in use globally as a step in satisfying limited service state requirements, once a USIM is inserted into the UE the ME could read the list of allowed CAs mandated by the government of its home network from the UICC. 

This can be enabled by asking CT6 to create an additional file in TS 31.102 [aa] containing the list of CAs and their public keys. Additionally, CT1 and CT6 could be requested to create an update mechanism along the lines of (U)SIM Toolkit to securely update this CA list.

While offering a clear unambiguous solution to updating the CA list in case of change in the home network, this approach does place a clear responsibility on the operator in maintaining the active list of CAs mandated by the regional government that the other two approaches do not.

Approach 4: USIM Triggering

Similar to approach 3, UEs are provisioned at manufacturing with the CAs in use globally as a step in satisfying limited service state requirements. However in this case, once a USIM is inserted, the regional CAs associated with the UEs home country are identified based on the UEs home network. 

7.2.2.3
Roaming Considerations
Roaming is of concern to all approaches to PWS Security. That is when a UE whose home network supports PWS Security roams onto a network supporting PWS but without security and in particular one that does not authenticate itself to the UE, then the UE must reject all PWS messages or leave itself open to attack.

Two niche cases more highlighting security arrangements at the national and operator level may however be worth discussing. 

In the first case two operators in different regions have no security arrangements between each other while the governments have agreed to obtain implicit certificates from the same set of CAs. In this case as governments bear the responsibility of bearing roaming agreements, PWS messages with security can be received in both regions by both roaming and non roaming UEs.

In the second case, governments' in two regions requiring PWS with security have decided to obtain implicit certificates from CAs not provisioned in UEs in each others regions and operators in these regions do have security agreements in place between their networks. While not currently proposed in the implicit certificate approach it is possible in principle for the CAs a UE uses for verification to be dependent on the network it is authentically attached to while roaming. However to date we have not made this proposal as in essence the home government now needs to trust security agreements operators in its region made with operators outside its region thereby placing greater liability on operators.
7.2.3
Implicit certificates

7.2.3.1
High level view of an implicit certificate approach from the UE perspective

Implicit certificates are a well known approach used in cryptography and can be used to reduce the amount of storage and computation in public key systems. Instead of a CA generating a signed certificate in order to certify a signer's explicitly embedded public key, the signers public key is computed by the UE using the certificate in combination with a CA's public key.
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Figure 7.2.3.1 UE perspective of implicit certificate in PWS

A high level view of an implicit certificate approach from the UE perspective is shown in Figure 7.2.3.1. 
The UE derives the signer's public key using the received implicit certificate and the CA's public key. 
The UE then verifies the signature using the derived signer's public key. The authenticity of the signer (and indeed the derived public key) is implied by proof of possession of the associated private key of the signed message.

7.2.3.2
Generation of implicit certificate

As shown in figure 7.2.3.2, the PWS message signer contacts the CA with a random number "" whenever a new implicit certificate is desired. This could be once a week, month or year; depending on how long the signer wants the public key derived from the implicit certificate to be valid for. However long the implicit certificate is valid for, it is independent of the PWS message and can be used in regenerating the same PWS message signer's public key for multiple warning messages.
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Figure 7.2.3.2 Implicit certificate in PWS

On receiving the integer "", the CA then generates the implicit certificate and returns it to the PWS message signer. 

Formal steps in this process taken by the CA for the ECQV implicit process are as follows:

Let 
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7.2.3.3
PWS Security contents

Implicit certificates are versatile and can be used with a variety of signature approaches including DSA and ECDSA, however the approach considered here due to efficiency in size is a Keyed-MAC signature scheme. 

When operating at 112-bit security level, using a 112-bit MAC and assuming an ECQV certificate structure, 14-bytes, 28-bytes and 29-bytes are required to encode the values MAC, s and ICA respectively.

The 31-byte length for ICA assumes a certificate structure containing a 225 bit public key reconstruction value, a 15 bit certificate timestamp and a 8 bit CA_ID value. The certificate timestamp can provide one approach to protection in case a key is compromised at the message signer. The validity period of the certificate and therefore the frequency at which a message signer obtains new certificates from the CA would be decided at the national level and need not be the responsibility of operators.

In total the signature and implicit certificate occupy 73-bytes leaving 2 additional bytes that can be used for a PWS message timestamp.  This timestamp would be provided and signed by the PWS message signer and indicates the validity period for the PWS warning message.
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Figure 7.2.3.3.1 PWS Security Content

The final two bytes of the security contents consist of a timestamp provided by the message signer and indicating the validity period for the PWS warning message for the purposes of replay protection. 

This can take the form of a traditional timestamp or as a message counter.

Timestamp

For the timestamp to function correctly, some degree of synchronisation is necessary between the UE and the PWS message signer. 

In the case a secure automatic synchronisation method is available between the UE and network, then advantage of it could be taken by the UE in validating PWS messages.

In the case where automatic timing is not available between the UE and network, the UE could instead indicate the receipt of a PWS message with an expired certificate if one is received and present the user with the current time understood by the UE and the option of proceeding or discarding the message. 

Alternatively a PWS timer could be provisioned in UEs at manufacture with a conservative time. This time could then be adjusted in the normal course of operations either by a PWS timestamp update message similar in concept to the PWS CA update message, or by an additional timestamp field in the PWS CA update message itself. Such an update timestamp would detail the current time of the PWS message signer to all receiving UEs.

Message counter

In the case a message counter is used in order to avoid the need for co-ordination between message signers, a message signer identifier should be included as part of the implicit certificate. As shown in Figure 7.2.3.3.1this can be accommodated by reducing the implicit certificate timestamp from 15 bits to 7 bits allowing a 1 byte field for a message signer identifier (PKID).

In order to protect out of date UEs (eg: those who miss PWS warning messages and the resulting increments to a message signer's counter) from replay attack, a PWS counter update message similar in concept to the PWS CA update message could be used or alternatively if there are only a few PWS message signers, an extra field could be included in the PWS CA update message itself. Such a field could contain 3 bytes, the message signer's identity (PKID) of 1 byte and current counter value (NSUC) of 2 bytes, for each message signer signalled.

Editor's note: Security considerations on automatic network timing are ffs.

Whether the PWS message timestamp takes the form of an actual timestamp or a message signer counter, the 2 bytes in the PWS Security content should be included in the computation of the keyed MAC signature.
Using ECQV, the UE must compute the Message Signers Public key using the implicit certificate in addition to verifying the PWS signature.

Considering available cryptographic signature benchmarks from eBATS and assuming the armeabi platform running at 1782MHz and 128-bit level security, the full implicit certificate based approach will takes roughly 6.5ms and not more than 7.4ms. This is compared with 3.7ms for ECDSA and 18ms for DSA signature verification indicating comparable complexity to other signature schemes. 

The complexity time estimates of the implicit certificate based approach are approximate and were made by considering the steps 3 and 4 of signature verification and comparing with similar steps in algorithms benchmarked in eBATS.

Steps both in encoding (at the PWS message signer) and verification (at the UE) of the Keyed-MAC can be as follows:

Keyed-MAC Signature Generation

INPUT: PWS Message Signer's private key dA, and associated ECQV certificate structure ICA, and a message to be signed M. 

OUTPUT: A signed message M, with associated security information MAC; s; ICA.

1. Generate ephemeral key pair (d,Q).

2. Construct MAC key k = KDF(Q), where KDF is a key derivation function that takes as input a point, and possibly other information, and generates an encryption key.

3. Compute MAC = MACAlgorithm(M,k).

4. Compute h = Hash(MAC||M), where Hash is a suitable hash function, that takes as input additional information including a possible identity string.

5. Convert h to an integer e.

6. Calculate s = e _ dA+d (mod n).

Output s,MAC, along with input value ICA as the associated security data for M.

Keyed-MAC Signature Verification

INPUT: Signed message M, with security information s, MAC, ICA, and the CA's public

key QCA.

OUTPUT: VALID, or INVALID.

1. Compute h = Hash(MAC||M), with the same hash function used in the signature generation scheme, and the additional input information.

2. Convert h to an integer e.

3. Recover the PWS message signer's public key from the certificate, QA=ECQVPublicKeyReconstruction(CertA,QCA).

4. Compute Q' = sG-eQA.

5. Compute k' = KDF(Q'), using the same key derivation function used in the signature generation algorithm, including the same additional information.

6. Compute MAC' = MACAlgorithm(M,k').

If MAC' = MAC then return VALID, else return INVALID.

During this process the UE combines information contained within the implicit certificate with the public key of the appropriate CA to produce the message signer's public key. As several CAs may and indeed should be supported, a means is needed to distinguish which public key is used.

This can be achieved through use of the one byte CA-ID field. Each CA public key would be assigned a CA-ID value which the UE can read from the implicit certificate. Using the CA-ID the UE can look up the CA public key tied to that CA-ID in its provisioned list of CAs.
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Figure 7.2.3.3.2 – Example list provisioned CA public keys with associated CA-IDs
7.3 Generalized certificate-based approach for PWS

7.3.1
Introduction

This solution presents a certificate-based approach. This may help with the acceptability of a certificate-based approach and the gradual introduction of PWS Security around the globe. 

The PWS Security solution based on implicit certificates is generalized in the following respects: 

· Structure of Certificate Authorities (CAs) 

· Distribution of public root keys

· Certificate format

Public root key is used to authenticate CBE certificates. If it succeeds, UE can verify the warning message afterwards by using the public keys for PWS carried in CBE certificates. Two alternatives of public root keys distribution were introduced in generalized certificate-based approach. But how to distribute CBE certificates to UE is not mentioned. 
Editor's Note: The details of CBE certificates distribution need to be considered.

After terminal is configured with CBE certificates, it can verify warning messages sent from CBEs. Since UE may receive warning messages signed by different CBEs, which CBE certificate should be used is a problem. A parameter combined with warning message is needed to indicate which CBE certificate to be used.
Editor's Note: The parameter to indicate which CBE certificate to be used should be studied.
7.3.2
Structure of CAs 

7.3.2.1
Top-down approach to CAs

This approach is similar to what is proposed in the IMPCERT scheme: 

· There is a number of top-level CAs

· Each PWS signing entity obtains a certificate from one these top-level CAs

· The public root keys of all top-level CAs are available in all terminals

There are real-world examples following this kind of approach. One example is the collection of root keys in the key store of a browser. Of course, PWS is different in that the top-level CAs and the signing entities would be under the responsibility of regulators, and not an industry sector. 

It is not required for this approach that the top-level CAs mutually trust each other, or cross-certify each other, if it can be ensured that the usability of a root key of a CA is somehow limited to the jurisdiction of the regulator owning this CA. But, as a minimum, some sort of global repository for root keys, from where terminal manufacturers could obtain the collection of root keys in an authentic way before manufacturing a terminal, would be required. This global root key repository would not have to be a CA itself, or know any private keys, but it would have to have trust relationships, and communication channels guaranteeing integrity (not necessarily through cryptography), with all regulators owning the top-level CAs as well as with all terminal manufacturers. It is not clear who could play the role of providing such a trusted global root key repository. Without such a trusted global root key repository, the reliable provisioning to the terminals cannot be assured.

7.3.2.2
Bottom-up approach to CAs

This approach starts from the observation that it is questionable whether PWS Security will be introduced in all, or even a large number of, countries within the same time frame as its introduction depends very much on national regulations. This is one reason why, at least in the initial phases of the global roll-out of PWS Security, the provision of a global root key repository may meet with difficulties. The bottom-up approach would, in contrast, allow one country - or one group of countries agreeing on a common regulation - to go ahead without being dependent on the rest of the world.  

The bottom-up approach for PWS is similar to the approach various 3GPP specifications have taken, cf. below, when they assume the use of 3GPP server certificates and corresponding public verification keys in terminals. The approach works as follows: 

A regulator who decides to introduce PWS Security sets up a CA that issues certificates for the signing entities responsible for signing warning messages in this regulator's area of responsibility. The public root key would be implemented in the terminal typically after manufacturing time, see clause 7.3.3.1. The terminals could then verify warning messages in the area of that regulator. For other areas, terminals could, in the initial phase, either accept unprotected warning messages, or not accept warning messages at all, according to the preferences set in the USIM, cf. TS 22.268 [cc]. 

Right from the start, or after some time when PWS Security has gained increased acceptance around the world, the regulator owning the CA could cross-certify the public root keys of CAs of other regulators responsible for areas that are most frequently visited by users in his own area. The cross-certificates could become part of roaming agreements. In order for the cross-certification to remain manageable, the number of partners, with which cross-certificates are exchanged, would have to be somehow limited. But it is believed, based on typical roaming patterns, that agreements with only a quite limited number of roaming partners would suffice to ensure that most users would be present in their home area or one of the partner areas most of their time.

When the number of partners, with which cross-certificates would have to be exchanged, would grow too large to be manageable this would be an indication that PWS Security is gaining traction around the globe, and it would be time to set up a number of root CAs according to the top-down approach; but this may be quite some time from now. 

7.3.2.3
More complex CA structures

It may be desirable in certain situations to have intermediate CAs below a root CA where the intermediate CAs would provide the certificate for the PWS signing entity, e.g. when the root CA would be at a regional level (e.g. European Union) while the intermediate CA would be at a national level. Then not only would the public root key have to be available in the terminal, but also the certificate of the intermediate CA. This seems more easily compatible with the bottom-up approach and a distribution of certificates and root key via configuration, cf. clause 7.3.3.2, than with an approach, as in IMPCERT, where the certificate is distributed on the cell broadcast channel, together with a warning message. 

7.3.3
Distribution of public root keys

7.3.3.1
Pre-installation in terminals at manufacturing time

This approach was already discussed in the context of the top-down approach to CAs above. The terminal manufacturers would obtain the public root keys from a trusted global root key repository. 

7.3.3.2
Configuration when terminal is first taken into use

Clearly, pre-installation in terminals at manufacturing time is not well compatible with the bottom-up approach to CAs as this would involve producing country-specific versions of terminals, which is seen as quite problematic by terminal manufacturers. Therefore, a different approach is needed that would allow for incremental growth of PWS Security:

A public root key valid in the home area of a UE (defined by its USIM) could be loaded into a terminal, when the terminal is first switched on, in a way similar to how the terminal is configured with other parameters today, e.g. email access points etc. This could be done e.g. via OMA DM, using SMS, etc. Alternatively, the public root key could be stored on the USIM when the USIM is issued, or securely downloaded to the USIM OTA.

Editor's Note: It is ffs whether particular security measures would be needed for configuring the root key in the terminal when it is first switched on, or whether the highly distributed nature of this configuration process would be sufficient to prevent the relevant attacks against PWS. (This depends, of course, on the attack model, cf. clauses 6.1.1 and 8 in TR33.869[dd]). 

When such a terminal, configured with a home root key, is roaming, and a cross-certificate is available for the visited area, this cross-certificate could be distributed to the terminal together with other information that is sent to the terminal by the visited operator anyhow. E.g., a roaming UE typically receives one or several welcome SMSs when first registering in the visited network; the cross-certificate could become part of such an SMS.

7.3.3.3
Public key update and revocation

Regular public key updates (due to key lifetime expiry) could be handled on the basis of a solution similar to the one outlined in clause 7.6.1 of the TR33.869[dd]. If one takes into account that the standard certificate revocation mechanisms CRL and OCSP work only under the assumption that there is a signing key for the CRLs or OCSP responses that is not compromised, and in particular, that the root CA is not compromised, then the approach in clause 7.3.1 may also be usable for certificate revocation. 

Editor's Note: Details of public key update and revocation are ffs. 

7.3.4
Certificate format

Implicit certificates are attractive because they are so short that they could be distributed together with the signed warning message. However, when root keys are distributed over a different channel anyhow, then it would also become possible to use different certificate formats, e.g. X.509 certificates, that would be longer (although they should, of course, not become arbitrarily long).

7.3.5 
Considerations on pre-provisioned CAs public keys shared by CBEs

The approach of UEs pre-provisioning with a CAs public key shared by CBEs outside its own region, as described in the previous clauses, has two unwanted consequences: 

1. a national government has to establish confidence in CBEs outside its region, which may be difficult or impossible;

2. if a national government of a country cannot establish confidence in CBEs in some regions of another country, the UEs sold within that government's region cannot use PWS Security in those other regions. In other words, a global solution becomes impossible. 


To avoid that impacts of a compromise of a CBE or CA in one region spread around the world, or at least the region of mutually established confidence, the scope of a root CA public key or a CBE certificate to certain regulatory domains or geographical areas, e.g. one country or one larger region, e.g. European Union, or China, or USA, needs to be limited. The scope is the area or domain where the key is authorized to be used and it should be securely associated with CA and/or CBE. 

Depending on the regulatory structure of a country or region the useful definitions of 'scope' may vary considerably. E.g. in USA thousands of CBE could exist, while in other countries the number of CBEs is very restricted. A CBE could be responsible for just one warning type or for several warning types covering one district (mapped to a small cell area of the mobile network operator) or many different districts (mapped to the complete network of the mobile operator) as illustrated in Figure 7.3.5.


[image: image34]
Figure 7.3.5: Illustration of regulatory structures of CAs and CBEs

Limiting the scope of a root CA public key could be done by provisioning it together with the root CA public key to the UE. The scope could be the region for which a CA is responsible to issue CBE certificates. The UE, or the human user using the UE, would need to have means independent of information provided together with the warning message (e.g. GPS coordinates, human knowledge) to determine whether the UE or user is at a location within the scope of the public key. E.g. if the scope is 'USA' then the user would know whether he is in the USA or not. The scope, in this example 'USA' would be displayed or announced to the user, e.g. together with the warning message, and the UE or the user, depending on the settings, could ignore the warning message if there was a mismatch. 

When the UE receives a warning message the UE will accept the warning message only if it can verify the signature of the warning message with the help of a particular root CA public key and if it can verify that the UE is at a location within the scope of that root CA public key. 

Limiting the scope of a root CA public key mitigates the threat that the impacts of a compromise of a CBE or CA in one region spread beyond that region for which a CA is responsible.

Limiting the scope of a CBE certificate could be done if the CA issuing the CBE certificate includes scoping information in the CBE certificate. In contrast to limiting the scope of a root CA public key by provisioning the scope with the root CA public key, the scope of a CBE public key need not be pre-provisioned in the UE if the CBE certificate is not pre-provisioned in the UE. But, as before, it is assumed that a UE, or the human user using the UE, have means independent of information provided by the network to determine whether the UE or user is at a location within the scope of the certificate. Thus, the UE will accept the warning message only if the UE is at a location within the scope of that CBE certificate.

Clearly, scoping a CBE certificate provides finer granularity: e.g. a CBE may be scoped to act only in Upper Bavaria, and not all of Germany or even the European Union, but, on the other hand, it may become more difficult for the issuing authority to clearly describe the scope and for the UE or user to clearly determine whether the location is within the scope or not. And, furthermore, this finer granularity may not be required as one CA can be expected to be limited to a region governed by one regulation, of which the regulator can take responsibility for compromises. 

Note, limiting the scope of a CBE certificate mitigates the threat that the impacts of a compromise of a CBE in one region spread beyond that region, but it does not help in case of a CA compromise as an attacker could, with the help of the compromised CA, issue a forged CBE certificate with a false scope. But, on the other hand, a CA compromise is assumed to be more difficult than compromising one CBE, of which there may be many. 

In summary, limiting the scope of the CA or CBE can enhance means of combating compromised CAs or CBEs by limiting the area of such a breach and further serve to help national governments to establish confidence in CBEs outside their region.

Editor's Note: Management of such a system, e.g. region naming on a CBE scale, is ffs.
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