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1.
Introduction
In the SA3 #72 meeting held in Spain, Huawei proposed an iFire solution based on the ICE-TCP and media over TCP for CR the TS 33.203(S3-130725)，and SA3 suggested to put this solution in the TR 33.830 first for the further study but there was no P-CR contribution for proposing the solution to the TR33.830  in that meeting,so this contribution is just to re-propose that solution to the TR33.830 and give some more information about the assessment of the solution.
2.
pCR

*******************************Start OF CHANGES 1*******************************
8.7 media over TCP based on ICE solution 
This candidate solution also reuses the existing IETF protocols and does not need to deploy an additional element to relay the traversal packets, the solution is completely compliant to the existing IMS architecture.Figure 8.7-2 deplicts the general architecture of the solution, the media and the signalling plane use the different path to traverse the Firewall, like the other iFire candidate solutions, it also uses the SIP over TLS on port 443 for the singnalling traversal. For the media tranversal, this solution uses the media over TCP approach with RTP and RTCP mmultiplexing on the single port (e.g.port 80 or port 443) to directly connect to the IMS-AGW, instead of stablishing the previous tunnels before sending the media stream.  The solution uses the standard TCP based ICE procedures and requires both UE and IMS-AGW to support the RTP over TCP and RTP multiplexing function. RTP over TCP is defined in RFC 4571, the RTPand RTCP multiplexing on the single port is defined in RFC 5761.   
The procedure of this solution is straightforward.  When UE sends the media candidates to the P-CSCF using the ICE procedure defined in TS 24.229, the SDP offer should include the TCP host candidate for each media and indicates the support of RTP multiplexing. P-CSCF should add a firewall traversal candidate for each media in SDP answer, and also indicate its support of RTP multiplexing. The firewall traversal candidate is defined on IMS-AGW on TCP port 80 or TCP port 443.   P-CSCF should set its TCP candidates as passive so that the connectivity check should always be initiated by UE. When UE performs connectivity check, it will first try the normal NAT traversal candidates defined in TS 24.229. If the connectivity check is unsuccessful, UE should try the FW tranversal candidate. 
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                                           Figure 8.7-1: Architectural overview

8.7.1  Requirements for UE

The procedure for IMS client to use ICE defined in TS 24.229 Annex K 5.2 applies.  In addition, UE should implement the following functions:
-  UE should support RTP over TCP as defined in RFC 4571

-  UE should include at least one TCP host candidate for each media stream in the offer to P-CSCF.  

-  TCP candidates should has lower priority than all UDP candidates if both UDP and TCP candidates are used for a stream . 

- UE should include “tcptyp” attribute for TCP candidates and the value should be either “tcp-active” or “tcp-so”

- UE should include the attribute “a=rtcp-mux” in the answer/offer to indicate to P-CSCF that RTP/RTCP multiplexing is supported as defined in RFC 5761.  
-UE should support the HTTP CONNECT method in RFC 2817 [HTTP-CONN] for establishing TCP connection with the IMS –AGW when the IMS client is configured with an HTTP proxy.
8.7.2 Requirements for P-CSCF

The ICE procedure for P-CSCF and IMS-ALG defined in TS 24.229 applies.   P-CSCF should support ICE full or ICE lite functions for TCP based streams.   In addition, the P-CSCF should supporting following functions:

- For each RTP and RTCP streamP-CSCF should  include TCP host candidate defined on IMS-AGW public address and TCP port 80 or 443 in its answer/offer to UE.  

-  Include “tcptyp” attribute for each TCP candidate and the value should be “tcp-passive”. 

 - the candidates on TCP port 80 or 443 should have the lowerest priority among the candidates for each stream

- include attribute “a=rtcp-mux’” to indicate to UE that RTP/RTCP multiplexing can be used as defined in RFC 5761.

8.7.3 Requirement for the IMS-AGW
The IMS-AGW should support the following functions:
· Support media on TCP port 80 or port 443
· Support limited ICE functions to response to connectivity checks on TCP port 80 or 443 .   

· Support RTP/RTCP multiplexing as defined in RFC 5761

Note: If ICE-lite is used, IMS-AGW will only need to generate connectivity check response but will not need to generate connectivity check request.

8.7.4 The assessment of the solution  
8.7.4.1 The advantage of this solutiom 
Compare to the other candidate solution, this solution has several advantages:
1. Support the separation the user plane and the control plane;
2. No need of set up the previous traversal tunnel before sending the media stream and thus avoid the tunnel authentication and media double encryption.
3. No additional relay element needs to be deployed and thus avoid the relay elememt access authentication and the security protection problem.
4. More compatible to the WEB RTC access IMS scenario , the WEB RTC client is already required to     support the ICE, and both RTP over TCP and TURN over TLS solution are considered to support which is defined in IETF draft of  “RTCWEB Considerations for NATs, Firewalls and HTTP proxies”.
5. High performace efficiency, no additional packet overhead and no additioanl media delay and jitter due its direct connection to the IMS-AGW.
8.7.4.2 The limitation of this Solution 

This solution has some limitations.  Since RTP over TLS is not defined by existing standards, this solution will not work if TLS is needed to traverse firewalls that also perform DPI.  For this reason, this solution should be used with the ICE /TURN solution in the section 8.3 together to provide optimization while also support the traversal of all types of firewalls/proxies. Another limitation is that the P-CSCF and the IMS-AGW need to enhance to support the   RTP multiplexing with RTCP and the TCP based ICE mechanism. But for the WEBRTC access IMS scenario, this limitation will be not the problem since the WEB RTC client is required to supported the RTP multiplex and the IMS-WEB RTC access gateway will also be required to support this function  in the future . It should be noted that even both TURN over TLS solution and the TSCF solution also require IMS core enhancement.for the TURN/TLS solution, a new interface between IMS and TURN server needs to defined to support the TURN server authentication and authorization using the IMS related credential, And for the TSCF solution, the P-CSCF needs to integrate with TSCF function, or else the independent AAA server need to be deployed for the TSCF access authentication.
8.7.4.3 The benefit of working together with ICE/TURN solution described in section 8.3
Although only work together with the   ICE/TURN over TLS solution described in section 8.3 ,it can tranverse all kind of FWs, this solution can bring the benefits to the ICE/TURN as well . The TURN server capacity is very limited due to its relay addresss allocation mechanism: the TURN server should allocate a port as a relay address for the every media connection, a session may consume several ports of TURN server, one for RTP, another for the RTCP and the third one for the MSRP, but a TUER server only has 65535 ports, thus will lead to the capacity problem. One approache of solving this problem is to deploy more TURN servers, but how the UE re-select those TURN server needs to be defined. 
If the ICE/TURN solution working together with the media over TCP solution, the UE can send both relay candidate and the direct connection candidate to P-CSCF  for FW tranversal , and UE can try the direct connection candidate  first ,if fail ,then try the relay candidate . In this way, the capacity of relay server problem can be solved.
******************************End OF CHANGES1*******************************
*******************************Start OF CHANGES2******************************
10
Assessment of candidate solutions

Editor's notes: Here we request that the proposed solutions should be evaluated in the SA3 meetings and analysed to see whether it meets the requirements listed in clause 6.

Editor's note: The solution should be studied to understand whether the solution introduces unacceptable delay and jitter.

10.1
Impact on the UE, IMS core and packet core

10.1.1
Impact on UE

Editor's notes: This clause outlines for each solution approach the potential impacts to the terminal, the IMS and HTTP stack.

 
able 10.1.1: Evaluation with respect to device impact of 
Solutions for traversal of IMS traffic through NIMSFW

	Solutions 
	characteristic
	Device impact
	Emphasized satisfaction of requirements  
	Performance evaluation ( eg. Delay, jitter.) 

	
	
	Changes in UE
	pros
	cons
	
	

	8.2 Tunnelling solutions transparent to the existing IMS core
	Tunnel endpoint(TEP) on the IMS core side and UE 
	UE checks whether the NIMSFW traversal procedure needs to be invoked
	Different tunnel at the same TEP for media is possible.
	UE has to know the IP address for  the TEP 
	Especially support detection of  IMS restrictive firewalls 

It can separates user and control plane. 
	Performance depends on tunnelling mechanism (eg. TLS connection) 

	8.3 Reuse of Existing TLS solutions
	Additional requirements on the UE, P-CSCF, and TURN server 
	UE has to support the option to transport SIP over TLS, TURN over TLS, or TLS connection
	Reuse the existing TLS mechanism 
	UE has to distinguish which procedure it has to follow. It is also possible frequent keep alives. 
	No changes to the firewall
	UE has to try normal procedure, if fail follow the NAT traversal UE procedure

	8.4 Tunnelled services control function (TSCF) 
	New network element TSCF  is introduced 
	During the tunnel negotiation phase, TSCF assign the remote IP(inner) to the UE 
	Reuse the existing TLS mechanism
	UE has to distinguish which procedure it has to follow : normal procedure or NAT traversal UE procedure
	Support detection of IMS restrictive firewalls 
	Additional overhead of TLS encyprted data: header, padding  eg. 80 bytes) 

	8.5 Reuse of IKE/IPSEC 
	Enhance the security gateway (SEG) operations  and similar enhancements for ePDG
	For IKE/IPsec implementation , tunnelling client (TC) is in UE
	Reuse the existing IKE/IPsec procedures. Tunnelled traffic needs not share a signle authentication or encription mechanism. 
	UE has to handle frequent keep alives. 
	Ifire shall not preclude the operation of non-3GPP access methods 
	Additional overhead due to running IPsec (header, tailer, eg. 89 bytes) 

	8.6 Media Tunneling Solution
	Same as 8.3, plus media tunnelling end point TEP-C and TEP-S at UE and  core side
	UE checks whether  to use existing solutions (8.3) or  TEP-S
	Support all IMS architectures,  no double encryption for media
	Tunnel end point needs to intercept packets at network (IP)  level
	Support  user and control planes separation with minimum impact on IMS architecture.
	Additional overhead due to TCP tunnelling (IP, TCP header)

	8.7 media over TCP based on ICE solution 
	Media directly connect to the IMS-AGW whitout need a relay element  and etablishing the previous tranversal tunnels for the media

	UE needs to support the RTP over TCP and the RTP multiplexing mechanism, the UE also needs to support TCP based ICE client.

	Avoid deloying the additional local authentication and security protection for the relay element, avoid the relay node capacity limited problem and make the tranversal more effective.
	it can not tranvese across some kind of FW(e.g FW with DPI) for the RTP over TLS is not defined yet, it should work together with the TURN over TLS solution 
	Support the existing IMS architecture and not introduce the additional security problem for the IMS.
	No additional overhead and no additional delay, the highest performace efficient among the candidate solutions


Editor's note: The impact on the UE and the IMS core with solution in clause 8.6 (Media Tunnelling Solution) is FFS.

Editor's notes: Separate tables should be created to discuss impact on the core network and impact on the packet core.

10.1.2
Impact on IMS core

Table 10.1.2: Summary of impact of various candidate solutions on the IMS core

	Solution
	Characteristics
	Impact on the IMS core

	8.2 Tunnelling solutions transparent to the existing IMS core
	Tunnel endpoint (TEP) on the IMS core side and UE 
	One of the main goal of this solution is to remain transparent to the IMS core. 

	8.3 Reuse of Existing TLS solutions
	Additional requirements on the UE, P-CSCF, and TURN server 
	Since this solution make use of all the existing protocols in the IMS world, there is no impact on the IMS core

	8.4 Tunnelled services control function (TSCF) 
	New network element TSCF is introduced 
	Given the fact that TSCF function makes use of the authentication services and other security features provided by the IMS core, there is no impact to the existing IMS core.

	8.5 Reuse of IKE/IPSEC 
	Enhance the security gateway (SEG) operations and similar enhancements for ePDG
	This solution modified IPSEC and IKE to run over TCP on the ePDG and hence there is no impact to the IMS core.

	8.7 media over TCP based on ICE solution 
	Media directly connect to the IMS-AGW whitout need a relay element  and etablishing the previous tranversal tunnels for the media


	The IMS-AGW need to enhance to support the RTP over TCP protocol and RTP multiplexing protocol.


10.1.3
Impact on packet core

Table 10.1.3: Summary of impact of various candidate solutions on the packet core

	Solution
	Characteristics
	Impact on the packet core

	8.2 Tunnelling solutions transparent to the existing IMS core
	Tunnel endpoint (TEP) on the IMS core side and UE 
	Since the Tunnel is terminated in the IMS core, there is no impact in the packet core since for the packet core these packets looks like regular IP packet.

	8.3 Reuse of Existing TLS solutions
	Additional requirements on the UE, P-CSCF, and TURN server 
	Since this solution makes use of all the existing protocols in the IMS world, there is no impact on the packet core.

	8.4 Tunnelled services control function (TSCF) 
	New network element TSCF is introduced 
	With the TSCF, since the tunnel is terminated in the IMS network in the case of iFire, there is no impact in the packet core.

	8.5 Reuse of IKE/IPSEC 
	Enhance the security gateway (SEG) operations and similar enhancements for ePDG
	This solution modified IPSEC and IKE to run over TCP on the ePDG and hence there could be impact in the packet core.

	8.7 Media over TCP based on ICE solution
	Media directly connect to the IMS-AGW whitout need a relay element  and etablishing the previous tranversal tunnels for the media.


	Since this solution is enhance of the existing ICE mechanism, and only requires UE and IMS to support the RTP over TCP and the RTP multiplexing, there is no impact on the packet core.


10.2
Co-existence with other NAT/FW traversal solution for IMS

Table 10.2: Summary on impact of candidate solutions co-existing with other NAT/FW traversal solution for IMS. 
(The existing firewall traversal mechanisms in 3GPP are ICE/STUN/TURN and IPSec/IKEv2)

	Solution
	Characteristics
	Co-existence with other IMS traversal solutions

	8.2 Tunnelling solutions transparent to the existing IMS core
	Tunnel endpoint (TEP) on the IMS core side and UE 
	This solution first checks whether the firewall traversal mechanism has to be invoked. The assumption at this stage is that all the existing firewall traversal mechanism has failed. 

	8.3 Reuse of Existing TLS solutions
	Additional requirements on the UE, P-CSCF, and TURN server 
	Since this solution make use of all the existing protocols in the IMS world, this solution can co-exist with other IMS traversal mechanism

	8.4 Tunnelled services control function (TSCF) 
	New network element TSCF is introduced 
	Given the fact that the TSCF mechanism is invoked only when all the existing firewall traversal mechanism in the IMS world fails, the TSCF mechanism can co-exist with other IMS traversal mechanisms.

	8.5 Reuse of IKE/IPSEC 
	Enhance the security gateway (SEG) operations and similar enhancements for ePDG
	Given the fact that the IKE/IPSEC mechanism is invoked only when all the existing firewall traversal mechanism in the IMS world fails, the IKE/IPSEC mechanism can co-exist with other IMS traversal mechanisms

	8.6 media over TCP based on ICE solution 
	Media directly connect to the IMS-AGW whitout need a relay element and etablishing the previous tranversal tunnels for the media.

 
	Since this solution is an enhancement of the existing IMS NAT traversal mechanism, so it can co-exist with the existing IMS
Protocols .


*******************************End OF CHANGES2*******************************
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