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Abstract of the contribution: This contribution contains a solution for 1-1 communication security.
Discussion

This contribution contains a solution for direct one-to-one communication security in a commercial context.
The intention of the proposal is to demonstrate that security solutions that have already been standardised to provide end-to-end security for the IMS media plane can be simply adapted to meet the commercial requirement for direct one-to-one communications.

Though it is not a requirement, it is noted that having a similar approach to e2e security across IMS and ProSe may be beneficial. By minimising the number of security solutions, the number of network elements and protocols involved in securing UE connections will be reduced. The advantages will be particularly evident should SA2 decide to use IMS as part of the ProSe architecture.
It is proposed that SA3 accept the pCR for inclusion in the TR.
Proposed pCR
6.X
Solution X: Security for direct one-to-one connections

6.X.1
General

This solution addresses key issue 5 in the current document and is the security part of solution C4 in TR23.703 [4]. It is best suited to solution D5 in [4], where direct communications are treated as a new IMS service, though the solutions could also be applied outside of IMS.

6.X.2
Overview of solution

6.X.2.1
D2D Authentication and Key Agreement using IMS E2E security solutions
Securing a direct one-to-one connection requires setting up a security context between two end-point devices. In addition, the security context should be unique per UE to UE connection, and not obtainable by any other entities. A number of other requirements may also apply such as the ability to refresh a security context, protect private identities and support LI. 

In reality, any successful solution to this challenge will provide a generic end-to-end security context between two UEs. This assertion is clear as there are only these two devices involved in a direct one-to-one connection, and the security solution cannot rely on any security provided by the transport mechanism. 

It is noted that solving the challenge of producing an end-to-end security context between two UEs has already been addressed in other environments. In particular, IMS media-plane security as specified by TR 33.328 [?], provides two end-to-end security solutions, SDES and MIKEY-TICKET, which are both able to setup a shared session key at each end-point to secure a session. Within TR 33.328, this session key is used to secure an RTP media session, however, the same mechanisms could be used to securely and successfully share a session key for any e2e security requirement. 

This solution proposes that the security for a direct one-to-one connection is setup using the same techniques as an IMS e2e media service. In other words, SDES and MIKEY-TICKET are both able to share a session key between two end points and authenticate both end-points for RTP streams. It is proposed that we re-use these solutions to share a session key between two end-points for direct one-to-one communications.

The advantages of using either of the two IMS e2e security solutions for direct one-to-one connections are as follows:

· These solutions have already been specified and their security analysed thus agreeing their use may speed up the specification of a ProSe security solution.

· A consistent approach to media security will be achieved regardless of the type of network access provided (trusted access, untrusted access, direct connection). 

· LI support of these solutions has already been assessed.

It is noted that these two solutions do not specify how to support network-independent direct communications, hence this only provides a solution for C4 in TR23.703. We view the requirement for Solution C3 in TR23.703 as a specialised use-case, applicable only to public safety users where a network does not exist. The solution that will be required by the majority of users is C4, i.e. to setup direct communications where a network can be accessed. This solution is described in Section 6.X.3.
Both the defined IMS e2e security solutions currently require a connection to the network in order to operate. In the majority of use cases, including all commercial use cases, this will not be a concern as a network connection will exist or be required to setup a direct one-to-one connection. In the restricted use-case of public safety use without network connectivity, direct communications may be required when the UEs are operating independently of the network. The solution described does not address this requirement and we believe a new solution will be required.
6.X.3
D2D authentication and key-agreement using IMS E2E security solutions

6.X.3.1
General
This section defines how to adapt the two end-to-end solutions defined in TR 33.328 [?] for use as authentication and key-agreement solutions for direct one-to-one communications. 

There are two possible outcomes on of the ProSe architecture study. 

· It is agreed that ProSe should be an IMS service (Solution D5 as defined in TR23.703 [4]) 

· It is decided ProSe will not be an IMS service.

In the following subsections, the D2D authentication and key-agreement mechanism is defined for these two possible outcomes.

In terms of this security solution, the first outcome is preferred as it simplifies defining the security solution. If ProSe is an IMS service, end-to-end security solutions are already defined for IMS so integration is easy to specify. 

6.X.3.2
D2D authentication and key-agreement within IMS-managed ProSe
As described in TR 23.703 [4], if Solution D5 is agreed, direct communications are setup using IMS. The D2D communication is setup by routing the SIP signalling via the network. Attached to the SIP signalling, the D2D authentication and key-agreement can also be performed. With SIP signalling complete, the D2D authentication and key-agreement process is also complete and a D2D traffic keys can be derived to create a shared security context. With an identical security context created at both UEs, it is possible to begin a secure D2D communication.
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Figure 6.X.3.2-1: Simplified session setup with IMS support
Figure 6.X.3.2-1 describes a simplified session setup using IMS. Both SDES and MIKEY-TICKET attach security parameters to SDP Offer and SDP Answer messages. These messages are attached to the SIP exchange for setting up a D2D connection.

6.X.3.2.1 D2D authentication and key-agreement security procedures for SDES

The following are the security procedures for SDES
1.
D2D UE A sends a SIP INVITE to D2D UE B via the IMS, indicating the D2D interface for the media. The INVITE also contains an SDP Offer with appropriate additional SDES crypto attributes as specified in the SDES e2e security procedures (TR 33.328 [?]). In particular, the SDES crypto attributes shall contain at least one master key, K1. 
2.
D2D UE B replies with an SDP Answer for a D2D media stream. The SDP Answer shall include the SDES crypto attributes containing at least one master key,K2. 
3.
The exchanged keys, K1 and K2, are combined via a KDF to create the D2D session key, KD. In both UEs, this session key is used to create the D2D traffic keys forming the full security context. Secure media communication is then setup directly between D2D UE A and D2D UE B via the specified D2D interface.
6.X.3.2.1 D2D authentication and key-agreement security procedures for KMS

The following are the security procedures for the MIKEY-TICKET KMS e2e security solution. As specified in TR 33.328 [?], D2D UE A will either interact with the KMS to obtain keys and a MIKEY-TICKET Ticket usable for D2D communications with UE B, or it will create the ticket by itself. 
1.
D2D UE A sends a SIP INVITE to D2D UE B via the IMS, indicating the D2D interface for the media. The INVITE also contains an SDP Offer containing the obtained/generated MIKEY-TICKET ticket. 
2.
D2D UE B checks if it is authorized to resolve the ticket and if that is the case IMS UE B interacts with the KMS to resolve the ticket and receive keys. D2D UE B replies with an SDP answer, including a MIKEY-TICKET response.

3.
As a consequence of the exchange, MIKEY-TICKET produces a TEK as specified in RFC 6043 [?]. The output MIKEY-TICKET TEK is used as the D2D session key, KD. In both UEs, this session key is used to create the D2D traffic keys forming the full security context. Secure media communication is then setup directly between D2D UE A and D2D UE B via the specified D2D interface.
6.X.3.2
D2D authentication and key-agreement within IMS-independent ProSe
If IMS is not used as part of a D2D setup procedure, the defined security methodologies behind SDES and MIKEY-TICKET may still be applied. Both protocols require a single SDP message to be passed in each direction. To achieve this independently of IMS, the (information within the) SDP Offer is attached to the Direct Connection Request and the (information within the) SDP Answer is attached to the Direct Connection Accept.
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Figure 6.X.3.2-1: D2D connection establishment

This exchange is displayed in Figure 6.X.3.2-1. For SDES, the Direct Connection Request and Direct Connection Accept contain SDES crypto attributes containing K1 and K2 respectively. For KMS, the Direct Connection Request and Direct Connection Accept contain MIKEY-TICKET tickets. The D2D traffic keys should be derived from the session key as in the IMS-integrated case. 

The Direct Connection Request and Accept messages should be sent via the network for SDES, but may be sent either via the network or directly for KMS.
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