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1. Introduction
This document analyzes the user identity privacy issues and provide security requirement to address. 
2. Analysis
In 3GPP, there are a number of identities that can be used to identify and trace a particular user and/or UE.  These identities include IMSI, IMEI, MSISDN, an IP address that is bound to a user, and a MAC address that is tied to an UE. Identities may appear in many databases and files, such as Call History Records (CHR), Call Detail Records (CDR), and Measurement Reports (MR).  Furthermore, various forms of these identities are used by various network equipments, including (e)NB, GGSN, SGSN, etc. If these identities are exposed and are led to misuse by unauthorized personnel, such as a maintenance technician, parties responsible for exposing the identities can be held liable under national or regional regulations, regardless of the regardless of the reasons for the exposure.  
It is important that these identities are well protected against any potential exposure to adversaries as well as to unauthorized personnel (e.g. maintenance personnel). 
3. Proposal
It is proposed to add the following requirements to the TR.
Req1: The UE’s permanent identities (IMSI, IMEI, MSISDN, IP, MAC) shall be protected against unintended exposure. 

Req2: If UE’s permanent identities need to be used or accessed, they shall be protected using Privacy Enhancing Technology such as anonymization techniques.
