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1. Introduction

There are some inaccurate details and editor’ notes in TR33.865. So it is necessary to clarify the problems and deletes the corresponding content.  
2. Analysis

This document analyzes and solves the followings:

In clause 4.2, it said: 
NOTE: EAP-AKA’ is specified in TS33.402 and only for the trusted access network.  Other candidates to be studied are EAP-AKA as specified in both TS33.402 [4] and TS33.234 [8] and EAP-SIM as specified in TS33.234. [8]
According to clause 6.4 of TS33.402, it said that, 

“In addition, before the IPsec tunnel establishment between the UE and the ePDG can be performed, the UE needs to obtain IP connectivity across the access network, which may require an access authentication, which is independent of the EAP-AKA authentication run in conjunction with the IPsec tunnel establishment. This additional access authentication and key agreement is not required for the security of the Evolved Packet Core. However, it may be required for the security of the untrusted non-3GPP access network. Any authentication and key agreement procedure deemed appropriate by the access network provider, including EAP-AKA’, may be used.” It means EAP-AKA’ can be used in untrusted access network. Therefore the texts in the above note “EAP-AKA’ ……and only for the trusted access network” is inaccurate. It should be deleted. 
In clause 5.2.1, it said: 
Editor’s Note 3: Untrusted WLAN access network may also use EAP-AKA’ procedure which is specified in clause 6.4 in TS 33.402 [4].It should be analysed if that has impact on the proposed ANDSF security policy.
According to the TS33.402, EAP-AKA’ procedure shall be performed when UE accesses to EPC via trusted non-3GPP access network. The proposed ANDSF security polices can guarantee the UE to choose a trusted WLAN network as much as possible. Moreover, in clause 4.2 of this TR33.865, it said that ” SA3 should take EAP-AKA’ into account as much as possible in  WLAN network selection work for 3GPP operators’ trust reason as one selection criteria when there are many available WLAN networks.” If this ANDSF policy indicates UE to select a trusted WLAN access network, EAP-AKA’ procefure certainly should be used. If there is no trusted WLAN access network available in the area even if the proposed ANDSF policy indicates “The trusted access has a higher priority” and UE has to choose an untrusted WLAN access network, UE can use either EAP-AKA’ procedure or EAP-AKA procedure as “Any authentication and key agreement procedure deemed appropriate by the access network provider, including EAP-AKA’, may be used” of clause 6.4 of TS33.402. From the above analysis, there is no impact on the proposed ANDSF security policy. The EN should be deleted.
3. Proposals 

It proposed to accept the following deletions in TR33.865.

PCR
**********************************Begin of first Change****************************************
4.2       General Security Requirements

Editor's note: This clause is intended to provide general security requirements. 

SA3 should take EAP-AKA’ into account as much as possible in  WLAN network selection work for 3GPP operators’ trust reason as one selection criteria when there are many available WLAN networks.

NOTE: EAP-AKA’ is specified in TS33.402.  Other candidates to be studied are EAP-AKA as specified in both TS33.402 [4] and TS33.234 [8] and EAP-SIM as specified in TS33.234. [8]. 

NOTE: The access network identity has to be registered with a registration authority as described in RFC5448[9].
In order to address the security of communication for WLAN network selection, the following requirements apply:
· Sensitive information for WLAN selection which is supplied by 3GPP network should be integrity protected. 

· Sensitive information for WLAN selection which is supplied by 3GPP network should be confidentiality protected.
*************************************End of first Change*****************************************
**********************************Begin of second Change************************************
5.2
Solution 2: Solution of supporting security parameters of selection policies

5.2.1
Description

In current specification TS33.402 [4], the EAP-AKA’ procedure is used for mutual authentication and key agreement when the non-3GPP access is treated as trusted non-3GPP access network. In this case, the UE and HSS derives a new authentication vector by using the access network identity (i.e., “WLAN” as the access network identity for WLAN AN) as one of input parameters. The UE can check that the identity it has received over the air is the same as the identity the AAA server has given via EAP-AKA’ which is specified in TS33.402 [4] and TS24.302 [5].

However, if the UE does not choose a trusted access network, the EAP-AKA’ procedure will not be performed. Then the UE cannot be able to check the access network identity.

It can be achieved by extending the ANDSF selection policies to support security parameters of selection policies. When the UE sends a request to ANDSF server for selection policies, the ANDSF sends a response to UE which includes the security related information and the policy.The security related information can be the trust relationship of non-3GPP access network which can be used to indicate that for example “trusted WLAN have the higher access priority than untrusted WLAN”. The UE stores the received security related information and the policies based on it if these information is not stored or changed in UE. Based on these stored information, the UE selects the most suitable trusted WLAN access network for accessing and initiates EAP-AKA’ authentication procedure for establishing connection with the selected WLAN access network. In addition, the security related information and the corresponding policies can also be transmitted to UE by policy update procedure which is triggered by ANDSF. 

Editor’s Note 1: It is FFS how to extend ANDSF policies for security selection preferences. It is FFS which threats this solution solves. 

Editor’s Note 2: The analysis should take into account that an ANDSF security policy to prefer trusted WLAN accesses may be in contradiction with other preferences for network selection. 


*************************************End of second Change*****************************************
