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Abstract of the contribution: this contribution adds a description of device trigger over T5 interface.
1. Introduction
In TS33.187 the current device trigger solution is a SMS-based and uses a filtering infrastructure to block fake device trigger SMSs, but from the MTC-IWF point of view, the specification only covers the operation and security in T4 interface. However, as refered in SA2’s TS23.682, the device trigger can not only be delivered through T4 interface but  also through T5 interface, in order to make the device trigger solution complete and clear, it is necessary to add a description of device trigger over T5 interface in SA3’s TS33.187.
2. Analysis 

When device trigger message is transferred in T5 interface, the MTC-IWF firstly selects a suitable serving CN node capable of T5 triggering and then sends device trigger message included in Submit Request to the serving CN node, eventually the serving CN node includes the trigger message within the NAS message and delivers it to the UE. For T5 intrface’s packets encapsulation, a generic container or SMS may be used to transport the trigger content.
When it comes to security, two aspects shall be considered, which are authorization and security protection:

· Authorization: MTC-IWF still uses the filter infrastructure to block the fake device trigger message from Tsp interface. Firstly, MTC-IWF checks that the SCS is authorised to send trigger requests. Secondly, MTC-IWF sends a Subscriber Information Request (External Identifier or MSISDN and SCS Identifier) message to the HSS/HLR to determine if SCS is authorized to trigger the UE. If these two verifications are successful, IWF can transfer the device trigger message to the serving CN node.
· Security protection: the network entities that the trigger message passes by are the IWF, MME, and eNB, thus the security protection can rely on these trhree entities. In other words, AS security, or NAS security, or IWF-based security, or their combinations can be used to protect device trigger message for T5 interface solution. But which one shall be selected may need to be further studied. 
Proposal 

It is kindly asked to add the following pCR into TS33.187.
PCR
***************************************Begin of Change*******************************************
6.1.2
Device trigger over T5 interface
When device trigger message is transferred in T5 interface, the MTC-IWF firstly selects a suitable serving CN node capable of T5 triggering and then sends device trigger message included in Submit Request to the serving CN node, eventually the serving CN node includes the trigger message within the NAS message and delivers it to the UE. For T5 intrface’s packets encapsulation, a generic container or SMS may be used to transport the trigger content.

Security of Device trigger over T5 interface:
· Authorization: MTC-IWF still uses the filter infrastructure to block the fake device trigger message from Tsp interface. Firstly, MTC-IWF checks that the SCS is authorised to send trigger requests. Secondly, MTC-IWF sends a Subscriber Information Request (External Identifier or MSISDN and SCS Identifier) message to the HSS/HLR to determine if SCS is authorized to trigger the UE. If these two verifications are successful, IWF can transfer the device trigger message to the serving CN node.

· Security protection: the network entities that the trigger message passes by are the IWF, MME, and eNB, thus the security protection can rely on these three entities.  
Note: AS security, NAS security, IWF-based security, their combinations can be used to protect device trigger message for T5 interface solution. But which one shall be selected may need to be further studied in future release.
***************************************End of Change*******************************************
