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Abstract of the contribution:

This contribution proposes some corrections on NAS based solution.  
1 Introduction
The document proposes two corrections on NAS based solution.

In section 7.3.2.1, it mentions that UE receives and saves the CBE ID(s), NSUC and signing entity ID. Signing entity ID should be replaced by public key ID(s).
In section 7.3.2.3, NSUC should be also sent in TAU/RAU accept message if MME/SGSN finds the public key ID is not the same as it saves.
2 Proposal

We kindly ask SA3 to accept the following PCR.
******************************************Begin of First Change********************************************************

7.3.2.1
Initial PWS public key distribution

For LTE system, NAS messages, i.e. NAS SMC/Attach accept/TAU accept are used to distribute public key. Specifically, NAS SMC message is used to distribute PWS public key when UE attaches to a PLMN for the first time. In addition, the “network signature use counter” (NSUC) which is a monotonic increasing value that can be increased every time the signing key is used.

For UMTS system, NAS and AS messages, i.e. SMC/Attach accept/RAU accept are used to distribute public key. Specifically, SMC message is used to distribute PWS public key when UE attaches to a PLMN for the first time. In addition, NSUC is sent. When UE has inter-PLMN handover, TAU accept/RAU accept are used to distribute new PLMN PWS public key and NSUC.
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Figure 7.3.2.1.1 Initial distribution of PWS public key in LTE system

When MME receives the initial attach request, MME distributes public key(optional next key) and the corresponding public key ID(s), CBE ID, and NSUC for the current key in NAS SMC messages. UE receives and saves the public key(s), CBE ID(s), NSUC andpublic key ID(s). When UE receives warning messages, UE verifies the signature of PWS Warning Notification message with public key, NSUC and the signature algorithm. The signature covers emergency warning, and NSUC. UE verifies that NSUC received from the network in the notification is greater or equal to the NSUC stored on the UE. After receiving a warning message, the UE ceases to update its stored NSUC that is associated with this signing key.

Note: if there are too few bits to actually send the NSUC over the air in the warning message, it could be left out. Then the UE would need to test the potential NSUCs starting from the stored NSUC to the stored NSUC plus a window size. The signature will always have to cover both the warning message and the NSUC.

 If UE has attached the network before, UE sends public key ID(s), NSUC, and CBE ID in the attach request/TAU request. When MME receives attach request or TAU request, MME checks whether public key ID(s) and NSUC is the same as it saves. If not, MME sends the public key(s), public key ID(s), NSUC and CBE ID it saves.NOTE1: [next key, next key ID] means that the next public key and ID is optional to send. It depends on operators’ and public key issued entity’s policy to use. The procedure of distributing two public keys is the same as distributing one public key. When a new key is put into use, NSUC for this key starts with 0.
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Figure 7.3.2.1.2 Initial distribution of PWS public key in UMTS system

When SGSN receives the initial attach request, SGSN distributes the latest public key(optional next key)  and the corresponding public key ID(s), NSUC and CBE ID in SMC messages. UE receives and saves the public key(s), public key ID(s), NSUC and CBE ID and the relationship in all of them. When UE receives warning messages, UE verifies the signature of PWS Warning Notification message with public key and the signature algorithm. The signature covers emergency warning, SAI, and NSUC. UE verifies that NSUC received from the network in the notification is greater or equal to the NSUC stored on the UE. After receiving a warning message, the UE ceases to update its stored NSUC that is associated with this signing key.
Note: if there are too few bits to actually send the NSUC over the air in the warning message, it could be left out. Then the UE would need to test the potential NSUCs starting from the stored NSUC to the stored NSUC plus a window size. The signature will always have to cover both the warning message and the NSUC.
If UE has attached the network before, UE sends the saved public key ID(s), CBE ID, NSUC and the corresponding PLMN ID in the attach request/RAU request. When SGSN receives attach request or RAU request, SGSN checks whether public key ID(s) and NSUC is the same as it saves. If not, SGSN sends the public key(s), public key ID(s), NSUC and CBE ID it saves.

******************************************End of First Change***********************************************************
******************************************Begin of Second Change*****************************************************

7.3.2.3
PWS public key update

When the network updates the public key or NSUC, it uses the very next TAU/RAU procedure to distribute the update public key for PWS security.  This TAU/RAU can be normal procedure that UE moves to trigger and also can be periodic TAU/RAU procedure. The network sends the latest public key, public key ID and CBE ID in TAU/RAU accept to UE.

There are two cases for UE to get new public key or NSUC.

1. CBE sends periodic warning message “test” which is signed by the latest public key. The warning type of this warning message is “test”.  Public key ID, NSUC and CBE-ID should also be included in the test warning message. When UE receives it, UE verifies the signature using the public key it saves. If successful, the public key UE saves is the latest. UE updates NSUC if greater than the NSUC stored on the UE. If signature verification is not successful, UE sends the public key ID and CBE ID in the next TAU/RAU request. When MME/SGSN receives them, MME/SGSN checks whether public key ID is the same as it saves. If not, MME/SGSN sends the update public key, public key ID, NSUC and CBE ID it saves in TAU/RAU accept message. Especially, CBE must send warning message “test” which is signed by the latest public key to let UE knows in time once the CBE updates the public key. 

2. UE sends the public key ID and CBE ID and NSUC in the TAU/RAU request. When MME/SGSN receives them, MME/SGSN checks whether public key ID is the same as it saves. If not, MME/SGSN sends the update public key, public key ID, NSUC and signing entity ID it saves in TAU/RAU accept message. 

NOTE: There can be some policy for UE to know when to send public key ID, CBE ID, NSUC and the corresponding PLMN-ID in the TAU/RAU request. For example, there can be some pre-configured periodical time for UE to use.

NOTE: Next public key and ID is optional to send. It depends on operators’ and public key issued entity’s policy to use. The procedure of distributing two public keys is the same as distributing one public key.

******************************************End of Second Change*******************************************************
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