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1. Overall Description:

SA3 thanks RAN2 for the LSs (R2-133018, R2-133650) on requesting input on security aspects of protocol architecture alternatives 1A and 3C for small cell enhancements. SA3 would like to provide the following feedback for the issues A and B asked in the LS.
Issue A: Both architectural alternatives 1A and 3C are technically feasible. Architecture 1A requires slight enhancement to the current security framework in terms of key management in the UE.
Option 3C imposes additional requirement on security of the Xn interface. This may add an IPSec processing and transport delays. Option 1A doesn’t have this latency issue on the Xn interface.

Based on the above, alternative 1A and 3C are technically feasible with different security impacts.
Issue B: In option 1A, user traffic doesn’t traverse Xn interface hence doesn’t add any transport and processing delay.  
In option 3C, when Xn interface is protected using the IPSec as specified in TS 33.210, additional transport and processing delays can be expected. 

2. Actions:

To RAN2:  SA3 kindly asks RAN2 to take above information into account.
3. Date of Next SA3 Meetings:
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