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Dear Bengt,

Introduction

At the TC TCCE#42 meeting, a draft LS from TCCE WG6 (security) was presented and approved as an outgoing LS to 3GPP SA3 #73

Action

ETSI TC TETRA requests that 3GPP SA3 consider the attached LS shown in Annex A.

Best regards

Brian Murgatroyd

Chairman 

ETSI TC TCCE (formerly TETRA)
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1
Introduction

TCCE WG6 has been following with interest the on-going work in 3GPP to add public safety functionality to LTE.  However, we have noticed some issues around group communication security that we feel we must raise with 3GPP SA3.  These involve both ProSe and GCSE.  We hope that our comments will be helpful to SA3 in delivering a practical solution for group communication security.

2.
Authentication in ProSe

2.1
Service Requirements

The general service requirements in TS 22.278 now contain the following requirements for public safety ProSe:

· The system shall enable Public Safety ProSe-enabled UEs to mutually authenticate each other when not served by E-UTRAN.

· Authentication shall allow for security-enablement of large groups, regardless whether group members have discovered each other when served by E-UTRAN or not.

These do not suggest that there should be separate authentication mechanisms for direct one-to-one and group communications but do not specifically exclude the possibility.  We believe that the authentication mechanism chosen for direct one-to-one communications must also be suitable for direct group communications.  While TS 22.278 does not define a large group, TS 22.468 indicates that we should expect group communications involving up to 500 members in a single area.  In our opinion, this is also likely to hold for group communications in ProSe.

2.2
Security Requirements

Following SA3#72, the draft TR on ProSe security (S3-130882) introduces more detailed security requirements for network-independent authentication under Key Issue #6.  Again no distinction is made between authentication for direct one-to-one or group communications.  These security requirements include:

· Compromise of a single UE should not affect the security of the others.

· It should be possible to establish session keys securely between the UEs.

Although we agree that these seem reasonable, and are an improvement on the original proposal that mandated the use of certificates (S3-130773), we are concerned that the accompanying clause on security threats still explicitly mentions common pre-shared secrets as a risk if a device is compromised.  We assert that a similar risk exists for any authentication mechanism used in group communications: the compromise of one group member will unavoidably impact the security of the others.  The risk from using common pre-shared secrets can be mitigated.  Excluding authentication mechanisms that rely on them will disallow some of the solutions for direct group communications currently being discussed in SA2.  

2.3
SA3 Proposed Solution
SA3’s draft TR also includes a proposal (Solution 3) for the security of direct one-to-one communications.  It assumes that the UEs are pre-provisioned with certificates which will be used for network-independent authentication and key agreement.  The actual mechanism is not specified, but it is intended to be a standard 4-pass protocol involving nonces from both sides.

Although the authentication mechanism is proposed for one-to-one communications, we believe that it must also be suitable for use with large groups.  Unfortunately, this style of authentication requires an architecture in which one group member acts as a focal point and mutually authenticates the other group members.  We do not think that it is realistic to expect the focal UE to be able to cope with the authentication load for even moderately-sized groups.  Further, if bilateral session keys are used then the focal UE will also need to act as a communications bridge.  This seems undesirable to us as it presents a single point of failure for the group communication. 

2.4
Summary

Given our concerns described above, we believe that SA3 may need to consider the following points:

· The same network-independent authentication mechanism should be used for both direct one-to-one and direct group communications.

· The requirements and solutions proposed for the security of direct group communications must be suitable for large groups.

· The risks from authentication mechanisms that rely on common pre-shared secrets can be mitigated.

· Certificate-based authentication mechanisms may not scale to large groups and could lead to problems with the group communication architecture.

3.
Key Management in GCSE

3.1
Architectural Proposals

SA2’s draft TR 23.768 proposes five different architectural solutions for GCSE which use broadcast eMBMS for the MuSe downlink with unicast bearers such as IMS as an alternative. Indeed, we feel that there are compelling arguments for choosing a solution that can choose between unicast bearers and eMBMS.  For example, eMBMS bearers take several seconds to establish, so fast group communication setup may need to use pre-established bearers, which can be resource inefficient but may be necessary when group membership is large, or may start with unicast bearers and switch to eMBMS when the bearer is ready.  Similarly, unicast bearers will still be needed in group communication areas that do not support eMBMS or where the number of group members is small.

3.2
Media security
eMBMS can already use IMS-style signalling and therefore the same signalling security, but there are significant differences between eMBMS and IMS media security.  The eMBMS media stream is protected using group keys whereas TS 33.328 mandates the use of bilateral keys in IMS conferencing.  Group keys were considered in TR 33.829 and rejected as their use was felt to be infeasible with either of the key management options for IMS media plane security.  However, we believe that SA3 should revisit the use of group keys, at least when IMS (or a non-IMS individual bearer mechanism) is used as part of a group communication downlink, in view of the efficiency benefits over bilateral keys, and in view of the potential need for group members to move between individual and group based downlink services either within a cell, or as they move between cells.  This is particularly relevant for public safety group communications since they will involve substantially more participants than were originally envisaged for IMS conferencing. 

We are also concerned that the various key management options for IMS and MBMS have different security properties which may not be apparent at the application layer.  Common key management, on the other hand, would complete the separation of group communication security from the underlying means of delivery.  Consequently, we suggest that SA3 should consider introducing a new key management mechanism that is suitable for delivering group keys for both IMS and MBMS media security.  This has the added benefit that simplifying the process of switching between IMS and MBMS allows greater flexibility over the decision point to switch (Key Issue #1 in TR 23.768).

3.3
Summary

We support the decision to extend the GCSE work item to cover security, but again feel that SA3 may need to consider the following points:

· The scope of the new TR on GCSE security should cover modifications of the existing key management for IMS and MBMS media security and the addition of new key management mechanisms independent of IMS and MBMS.

· The existing key management options for IMS media security may not be appropriate for large groups when used with bilateral or group keys.

· The current key management in MBMS may not offer a sufficient level of security for public safety users.

· The best solution may be to introduce a new key management option that is suitable for use in both IMS and MBMS media plane security. 







