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Abstract of the contribution: This pseudo-CR proposes to add a new Key Issue on “Enforcing proper behaviour for non-Public Safety ProSe UEs” to the SA3 draft-TR on ProSe
Discussion
For the ProSe service there are features (e.g. one-to-many communication in/out of coverage) that are intended for Public Safety ProSE UEs only, however possible misbehaving, or deliberately tampered non-Public Safety Prose UEs attempting to use such features can not be ignored since they would perpetrate a fraud, from a MNO perspective. A new key issue to address such a possible scenario needs to be added to the SA3 draft-TR on ProSe. 

It is proposed that SA3 accept this pCR for inclusion in the draft-TR on ProSe. 

Proposed pCR

***** First Change *****
5.Y
Key Issue #Y:  Enforcing proper behaviour for non-Public Safety ProSe UEs

5.Y.1
Key issue details

For the ProSe service there are features (e.g. one-to-many communication in/out of coverage) that are intended for Public Safety ProSE UEs only, however possible misbehaving, or deliberately tampered non-Public Safety Prose UEs attempting to use such features can not be ignored since they would perpetrate a fraud, from a MNO perspective. 

5.Y.2
Security threats 
A non-Public Safety ProSe UE using ProSe features that are deemed to be restricted to Public Safety ProSe UEs only, e.g. one-to-many communication in/out of coverage might imply a loss of revenues for the MNO. 
From a MNO perspective this scenario would be a fraud and there is the chance that the MNO has no concrete means to prevent it. 

5.Y.3
Security requirements
The restriction preventing a non-Public Safety ProSe UE to use ProSe features that are deemed to be for Public Safety ProSe UEs only (e.g. one-to-many communication in/out of coverage) shall be enforced. 

***** End of the first Change *****



