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Abstract of the contribution: This pseudo-CR proposes to add a new Key Issue on “Ensuring a trusted and reliable accounting” to the SA3 draft-TR on ProSe
Discussion
A trusted and reliable accounting is a crucial point for the relationship between MNOs and end users. Referring to the ProSe service this applies both for the non-Public Safety ProSe UEs (i.e. consumer ProSe) and for the Public Safety ProSe UEs where some use cases (e.g. one-to-many communication) explicitely consider also an “out of coverage“ scenario. It is assumed that proper solutions to perform the accounting of Prose Services will be identified and, particularly for the (Public Safety) “out of coverage“ scenarios there is the possibility that accounting mechanisms relying on the ProSe UE will need to be considered. These accounting mechanisms, which rely on ProSe UEs, should however be considered more as an exceptional case (due to “out of coverage” condition) than a normal way of gathering service information, which is network-based (since non netwok based accounting mechanisms might be exploited by the ProSe end user to perform frauds against the MNO),
Also, SA1 agreed the following requirement “The network shall be able to store information of third-party applications necessary for performing security and charging functions.”

Accounting in commercial and Public Safety ProSe can be different since the use cases are completely different 
A new key issue to address these aspects is added to the SA3 draft-TR on ProSe. 

It is proposed that SA3 accept this pCR for inclusion in the draft-TR on ProSe. 
Proposed pCR

***** First Change *****
5.X
Key Issue #X:  Ensuring a trusted and reliable accounting 
5.X.1
Key issue details

A trusted and reliable accounting is a crucial point for the relationship between MNOs and end users. 

Referring to the ProSe service this applies both for the non-Public Safety ProSe UEs (i.e. consumer ProSe) and for the Public Safety ProSe UEs.

Consumer ProSe will operate always in-coverage, whilst Public Safety enabled ProSe UEs may operate (e.g. one-to-many communication) also in “out of coverage“ scenario. 

For consumer ProSe there is no justication in overriding the existing principle for a trusted and reliable accounting, which is network based since non netwok based accounting mechanisms might be exploited by the ProSe end user to perform frauds against the MNO. As consumer ProSe should be revenue-generating for both Operator and the OTT applications, UE-based accounting cannot be accepted as a trusted mechanism to develop commercial partnerships / services upon. However for the (Public Safety) “out of coverage“ scenarios there is the possibility that accounting mechanisms relying on the ProSe UE will be the only possible mechanims that can be considered. These accounting mechanisms which rely on ProSe UEs should however be considered more as an exceptional case (due to “out of coverage” condition”) than a normal way of gathering service information. 

5.X.2
Security threats 
Non netwok based accounting mechanisms might be exploited by the consumer ProSe end user to perform frauds against the MNO, e.g. by tampering the UE to properly manipulate the information that is used to perform the accounting. 
5.X.3
Security requirements
For a trusted and reliable accounting, the VPLMN/HPLMN shall be able to produce CDRs for ProSe services. 

CDRs for “out of coverage” Public Safety ProSe operations shall be trusted and reliable. 
***** End of the first Change *****



