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Currently there is an Editor’s Note in section 7.1. Text is proposed such that the editor’s note can be removed.  

Proposal
* * * First Change * * * 
7.1
General 

Some user groups with enhanced security requirements resembling enterprises (e.g., corporate and government enterprises) may have limited trust in the inherent IMS security. Moreover, these enterprises may find it more cost-effective to work with third-party managed service providers for all their communications needs, while still retaining the secrecy of enterprise data.
However, traditional approaches to key-management require that enterprises trust the third party provider to enable security solutions, and more importantly, trust them with the content itself expecting that the content is not compromised. 

To satisfy requirements of High Security User Groups that expect to retain secrecy of their content while still using the third-party managed key distribution, an end-to-end key management solution for client to client communications that provides following features is needed: 

· The elimination of passive key escrow. This is particularly important in enterprise environments, where the operator offers managed services to the enterprise, but the enterprise requires end-to-end security without the operator knowing what content protection keys were used. 
· Protection against active attacks on core network interfaces and at core network nodes.
· Mutual authentication of entities involved in the key exchange, coupled with perfect forward secrecy between sessions. Such key management solution inherently prevents a party with a spoofed user identity (i.e. IMPI/IMPU) engaging in a key exchange without being detected.

· Re-use of existing architectural network element, and as much as possible re-use of existing protocol container formats.

While currently standardized solutions satisfy needs of major user categories and some important user groups, these solutions cannot provide all of the features listed above. In particular, both SDES and KMS solutions as described in TS 33.328 [3] cannot eliminate passive key escrow. Media encryption key for the case of SDES is known to every core network element on the signalling path, and for the case of KMS based solution the media encryption key is known to the KMS itself. Therefore, a successful active attack on these core network elements would result in adversary obtaining media encryption key, and subsequently potentially classified communication. Thus, the fear of classified communications being potentially exposed through operator controlled public networks has to be addressed. 
* * * End of Changes * * * 








































































































































































































































