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1
Opening of the Meeting

The SA3 Chairman, Bengt Sahlin of Ericsson opened the SA3#61 meeting, hosted by the European Friends of 3GPP at Sorrento, Italy. Mauro Castagno, of Telecom Italia, welcomed the Delegates on behalf of EF3 and gave the practicalities.

2
Approval of Agenda and Meeting Objectives

S3-101200
Draft Agenda for THIS meeting





Source: WG Chairman

Discussion: 

The Chairman presented the agenda and meeting objectives for SA3#61.

Decision: 

The document was approved.



3
IPR Reminder

The attention of the delegates to the meeting of the SA3 Working Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

-
to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

-
to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Information Statement and the Licensing declaration forms.

4
Meeting Reports

SA3-LI:

Alex Leadbeater provided an update. There was a change of leadership in the SA3-LI SWG: Bernhard Spalt stepped down, and Alex Leadbeater of BT was appointed Chairman. Maurizio Iovieno, of Ericsson is appointed Vice-Chairman.SA3 endorsed these results and congratulated the new Chairman and Vice-Chairman.

SA3 also wishes best of luck to Bernhard Spalt and wishes to see him again in the SA3-LI meetings soon.

The SA3-LI#39 meeting was held from 9 to 11 November 2010. Some of the main topics addressed were conferencing and introduction of regional requirements. The SA3-LI agreed CRs have been sent to the SA3 list for agreement and submission to SA#50.

S3-101203
SA3 Work Plan





Source: WG Secretary

Discussion: 

Rapporteurs are invited to provide input on the progress to the secretary.

Decision: 

The document was noted.



S3-101202
Report from LAST SA3 Ordinary meeting





Source: WG Secretary

Discussion: 

The action point on Guenther Horn from the last meeting, namely Produce CR on Correction of Authentication Failure Handling for 33.102, was successfully completed.

Decision: 

The document was approved.



S3-101383
Report from September ad hoc meeting





Source: MCC

Decision: 

The document was approved.



S3-101201
Report from LAST SA Plenary





Source: WG Chairman

Discussion: 

The Chairman suggested that SA3 should provide an update to the SA3 ToR; the Chairman proposed to provide an update along with the Secretary; SA3 will comment on this update; this process was agreed.

ACTION:
provide SA3 ToR update

(action on: Chairman and Secretary)

Decision: 

The document was noted.



5
Items for early consideration

S3-101307
33.102 CRs from September Ad Hoc meeting





Source: MCC

Decision: 

The document was agreed.



S3-101308
33.210 CRs from September Ad Hoc meeting





Source: MCC

Decision: 

The document was agreed.



S3-101309
R10 33.310 CRs from September Ad Hoc meeting





Source: MCC

Decision: 

The document was agreed.



S3-101310
R9 33.310 CRs from September Ad Hoc meeting





Source: MCC

Decision: 

The document was agreed.



S3-101311
R10 33.320 CRs from September Ad Hoc meeting





Source: MCC

Decision: 

The document was agreed.



S3-101312
R9 33.320 CRs from September Ad Hoc meeting





Source: MCC

Decision: 

The document was agreed.



S3-101313
33.401 CRs from September Ad Hoc meeting





Source: MCC

Decision: 

The document was agreed.



S3-101212
Reply LS on IMS media plane security





Source: C4-102360

Discussion: 

S3-101267 addresses the action; no LS reply is needed, the SA3 Chairman will report on this to SA.

Decision: 

The document was noted.



S3-101267
Correction to SDES profile





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



S3-101230
Response LS on the security on the direct interface between H(e)NBs





Source: R3-103111

Discussion: 

Telecom Italia suggested that the work is scheduled for Release 10 for RAN groups and completion of the work within Release 10 for SA3 would be difficult. Vodafone, Huawei and Nokia Siemens Networks considered that it would already be too late to include any work in Release 10, but for Release 11 work should be conducted. Qualcomm suggested commencing the work would be important; the timeline for completion could be then identified later.

Vodafone recommended the goals of such a security solution should first be identified; Nokia Siemens Networks suggested the enterprise scenario would be the main one and the overall objective would be optimizing performance. Vodafone suggested that, as the drivers for this work are independent from the security group, the objectives should be better identified.

NEC pointed out that a centralized location had already been discussed in and considered beneficial by SA3, but asked whether the SeGW is able to conduct the necessary routing; Nokia Siemens Networks replied this is more of an implementation issue and, for instance, a router could be placed behind the SeGW.

The Chairman proposed sending back a reply on the fact that SA3 will start working on the topic, however it is unlikely for the work to be completed within Release 10. RAN3 should also explain what the advantages of the direct interface would be. It was agreed to draft a reply along these lines.

Decision: 

The document was replied to in S3-101397.



S3-101397
Reply to RAN3: Response LS on the security on the direct interface between H(e)NBs





Source: Huawei (Marcus)

Decision: 

The document was approved.



S3-101218
LS on Release 10 NIMTC Conclusion





Source: S2-104432

Decision: 

The document was replied to in S3-101399.



S3-101399
Reply to: LS on Release 10 NIMTC Conclusion





Source: Nokia (Dajiang)

Abstract: 

The reply will reflect the considerations provided by contributions S3-101299, S3-101296 and S3-101279.

Decision: 

The document was approved.



S3-101299
Presence Privacy of MTC Devices





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Telecom Italia pointed out that the LS is addressing Release 10 NIMTC, while the present contribution addresses SIMTC Release 11. Ericsson suggested that the considerations on the paper would oblige running an AKA every time.

Decision: 

The document was noted.



S3-101296
'fatal' MM/GMM/EMM cause values in overload situation





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Nokia Siemens Networks clarified that the specific DoS attack addressed is a kind of attack that persists even after the attacker goes away. China Mobile asked for more clarification on the DoS attack. Nokia suggested that the proposal is already very detailed. Vodafone suggested that SA3 should be careful in adding a reject cause value to avoid bringing in a vulnerability to DoS attacks. It was agreed that the threat discussed is valid; it was agreed to document the threat in the draft TR, based on the description in the pCR.

It was agreed that the DoS attack should be addressed; Ericsson suggested that the threat is valid for all kinds of UE's and is not limited to MTC; Nokia Siemens Networks replied that, as Vodafone suggested, the threat is more likely in the MTC case where the user does not interact; this was agreed and contributions are invited on scenarios extending the subject.

It was agreed that 5.x.1-3 will be added, deleting the "overload situation" which is related to SA2 scope. It was agreed not to add 6.x at this stage.
Vodafone and China Mobile suggested that it is up to SA2 to define a new reject cause value; if this occurred, SA3 should then take care of the security aspects. It was decided to make SA2 aware of the threat, and the considerations on the cause value and the threshold.

Decision: 

The document was approved with modifications.



S3-101279
Key Issue-APN based Congestion Control





Source: CATT

Discussion: 

The Chairman proposed that, in the light of the handling of S3-101296, this document can be noted, as the two overlap.

Decision: 

The document was noted.



S3-101221
LS on new Study Item on Core Network Overload issues





Source: S2-104444

Discussion: 

It was agreed to send back a reply, stating that SA3 will look into the security issues involved. Also, individual Member Companies are invited to bring contributions to the next SA3 meeting.

Decision: 

The document was replied to in S3-101400.



S3-101400
Reply to: LS on new Study Item on Core Network Overload issues





Source: Vodafone (Peter)

Decision: 

The document was approved.



S3-101210
LS on Security Issues with Logged MDT





Source: R2-104210

Decision: 

The document was replied to in S3-101401.



S3-101388
Status of MDT Stage 2 Design in RAN2





Source: R2-106025

Decision: 

The document was replied to in S3-101401.



S3-101270
Discussion of MDT security





Source: NTT Docomo
Decision: 

The document was noted.



S3-101271
draft reply LS to RAN2 on MDT





Source: NTT Docomo
Discussion: 

Huawei suggested that MDT gives benefits to the operator. Rogers Wireless expressed doubts on the fact that the approach could be beneficial, especially as the users will have concerns on letting the operator handling this data.

Telia Sonera would prefer understanding the privacy concerns before discussing this mechanism. Vodafone replied that in S3-101388 RAN2 imply that a temporary identity should be used. Deutsche Telekom suggested that the device is being "misused" to serve the MDT purposes.

Nokia suggested that this caching adds complexity; also there would be some legal implications in storing data on the mobile phone; Vodafone suggested that this is why a network controlled mechanism would be beneficial.

Ericsson proposed studying a mechanism of anonymization. NTT Docomo suggested that this would be difficult as the location information would give out information that could lead on to the identity of the person.

The first two bullets in the LS were agreed. Huawei suggested that the bullet on consent and notice should be deleted; Vodafone suggested they could be reworded, but not deleted. It was also agreed to mention the anonymization in the LS to be sent out. It was agreed it shoud be possible to be optional, as regulatory environments may vary across countries. It was agreed to have an offline discussion with interested companies on this.

Decision: 

The document was revised to S3-101401.



S3-101401
Reply to: Status of MDT Stage 2 Design in RAN2





Source: NTT Docomo (Alf)

Decision: 

The document was revised to S3-101422.



S3-101422
Reply to: Status of MDT Stage 2 Design in RAN2





Source: NTT Docomo (Alf)

(Replaces S3-101401)

Decision: 

The document was approved.



S3-101211
LS on Simultaneous registration of a single private ID from different UEs





Source: C1-103545

Decision: 

The document was replied to in S3-101402.



S3-101219
Reply LS on Simultaneous registration of a single private identity from different UEs





Source: S2-104382

Decision: 

The document was replied to in S3-101402.



S3-101301
Draft reply LS on Simultaneous registration of a single private identity from different UEs





Source: Ericsson, ST-Ericsson

Decision: 

The document was used to formulate the LS reply in 1402.



S3-101302
Clarification of sharing IMPI across multiple UEs





Source: Ericsson, ST-Ericsson

Decision: 

The document was noted.



S3-101350
Draft reply-LS on shared-IMPI





Source: Orange

Decision: 

The document was used to formulate the LS reply in 1402.



S3-101389
Shared IMPI in IMS, comments on CR in S3-101302





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was noted.



S3-101390
Shared IMPI in IMS, comments on draft LSs in S3-101301 and S3-101350





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Orange asked for some clarification on the problems illustrated by Nokia Siemens Networks. On the second last bullet, "would" was changed to "may".

It was agreed not to mention that the change is small as it would be necessary to carefully evaluate the extent of the change.
Ericsson pointed out that the NBA case has not been addressed by any of the other contributions except for Ericsson's one; Nokia Siemens Networks suggested that no issues for NBA have been identified, but would be careful in formulating the LS as there is not yet the certainty that this is the case; this was agreed.

Decision: 

The document was used to formulate the LS reply in 1402.



S3-101402
Reply to: Reply LS on Simultaneous registration of a single private identity from different UEs





Source: SA3

Decision: 

The document was approved.



6
Reports and Liaisons from other Groups

SAGE:

Rolf Blom gave a verbal update. 
ZUC is the main topic; there will be a conference on ZUC in December. A call for papers is open. The main purpose is to gather stream cipher specialists to discuss about the cryptographic properties of ZUC.

Concerning UDC security, there may be a response to the SA3 LS by the end of the week (the LS was discussed later in the meeting as Tdoc S3-101413). Nokia Siemens Networks suggested that an LS in the middle of the meeting would not help; the Chairman pointed out that CT4 had slow progress on the topic and coordination with SA5 might be necessary. Consequently, the UDC security issue may be resolved at a later time; however, it will be useful to have some discussion during SA3#61.

GSMA SG:

Charles Brookson (SG Chairman) gave an update. A5/3 tests have been carried out. It was confirmed that there seems to be no need for further testing to deploy and no issues have been identified. Telia Sonera asked what kind of tests where conducted; it was clarified that the purpose was related to HO issues. The information is available on the GSMA Infocenter on the Security Group pages.

The ZUC specifications have been published for the purpose of the mobile evaluation. China Mobile added that DACAS is already conducting a workshop on ZUC, and participation is invited.

Other issues were embedded mobile security, and the Mobile Malware Gorup has new Chairman from Adaptive Mobile, Mr Cathal Mc Daid. A call for new topics has been issued for next year by SG.

The next GSMA SG meeting will be hosted in Munich (December 7-8th, with Digital Europe meeting on the 9th). Delegates are invited to ask for information to GSMA should they wish to participate, if non-members wish to attend they can contact the Chairman.

IETF:

No input at this meeting.

3GPP2:

No input at this meeting.

OMA:

No input at this meeting.

TCG:

Silke Holtmanns gave an update. TCG MPWG had a meeting beginning of November. There the following items were finalized: 

-
MPWG platform requirements v2.0 (functional req);

-
Use cases accompanying the technical work;

-
FAQ and other explanatory material.

The work is now in the formal approval process.

7
Work Areas

7.1
IP Multimedia Subsystem (IMS)

7.1.1
Media Plane Security

S3-101223
LS on LI for KMS based IMS media security





Source: SA3LI10_105r1

Discussion: 

Companies are encouraged to take the LS into account for future meetings.

Decision: 

The document was noted.



S3-101233
33.328 R9 CR: MIKEY-TICKET has been assigned RFC number 6043





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-101406.



S3-101406
33.328 R9 CR: MIKEY-TICKET has been assigned RFC number 6043





Source: Ericsson, ST-Ericsson

(Replaces S3-101233)

Decision: 

The document was agreed.



7.1.2
Specification of Protection against Unsolicited Communications in IMS (SPUCI)

S3-101226
Liaison statement on X.oacms, Overall aspects of countering messaging spam in mobile networks





Source: ITU-T SG17 ls147-17

Decision: 

The document was replied to in S3-101425.



S3-101425
Reply to: Liaison statement on X.oacms, Overall aspects of countering messaging spam in mobile networks





Source: current meeting

Discussion: 

An email reply will be sent, approved via email. The timeline for the approval will be:

24 Nov - first draft;
29 Nov – comments;
30 Nov - final version;
1 Dec - LS dispatched.

Decision: 

The document was sent for email approval.



S3-101384
SPUCI pCR Score Definition - was S3-101283





Source: NEC Corporation, KDDI

Decision: 

The document was approved.



S3-101284
SPUCI pCR Requirements





Source: NEC Corporation

Decision: 

The document was approved with modifications.



S3-101294
Interworking with non-IMS: IETF Work on SIP Peering





Source: Ericsson, ST-Ericsson

Decision: 

The document was approved.



S3-101385
SPUCI pCR Description of PUCI Function Invocation - was S3-101285





Source: NEC Corporation, KDDI

Decision: 

The document was approved with modifications.



S3-101386
SPUCI pCR IMR Compatibility with IMS Centralized Services, SRVCC, and Service Continuity - was S3-101286





Source: NEC Corporation, KDDI

Decision: 

The document was approved with modifications.



S3-101387
SPUCI pCR High-Level PUCI Architecture - was S3-101287





Source: NEC Corporation, KDDI

Decision: 

The document was revised to S3-101427.



S3-101427
SPUCI pCR High-Level PUCI Architecture - was S3-101287





Source: NEC Corporation, KDDI

(Replaces S3-101387)

Decision: 

The document was approved.



S3-101351
Operator SPIT/UC interworking and source identification





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

It was agreed to have a two-step approach, approving the proposal in 4, removing the wording on the first bullet from "in conjunction" onwards.

Decision: 

The document was approved with modifications.



7.1.3
Other Common IMS Issues

S3-101214
Clarification of TS 22.101 requirements for UICC access to IMS





Source: S1-102397

Decision: 

The document was noted.



S3-101407
Reply LS on Network Provided Cell-ID





Source: SA3LI10_166r1

Decision: 

The document was noted.



S3-101231
33.203 R10 CR: Clarification of GIBA restrictions





Source: Ericsson, ST-Ericsson

Discussion: 

Some changes in the reason for change are necessary.

Decision: 

The document was revised to S3-101428.



S3-101428
33.203 R10 CR: Clarification of GIBA restrictions





Source: Ericsson, ST-Ericsson

(Replaces S3-101231)

Decision: 

The document was agreed.



S3-101426
New version of draft SPUCI TR





Source: NEC (Rapporteur)

Decision: 

The document was agreed.



7.2
Network Domain Security

7.2.1
Support for Backhaul Security

7.2.2
Other NDS Issues

S3-101291
33.210 R11 CR: IPsec Alignment





Source: Ericsson, ST-Ericsson

Decision: 

The document was merged in 1424.



S3-101314
Correction of IKEv2 references and usage





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-101424.



S3-101424
Correction of IKEv2 references and usage





Source: Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson
(Replaces S3-101314)

Decision: 

The document was agreed.



S3-101290
33.234 R11 CR: IPsec Alignment





Source: Ericsson, ST-Ericsson

Decision: 

The document was postponed to next meeting.



S3-101289
33.203 R11 CR: IPsec Alignment





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-101429.



S3-101429
33.203 R11 CR: IPsec Alignment





Source: Ericsson, ST-Ericsson

(Replaces S3-101289)

Decision: 

The document was agreed.



S3-101306
Correction of IKEv2 reference to point to TS 33.210





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



7.3
UTRAN Network Access Security

S3-101205
33.102 - Note regarding GERAN security functions, e.g., the usage of Kc128, can be found in the TS 43.020





Source: Alcatel-Lucent

Decision: 

The document was revised to S3-101430.



S3-101430
33.102 - Note regarding GERAN security functions, e.g., the usage of Kc128, can be found in the TS 43.020





Source: Alcatel-Lucent

(Replaces S3-101205)

Decision: 

The document was agreed.



S3-101263
Correction of reference in 35.919





Source: Vodafone

Decision: 

The document was revised to S3-101431.



S3-101431
Correction of reference in 35.919





Source: Vodafone

(Replaces S3-101263)

Decision: 

The document was agreed.



S3-101266
Correction of reference in 35.216





Source: Vodafone

Decision: 

The document was revised to S3-101432.



S3-101432
Correction of reference in 35.216





Source: Vodafone

(Replaces S3-101266)

Decision: 

The document was agreed.



7.4
GERAN Network Access Security

S3-101232
LS on SACCH Security





Source: G2-100389

Discussion: 

Nokia Siemens Networks suggested that the Nokia (switching off known plaintext frames ciphering) and Vodafone (pseudo randomising the fill of frames) proposals could be complementary, although overlapping at some extent.

Vodafone suggested that there is a risk that CPack messages sent unencrypted could be spoofed, however, further analysis is needed on this.

Ericsson proposed suggested that SA3 should conduct a security analysis of the proposals before providing some kind of advice to GERAN.

It was agreed to send a reply back stating that the solution seems promising but further analysis is needed.

Decision: 

The document was replied to.



S3-101434
Reply to: LS on SACCH Security





Source: Nokia (Silke)

Decision: 

The document was approved.



7.5
GAA

7.5.1
TS 33.223 GBA Push

7.5.2
TS 33.224 GBA Push Generic Layer

7.5.3
Other GAA Issues

7.6
Multimedia Broadcast/Multicast Service (MBMS)

S3-101292
Correction of references





Source: Ericsson, ST-Ericsson

Decision: 

The document was agreed.



7.7
SAE/LTE Security

7.7.1
TS 33.401 Issues

S3-101281
Discussion on introduction of new EPS security algorithms





Source: NEC Corporation

Discussion: 

Nokia and Nokia Siemens Networks pointed out that their understanding was that in SA3#60 there were some issues on the terminal to be looked into; NEC suggested that to their understanding there are no issues.

It was agreed to insert an action item on this check to be performed by terminal vendors.

Alcatel-Lucent suggested that any extension of HO signaling should be first evaluated by RAN WGs. Nokia shared similar concerns.

It was agreed to postpone a decision on this to the next meeting.

ACTION:
Terminal vendors should identify whether the following claim in S3-101281 is valid: “A legacy UE will ignore the field with new algorithm and work as usual.

(action on: Terminal vendors)

Decision: 

The document was noted.



S3-101282
CR - New EPS algorithm taken use in handover from UTRAN to E-UTRAN





Source: NEC Corporation

Decision: 

The document was postponed to next meeting.



7.7.2
TS 33.402 Issues

S3-101272
IKE SA handling in tunnel authentication





Source: Huawei

Decision: 

The document was postponed to the next meeting.



S3-101392
Comments to S3-101272: IKE SA handling in tunnel authentication





Source: Ericsson, ST-Ericsson

Discussion: 

Alcatel-Lucent asked whether there is a problem with stage 3 as Ericsson proposed to send an LS to CT groups. The group could not decide on the way forward and a decision was postponed to the next meeting. Contributions are invited.

Decision: 

The document was postponed to the next meeting.



S3-101273
IKE SA handling in tunnel authentication





Source: Huawei

Decision: 

The document was postponed to the next meeting.



S3-101393
Comments to S3-101273: IKE SA handling in tunnel authentication





Source: Ericsson, ST-Ericsson

Decision: 

The document was postponed to the next meeting.



S3-101305
Correction of reference draft-ietf-dime-mip6-split to point to RFC 5778





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

No comments.

Decision: 

The document was agreed.



S3-101367
Enhanced Security support for DS-MIPv6





Source: Qualcomm Incorporated

Discussion: 

The CR was agreed in principle but a revision is needed to include the comments from Alcatel-Lucent.

Decision: 

The document was revised to S3-101418.



S3-101418
Enhanced Security support for DS-MIPv6





Source: Qualcomm Incorporated

(Replaces S3-101367)

Decision: 

The document was agreed.



7.7.3
Relay Node Security

S3-101394
LS to SA3 on requirements for handling emergency calls in relay node





Source: S1-103329

Decision: 

The document was noted.



S3-101228
Reply LS on requirements for handling AS key refresh in relay nodes





Source: R2-105999

Decision: 

The document was noted.



S3-101229
Reply LS on Progress on relay node security





Source: R2-106000

Decision: 

The document was replied to in S3-101417.



S3-101417
Reply to: Reply LS on Progress on relay node security





Source: NTT Docomo (Alf)

Decision: 

The document was approved.



S3-101369
Relay Node Security: Countermeasures against new attack described in S3-101111 (traffic re-direction by TEID modification)





Source: Nokia Siemens Networks

Discussion: 

NTT Docomo suggested that if GTP headers are compressed, the security of the cookie mechanism would de-activate the entire protection introduced; Nokia Siemens Networks suggested that this is not the case, as the mechanism foresees that the TEID itself is selected randomly (no cookie is used) and the hash is applied on the TEID, but the hash should not be compressed. Nokia Siemens Networks added that for Release 10 RAN do not foresee any compression.

NTT Docomo suggested that there could be an attack involving IP fragmentation over Un to RN. Nokia Siemens Networks and Deutsche Telekom could not clearly see the impact of such an attack to the proposed solution.

NTT Docomo suggested that this proposal should be rejected as the GTP solution does not provide any additional protection; the operator should rely on physical security and this is where the discussion should be focused on; Nokia Siemens Networks replied that the attack described verbally does not justify rejecting the proposal. Ericsson would rather not reject the Nokia Siemens Networks proposal without having some solid proof that an attack against it would work.

Going back to the attack scenario depicted by NTT Docomo, Deutsche Telekom and Ericsson confirmed that it could work; Nokia Siemens Networks did not comment on whether it could work at this point, but commented that reassembling of IP packets should be forbidden. It was concluded that the attack is valid.

Vodafone asked what would the impact of disallowing IP fragmentation and reassembly be. Nokia Siemens Networks suggested that this is possible and would not be harmful for the network in general, but was uneasy about making a security solution based on disabling a feature that is part of the IP stack itself.

NTT Docomo suggested that there are difficulties on the physical layer to attack the interface more in general and these should be evaluated to understand if they are enough to avoid attacks.

Vodafone asked whether the group should adopt the Nokia Siemens Networks solution as an option for operators. NTT Docomo stated that PDCP integrity protection as optional would be the preferred way forward; Nokia Siemens Networks suggested that an optional solution would harm performance when enabled as the solution would not be hardware-based. NTT Docomo suggested that this could be a risk that the operator is willing to take.

Vodafone asked what would the impact to upgrade eNBs to protect this threat; NTT Docomo suggested they would prefer this over IPsec. eNB vendor comments were invited.

It was asked whether there are objections to assume that PDCP integrity is optional to use; Alcatel-Lucent suggested that this is a big impact on the design and proposed leaving the decision to later Releases; Ericsson suggested that this would mean leaving it optional to implement. Alcatel-Lucent replied that a solution should be available. NTT Docomo suggested that RAN could do that quickly as already they are working on the possibility to switch PDCP integrity protection on, on a per-DRB basis. Huawei suggested that further analysis is needed.

ZTE asked for more time to study this attack and possible solutions, and also asked for solution alternatives to stay open. There was some discussion on whether the IPsec option should stay open.

It was decided to send an LS to the RAN WGs on the fact that further work on this is necessary and that PDCP integrity could be optional to implement for user plane from the security point of view. Vodafone asked to consider integrity protection on the control plane as well; Alcatel-Lucent agreed. There were no objections.

It was also agreed to mention that lightweight solutions are under consideration and to ask about the impacts from the RAN point of view.

Decision: 

The document was noted.



S3-101346
Observations on integrity protection over Un





Source: ZTE Corporation

Discussion: 

Nokia Siemens Networks suggested a more appropriate title would be "re-direction issue", rather than "integrity protection issue". This was agreed.

Decision: 

The document was noted.



S3-101326
Proposed WID for Relay node security in SA3





Source: China Mobile, Ericsson, Orange, ST-Ericsson

Discussion: 

Qualcomm, NTT Docomo, NEC, InterDigital and Nokia Siemens Networks supported the WI. Qualcomm volunteered to be Rapporteur for the WI.

It was agreed to target SA3#52 as approval date.

Decision: 

The document was revised to S3-101403.



S3-101403
Proposed WID for Relay node security in SA3





Source: China Mobile, Ericsson, Orange, ST-Ericsson

(Replaces S3-101326)

Discussion: 

It was decided to keep SA#51 as tentative delivery date.

Decision: 

The document was agreed.



S3-101237
OAM security analysis





Source: Huawei

Abstract: 

v2

Decision: 

The document was approved with modifications.



S3-101238
Secure Environment Definition





Source: Huawei, Interdigital

Discussion: 

"HW-based" and "by way of a secure process" were agreed to be removed.

Nokia Siemens Networks and Deutsche Telekom suggested that the older definition would be acceptable. Deutsche Telekom suggested that it should be inserted in the validation clause as there is a relevant Editor's Note. It was agreed that the Rapporteur would add the definition making reference to the older definition contained in 33.401.

Decision: 

The document was approved with modifications.



S3-101239
Platform Validation Definition





Source: Huawei, Interdigital

Discussion: 

Ericsson suggested that the definition should describe what validation is, and not what it does and provided a formulation.

Decision: 

The document was noted.



S3-101240
Key interaction on Un interface





Source: Huawei

Decision: 

The document was approved with modifications.



S3-101304
pCR Relay Node: removable UICC





Source: Gemalto, Sagem-Orga, Nokia Siemens Networks

Decision: 

The document was approved.



S3-101342
pCR Discussion on the security requirements between MME and DeNB





Source: ZTE Corporation

Decision: 

The document was noted.



S3-101343
pCR Supplement of the security requirements between MME and DeNB





Source: ZTE Corporation

Discussion: 

It was agreed that the requirement in the first change is a valid one; however, the wording must be revised. On the second change, the second paragraph will be reworded to align with the new text. Integrity protection will be mandatory, but confidentiality will be optional. 
Replay protection was agreed to be added in the Editor's Note.

Decision: 

The document was revised to S3-101405.



S3-101405
pCR Supplement of the security requirements between MME and DeNB





Source: ZTE Corporation

(Replaces S3-101343)

Decision: 

The document was approved.



S3-101345
Further requirement on RN platform





Source: ZTE Corporation

Discussion: 

There was no support for the requirement and the contribution was noted.

Decision: 

The document was noted.



S3-101352
Overview of updated solutions 4 and 11 for relay node security





Source: Gemalto, Nokia Siemens Networks, Sagem-Orga 

Decision: 

The document was noted.



S3-101353
Relay node security profiles 4A and 11A





Source: Gemalto, Nokia Siemens Networks, Sagem-Orga

Discussion: 

Huawei pointed out that the RN check of the UICC certificate by CRL would require the RN connecting to a CRL distribution point; Nokia Siemens Networks agreed and pointed out that this would be necessary for any solution employing public-key based techniques.

Ericsson suggested that other solutions would not nececssarily require this check taking place in phase 1, but could do it in phase 2, without necessarily having a phase 1 (the one where USIM-INI establish IP connectivity). Ericsson pointed out that this technique requires two attaches. Nokia Siemens Networks suggested that this does not prevent the solution from being compliant with RAN requirements; Ericsson suggested that this forces having two phases. InterDigital suggested that RAN wishes to have only one phase, but this is not mandatory.

Orange suggested that the root certificate has to be pre-provisioned; Nokia Siemens Networks confirmed.

Orange asked how much time would the ETSI SCP work take to align with the solution; Gemalto replied that this could be done in the next ETSI SCP TEC meeting, before the end of 2010.

Decision: 

The document was noted.



S3-101354
Relay node security profiles 4B and 11B





Source: Gemalto, Nokia Siemens Networks, Sagem-Orga

Discussion: 

Ericsson asked whether the UICC imprinting is already available as a feature in the UICC; Nokia Siemens Networks replied that CT6 could do that as it is a simple log; however the dependency was noted. Gemalto confirmed that this is possible to be achieved in CT6 quickly.

Decision: 

The document was noted.



S3-101355
Overview of Secure Channel for solutions 4 and 11 (relay node security) and other UICC related topics





Source: Gemalto, Nokia Siemens Networks, Sagem Orga  
Discussion: 

InterDigital asked whether a key is enforced not to come out of the UICC until a secure channel is established. Gemalto confirmed that and pointed to OMA BCAST specifications for details.

Decision: 

The document was noted.



S3-101356
Usage of OCSP for certificate validation





Source: Gemalto, Nokia Siemens Networks, Sagem Orga  
Decision: 

The document was noted.



S3-101357
Relay Node Security: Solution 11 - General Description





Source: Gemalto, Nokia Siemens Networks, Sagem Orga  
Discussion: 

Ericsson expressed the concern that the proposal requires three AKA runs to complete the boot.

Decision: 

The document was approved.



S3-101359
Relay Node Security: Profile 11A of Solution 11





Source: Gemalto, Nokia Siemens Networks, Sagem Orga  
Discussion: 

Ericsson spotted an editorial error to be amended: solution 11A is solution 4A in the present contribution.

Qualcomm suggested inserting an Editor's Note under certificate enrolment, on the fact that is for further study whether different keys for signing and TLS encryption are needed; this was agreed.

Telecom Italia suggested R99 USIMs are excluded as the secure channel has been specified at a later Release; Gemalto replied this has been specified in Release 7, but as, Nokia Siemens Networks explained, this concerns the USIM specification used and not the UICC itself. Some rewording related to these comments was deemed necessary.

Decision: 

The document was revised to S3-101408.



S3-101408
Relay Node Security: Profile 11A of Solution 11





Source: Gemalto, Nokia Siemens Networks, Sagem Orga  
(Replaces S3-101359)

Decision: 

The document was approved.



S3-101360
Relay Node Security: Profile 11B of Solution 11





Source: Gemalto, Nokia Siemens Networks, Sagem Orga  
Discussion: 

China Mobile suggested checking the reference in 10.11.7.2.3; Gemalto will do this and coordinate with the Rapporteur should a change be necessary. Deutsche Telekom asked whether the fixed binding is necessary in the solution to prevent MitM attacks, or it can be removed; Nokia Siemens Networks clarified that the binding is necessary. ZTE asked whether the binding can be updated; Nokia Siemens Networks confirmed this is possible. Huawei asked to add the same text as in S3-101359 on the R99 USIM; this was agreed.

Decision: 

The document was approved.



S3-101361
Relay Node Security: Solution 4 - General Description





Source: Gemalto, Nokia Siemens Networks, Sagem Orga  
Decision: 

The document was approved.



S3-101364
Relay Node Security: Profile 4A of Solution 4





Source: Gemalto, Nokia Siemens Networks, Sagem Orga  
Decision: 

The document was revised to S3-101409.



S3-101409
Relay Node Security: Profile 4A of Solution 4





Source: Gemalto, Nokia Siemens Networks, Sagem Orga  
(Replaces S3-101364)

Decision: 

The document was approved.



S3-101365
Relay Node Security: Profile 4B of Solution 4





Source: Gemalto, Nokia Siemens Networks, Sagem Orga  
Decision: 

The document was approved.



S3-101368
On solution 11





Source: Ericsson, ST-Ericsson

Decision: 

The document was noted.



S3-101391
Comments on S3-101368 ''On solution 11''





Source: Nokia Siemens Networks

Decision: 

The document was noted.



S3-101379
Updating some details in solution 5





Source: Qualcomm Incorporated

Decision: 

The document was approved.



S3-101288
Relay pCR Relay authentication enhancement





Source: NEC Corporation

Decision: 

The document was withdrawn.



S3-101252
Relay Solution 7a





Source: China Mobile

Decision: 

The document was noted.



S3-101249
pCR to Solution 7 enrolment





Source: China Mobile

Discussion: 

China Mobile suggested that the type of key is used for security is left to implementation. Gemalto and Deutsche Telekom pointed out that if a different key is used for the RN, then it should be understood how to provision this key, even if the details are left to implementation. Qualcomm asked to add an Editor's Note on the fact that more details on how certificates are used to provide the necessary authentication in 10.7.3 are needed. China Mobile suggested that the description is clear enough. Deutsche Telekom asked for more details on certificate revocation; China Mobile volunteered to add the details in a revision of the document during the meeting. Some more editorial corrections were deemed necessary.

Decision: 

The document was revised to S3-101410.



S3-101410
Relay Solution 7a





Source: China Mobile

(Replaces S3-101249)

Discussion: 

It was agreed to add an Editor's Note on the fact that more details on PSK and related protocols used are needed. A second related Editor's Note was agreed.

Decision: 

The document was approved with modifications.



S3-101344
Analysis of Solution 8





Source: Orange, ZTE Corporation

Decision: 

The document was approved.



S3-101328
Solution 9: integrity protection done by PDCP





Source: Ericsson, ST-Ericsson

Discussion: 

Alcatel-Lucent asked why TLS is used instead of IPsec; Ericsson suggested that using TLS could be simpler addressing the application layer only, not impacting the IP stack. It was agreed to add an Editor's Note in the General clause. It was agreed that some more details would be beneficial in the future.

Decision: 

The document was approved with modifications.



S3-101362
On solution 9 and NAS signalling





Source: Ericsson, ST-Ericsson

Discussion: 

In the light of the comments in S3-101381 the contribution must be updated.

Decision: 

The document was revised to S3-101411.



S3-101381
Comments on NAS security in solution 9





Source: Qualcomm Incorporated

Decision: 

The document was noted.



S3-101411
On solution 9 and NAS signalling





Source: Ericsson, ST-Ericsson

(Replaces S3-101362)

Decision: 

The document was approved.



S3-101366
On two time pad for solution 9





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-101412.



S3-101412
On two time pad for solution 9





Source: Ericsson, ST-Ericsson

(Replaces S3-101366)

Decision: 

The document was approved.



S3-101370
On solution 12





Source: Ericsson, ST-Ericsson

Discussion: 

Solution 12 was agreed not to be pursued anymore.

Decision: 

The document was noted.



S3-101347
The independent RN management authentication





Source: ZTE Corporation

Decision: 

The document was noted.



S3-101316
Valid certificates





Source: InterDigital Communications

Decision: 

The document was approved.



S3-101317
Removal of Fault Condition Editor's Note





Source: InterDigital Communications

Decision: 

The document was approved with modifications.



S3-101236
Solution comparison





Source: Huawei

Decision: 

The document was noted.



S3-101371
Comparison of relay security solutions





Source: Ericsson, ST-Ericsson

Decision: 

The document was noted.



S3-101380
Comparison of the complexity of the proposed Relay Solutions





Source: Qualcomm Incorporated

Decision: 

The document was noted.



S3-101251
Evaluation





Source: China Mobile

Discussion: 

There were several comments concerning evaluation on the contributions above, from S3-101236 to the present; it was decided that no agreement could be reached on these documents during SA3#61.

Decision: 

The document was noted.



S3-101415
Reply LS on Progress on relay node security





Source: C1-104897

Discussion: 

The Chairman reminded that there is an impact on stage 3 groups and it would be important that SA3 identified one single solution. Nokia Siemens Networks suggested that there are some companies that consider important having a security solution in Release 10 while others do not; also, the possibility of SA taking a vote on such a technical issue is low.

Decision: 

The document was noted.



S3-101423
Comparison of solutions





Source: Ericsson

Decision: 

The document was withdrawn.



S3-101451
Reply LS on relay node security





Source: R2-106913

Discussion: 

Deutsche Telekom suggested that RAN2 would prefer a single solution, and the only one on the table is PDCP integrity. Vodafone suggested continuing with the decision on using PDCP integrity. Huawei was not sure if RAN2 meant both user and control plane. China Mobile suggested that the discussion in RAN2 did not extend to the control plane. Ericsson pointed out that the LS is not about control or user, but about whether the solution should be studied or not. Nokia Siemens Networks suggested that the text refers to Un. There was some discussion between Nokia Siemens Networks and Ericsson on whether RAN2 are considering only integrity protection on the user plane or also taking under consideration S1 and X2.

The discussion went back to the solutions and their preference; NTT Docomo preferred PDCP integrity protection. Vodafone reminded that during the show of hands there was no differentiation between IPsec and PDCP integrity, and if that happened Vodafone would prefer PDCP integrity.

Nokia Siemens Networks suggested that some modes would not allow PDCP integrity and asked whether Companies have changed their minds since the show of hands.

China Mobile preferred solution 7.

ZTE preferred seeing the PDCP integrity solution first and then discussing the solutions for RN.

China Mobile clarified that solution 7 would support PDCP integrity on the Un interface but would need IPsec for S1/X2.

Huawei that on DeNB there are already is IPsec. Qualcomm suggested that for RNs this is not the case. Nokia Siemens Networks suggested that on macro eNBs IP stack is present, but on the backhaul link side, which is not the correct place to support the functionality discussed.

Deutsche Telekom suggested that RAN2 find there is additional work to achieve the functionality on the LS.

Decision: 

The document was noted.



S3-101447
Reply LS on Progress on relay node security





Source: C6-100586

Discussion: 

Nokia Siemens Networks suggested that in the answer in solution 4 there is a misunderstanding as the two USIMs are not active contemporaneously. Gemalto confirmed this.

Decision: 

The document was noted.



S3-101404
New version of Relay Node Security TR





Source: Qualcomm (Rapporteur)

Discussion: 

It was decided to send the TR for information to SA. The timeline for the email approval will be:
24 Nov - first version and cover sheet sent;

1 Dec - comments;

3 Dec - final version.

The SA3 Chairman will notify the CT1 and RAN2 Chairmen.

First show of hands:

After the first round of handling of SA3 documents, solutions 4, 5, 7, 8, 9 and 11 were still under consideration. A show of hands was conducted to identify which solutions are supported and by how many companies. The show of hands was conducted considering Individual Companies. For the purposes of the vote, 4 and 11 were considered as one solution.
-
Solution 4/11 supporters: Alcatel-Lucent, InterDigital, Nokia Siemens Networks ,Nokia, Gemalto, Deutsche Telekom, G&D, Infineon.

-
Solution 5 supporters: Qualcomm, Deutsche Telekom, KPN, NEC, Orange, Huawei.

-
Solution 7 supporters: China Mobile, ZTE, Huawei, InterDigital, Telia Sonera, Alcatel-Lucent, CATT, CATR and China Unicom.

-
Solution 8 supporters: Huawei, ZTE 
-
Solution 9 supporters: China Mobile, Ericsson, ST-Ericsson, ZTE, Orange, Qualcomm, KPN, Deutsche Telekom, InterDigital, AT&T, VF, Rogers, Infineon, ZTE.

Second show of hands:

Subsequently during the meeting there was a second show of hands; this show of hands concerned integrity protection over Un and S1/X2. The question asked was: shall we have PDCP integrity over the control plane?

-
Companies supporting PDCP integrity: Orange, Deutsche Telekom, Qualcomm, Samsung, Telia Sonera, Ericsson, Nokia, Nokia Siemens Networks, NEC, AT&T, InterDigital, Infineon, NTT Docomo, BT, Vodafone, ST-Ericsson, Intel.

-
Companies supporting IPsec: China Mobile, Alcatel-Lucent, Huawei, InterDigital, CATT, CATR, China Unicom, ZTE, ITRI.

There was no clear consensus on the topic; PDCP has a relative majority but no decision can be taken during this meeting.

Nokia Siemens Networks expressed the desire to conclude on S3-101423 and select a solution during the current meeting as there would not be additional elements to decide in the next meeting. Telia Sonera shared that desire and expressed a preference for solution 9 as the strongest support is behind this. Vodafone also supported deciding at the present meeting. ZTE volunteered to withdraw Solution 8 to help reaching consensus. Qualcomm stated that they could accept solution 9 if it helped reach a compromise in the current meeting.
Third show of hands:

Deutsche Telekom proposed having another show of hands. A new show of hands was conducted on the solution alternatives; only one solution could be preferred in this show of hands.
-
Solution 4/11 (it was also decided to group the two solutions in the TR) supporters: Gemalto, InterDigital, Nokia Siemens Networks, Nokia, G&D.

-
Solution 5 supporters: Qualcomm, Deutsche Telekom, NEC.

-
Solution 7 supporters: China Mobile, CATT, CATR, China Unicom, ZTE, ITRI, Huawei.

-
Solution 9 supporters: Orange, Ericsson, ST-Ericsson, VF, AT&T.

Decision: 

The document was sent for email approval.



7.7.4
EEA3 and EIA3 Issues

No input.
7.7.5
Other SAE/LTE Security Issues

No input.
7.8
Security Aspects of Home (e)NodeB

7.8.1
TS 33.320 Issues

S3-101209
CR 33.320 Fixing the Clause 4.2.5.





Source: Alcatel-Lucent

Discussion: 

Nokia Siemens Networks asked keeping the first sentence in 4.2.5 and removing the rest of the clause; this was agreed.

Decision: 

The document was revised to S3-101419.



S3-101419
CR 33.320 Fixing the Clause 4.2.5.





Source: Alcatel-Lucent

(Replaces S3-101209)

Decision: 

The document was agreed.



S3-101348
H(e)NB correction (rel-9)





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



S3-101349
H(e)NB correction (rel-10)





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



S3-101241
CR-33.320-Correction of Figure A.2-R9





Source: Huawei

Decision: 

The document was agreed.



S3-101242
CR-33.320-Correction of Figure A.2-R10





Source: Huawei

Decision: 

The document was agreed.



S3-101254
Section 4.1 Editor's Note Resolution





Source: China Mobile

Decision: 

The document was postponed to next meeting.



S3-101332
H(e)NB Authentication using PANA





Source: Samsung

Discussion: 

Huawei disagreed that Experimental track RFCs are not verified and stated this is not a reason to exclude RFCs from being referenced. China Mobile suggested the Samsung contribution cannot be discussed along with the S3-101254 contribution as it is on a different scope; Samsung suggested that RFC 6023 has been published under the experimental track of IETF and has no IETF official support. NTT Docomo supported Samsung's statements and advised not to reference the 6023 RFC. Telecom Italia suggested that it might not be good practice to reference RFCs that have been rejected in IETF WGs; China Mobile noted that the RFC has been rejected by a single IETF WG and not from the organization. Alcatel-Lucent suggested that experimental RFCs are common practice in IETF, however added that there is no problem with IPsec being used. Orange stated that the change requested by China Mobile is acceptable, but the Editor's Note is still valid and should not be deleted.

Ericsson suggested that there is no issue in referencing non-standard track RFCs such as EAP-AKA. Samsung stated that this is indeed acceptable, where there is no other solution proposed; in this case there are several alternatives. Huawei suggested that the Editor's Note should be studied to decided if is still relevant. China Mobile asked when this issue is planned to be solved; the Chairman replied that the decision on the solution should be consensus based.

Decision: 

The document was noted.



S3-101325
LIPA Security





Source: Samsung, Verizon Wireless, InterDigital Communications, NEC Corporation, Nokia, Nokia Siemens Networks

Decision: 

The document was revised to S3-101416.



S3-101382
LIPA IP Address





Source: Huawei Technologies

Decision: 

The document was merged in 1416.



S3-101416
LIPA Security





Source: Samsung, Verizon Wireless, InterDigital Communications, NEC Corporation, Nokia, Nokia Siemens Networks

(Replaces S3-101325)

Discussion: 

Alcatel-Lucent pointed out that in 4.4.x the L-GW is optional; Samsung confirmed that as architecturally the L-GW is optional, the security-related requirements are optional. Alcatel-Lucent suggested rewording "shall be an optional element" to "is". Nokia Siemens Networks suggested rewording this sentence, limiting the optionality to a security point of view. This was agreed.

Decision: 

The document was revised to S3-101421.



S3-101421
LIPA Security





Source: Samsung, Verizon Wireless, InterDigital Communications, NEC Corporation, Nokia, Nokia Siemens Networks, Huawei
(Replaces S3-101416)

Decision: 

The document was agreed.



S3-101224
Reply LS on LIPA/SIPTO stage 1 clarification





Source: SA3LI10_104r1

Decision: 

The document was noted.



S3-101448
LS to RAN3 on Hosting Party Module for H(e)NB





Source: C6-100633

Discussion: 

Individual Companies are invited to investigate and bring contributions to the next meeting.

Decision: 

The document was postponed.



S3-101450
LS to 3GPP SA1 on Hosting Party application in UICC





Source: C6-100634

Discussion: 

Individual Companies are invited to investigate and bring contributions to the next meeting.

Decision: 

The document was postponed.



7.8.2
TR 33.820 Issues

7.9
Security Aspects related to System Improvements for Machine-Type Communication (SIMTC)

S3-101396
LS to SA2, CT1 (Cc RAN2, SA3) on MTC indicators and configuration options





Source: S1-103320

Decision: 

The document was noted.



S3-101395
LS to CT1, SA3 and CT6 on restriction of USIM to specific ME/MTC Devices





Source: S1-103315

Discussion: 

Huawei pointed out that there is no Release 10 work in SA3.

Deutsche Telekom stated that further study on the mechanism is necessary; Vodafone was also in need of understanding if this mechanism is different and how from a SIM lock. Telia Sonera and Nokia agreed with Vodafone.

It was decided to send an LS back to ask for clarification.

Decision: 

The document was replied to in S3-101435.



S3-101435
Reply to: LS to CT1, SA3 and CT6 on restriction of USIM to specific ME/MTC Devices





Source: Huawei (Lydia)

Decision: 

The document was approved.



S3-101321
TR 33.868 Skeleton





Source: Samsung, NEC Corporation

Discussion: 

Security improvements was changed to security issues. It was decided to move 5 after 6.

Decision: 

The document was approved with modifications.



S3-101322
TR 33.868 Scope





Source: Samsung, NEC Corporation

Discussion: 

The documents that are currently in the WID should be checked and the Scope should be revised accordingly.

Decision: 

The document was approved.



S3-101280
Access control requirement





Source: CATT

Discussion: 

Telecom Italia did not understand which the baseline was and preferred not to include this change. An Editor's Note was added. It was decided that more rationale is needed.

Decision: 

The document was noted.



S3-101333
About the definition of the UE authentication





Source: ZTE Corporation

Discussion: 

Gemalto pointed out that UE would be the ME with the UICC, so there would not be any need to define the User. 

Ericsson suggested that SA1 has defined the MTC User, so UE would be more appropriate. Orange supported this and suggested that a definition of User authentication would be necessary. Telia Sonera supported the observation from Ericsson.

Nokia Siemens Networks, having originally proposed the definitions, clarified that the term "device" had been avoided at the time of drafting. 
More justification was necessary.

Decision: 

The document was noted.



S3-101334
NIMTC General security requirements





Source: ZTE Corporation

Discussion: 

Qualcomm asked if and how this feature would be different than the SIM lock. Orange suggested that the functionality is proposed on the network side, so the requirement should not be on the MTC device. Nokia suggested that this is a mixed feature. Gemalto suggested that this is related to the SA1 expected LS reply on this topic. Further contributions on this topic are invited for the next meeting.

Decision: 

The document was noted.



S3-101278
MTC key issue-overload control





Source: Huawei,Interdigital, CATT

Discussion: 

Qualcomm asked changing applications to devices.

Telecom Italia suggested that some explanation on how this solution would work for networks other than LTE would be necessary. Huawei agreed to this.

Deutsche Telekom suggested that some protection against fatal failures would be necessary.

Nokia Siemens Networks suggested the contribution concludes that the MTC indicator cannot be sent in the initial request. Nokia Siemens Networks asked adding that there are already security requirements for integrity protection and suggested referring to these in 5.x instead of the proposed requirement. Telecom Italia supported the contribution; and proposed that the text proposed by Nokia Siemens Networks should go under 6.x.

Nokia suggested that the threat proposed is not necessarily valid.

China Mobile supported the Huawei description of the threat.

It was agreed to reword the threat according to the comments, and to reword the requirement for existing mechanisms. Concerning the initial attach under integrity protection, it was agreed to apply a change and to refer to existing specifications, as Nokia Siemens Networks suggested.

Decision: 

The document was revised to S3-101440.



S3-101440
MTC key issue-overload control





Source: Huawei,Interdigital, CATT

(Replaces S3-101278)

Decision: 

The document was approved.



S3-101206
pCR to Living Document on Security Aspects of Network Improvements for Machine-Type Communication





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, China Mobile

Decision: 

The document was approved with modifications.



S3-101324
pCR to MTC device triggering





Source: ZTE Corporation,China Unicom

Discussion: 

Qualcomm and Alcatel-Lucent suggested that this is not a network issue and is out of scope for the work conducted. Ericsson considered this as a general requirement for MTC servers. A requirement for the next meeting was decided to be drafted.

Decision: 

The document was noted.



S3-101277
MTC Key issue-Time Control





Source: Huawei, Interdigital

Discussion: 

Ericsson suggested adding an Editor's Note stating this is a more general issue about sending commands. Qualcomm suggested that 5.x.2 is unrelated to the MTC server. Qualcomm proposed adding in 5.x.3 "when sending to the MTC device". Telecom Italia suggested that the decision on the overall topic is taken by SA2 and noted that SA2 has not made any decision on this yet. It was decided to address these issues in S3-101440. An LS will be drafted in S3-101441 on the issues discussed.

Decision: 

The document was merged in 1440.



S3-101235
pCR to add key issue - Small Data Transmissions





Source: KPN

Discussion: 

An Editor's Note was agreed on the fact that the issue details are needed. An Editor's Note was agreed on the fact that a decision will be taken when SA2 will take a decision on the issue. The LS in S3-101441 will include the question related to the Small Data Transmission issue.

Decision: 

The document was approved with modifications.



S3-101253
MTC monitoring related threat definition and mitigation requirement





Source: China Mobile, Alcatel-lucent

Discussion: 

Telecom Italia suggested that the localization method should be specified in SA2; SA3 should study its security. Orange asked whether a solution is being specified in SA2; Alcatel-Lucent confirmed and suggested that SA3 should mention it is unsecure.

Qualcomm proposed an Editor's Note on that different location identifiers will provide different granularity; China Mobile and Nokia supported this; the Editor's Note was agreed.

Alcatel-Lucent proposed a change in 4.x.1, removing the paragraph concerning the alternative way to be followed; this was agreed.

Orange asked for an Editor's Note on network reporting being preferred; this was added and a question will be asked to SA2 in the LS.

Decision: 

The document was revised to S3-101442.



S3-101442
MTC monitoring related threat definition and mitigation requirement





Source: China Mobile, Alcatel-lucent

(Replaces S3-101253)

Decision: 

The document was approved.



S3-101234
SIMTC pCR to key issue - Secure Connection





Source: KPN

Discussion: 

An Editor's Note was agreed to be added.

Decision: 

The document was approved with modifications.



S3-101275
MTC group based communication scenario





Source: Huawei, Nokia Corporation, Nokia Siemens Networks, Interdigital, CATT

Discussion: 

The Chairman proposed separating in two different documents the SIMTC and the SA1-TR-related material; Huawei was puzzled about this solution. There was some more clarification: for the time being the second document will not be supported by a specific SID. Huawei will manage the editorship of the living document. The contribution was judged suitable to be considered in the living document.

Huawei suggested the last sentence is from the SA1 TR; Huawei confirmed this; Ericsson challenged the validity of the last sentence; Gemalto asked for the sentence to be removed. Telecom Italia would prefer having first a structure.

It was decided that more analysis on this issue is needed, and a structure will be given to the living document before moving on to adding content to it. For this meeting, it was decided not to create a living document, but its creation is under consideration for the next meeting.

Decision: 

The document was noted.



S3-101276
MTC group based authentication





Source: Huawei,Interdigital, CATT

Discussion: 

The issue is postponed to the next meeting, in the light of the considerations under S3-101275.

Decision: 

The document was noted.



S3-101335
pCR about the relationship between the MTC Device and MTC Group in system architecture for MTC





Source: ZTE Corporation

Discussion: 

ZTE clarified that SA1 considers that each MTC device can only be associated with one MTC group. This should be checked with SA1. Alcatel-Lucent suggested this is not clear yet and a further check should be performed with SA1.

Decision: 

The document was noted.



S3-101398
New version of Draft SIMTC living document





Source: Samsung (Rajvel)

Decision: 

The document was agreed.



S3-101436
Draft TR SIMTC 





Source: Samsung (Rajvel)

Discussion: 

Timeline for the email approval:

26 Nov: first version;

3 Dec: deadline for comments;

8 Dec: final version provided.

Decision: 

The document was sent for email approval.



S3-101441
LS to SA2 on MTC issues





Source: Huawei (Lydia)

Decision: 

The document was approved.



7.10
Other Areas

S3-101213
LS on Security for PWS





Source: S1-102385

Discussion: 

Interested companies will provide input contributions and possibly a WI. Companies are encouraged to study the issue.

Decision: 

The document was postponed to next meeting.



S3-101215
Reply LS on SMS Router Requirements





Source: C4-102413

Decision: 

The document was noted.



S3-101216
LS on Progress of the Local Call Local Switch Feasibility Study





Source: C4-102411

Decision: 

The document was noted.



S3-101225
LCLS LI solutions





Source: SA3LI10_103r1

Decision: 

The document was noted.



S3-101227
Response LS on Security and Authentication in UDC





Source: C4-102710

Decision: 

The document was postponed to next meeting.



S3-101413
Encryption algorithms for UDC





Source: SAGE (10) 09

Discussion: 

The SAGE LS came at a late stage of the meeting; also, until CT4 decides on a model, SA3 cannot make any decisions, it was therefore agreed to postpone the two LSs to the next meeting. Vodafone suggested that some initial considerations should be made by SA3. Nokia Siemens Networks stated that there is a danger that there will be no agreement even in Release 11 on UDC datamodel.

Decision: 

The document was postponed to next meeting.



S3-101220
LS on SUPL Authentication for LTE and earlier 3GPP RANs





Source: S2-104425

Discussion: 

It was decided not to reply to the LS for the time being.

Decision: 

The document was replied to in S3-101414.



S3-101414
Reply to: LS on SUPL Authentication for LTE and earlier 3GPP RANs





Source: Deutsche Telekom
Decision: 

The document was approved.



8
Studies

8.1
UTRAN Key Management Enhancements

S3-101243
adding description of MSC+VLR+ to section 4.1.2.2 and 4.2





Source: Huawei, ZTE corporation

Decision: 

The document was approved.



S3-101244
add one assumption to Section 4.2





Source: Huawei, ZTE corporation

Decision: 

The document was approved.



S3-101247
add UE UTRAN KH capability to SMC message





Source: Huawei, ZTE corporation

Decision: 

The document was approved.



S3-101340
Comparisons and Analysis for 3 Solutions





Source: ZTE Corporation,CATR

Decision: 

The document was approved.



S3-101363
UKM: Threat analysis





Source: Ericsson, ST-Ericsson

Decision: 

The document was approved with modifications.



S3-101246
The handling of START and COUNT-I COUNT-C





Source: Huawei, ZTE corporation

Decision: 

The document was revised to S3-101437.



S3-101437
The handling of START and COUNT-I COUNT-C





Source: Huawei, ZTE corporation

(Replaces S3-101246)

Decision: 

The document was approved with modifications.



S3-101248
Key handling for SRNS relocation without UE involvement





Source: Huawei

Decision: 

The document was withdrawn.



S3-101336
Proposal for UTRAN KH solution Interworking with GERAN





Source: ZTE Corporation,CATR,HUAWEI

Decision: 

The document was approved.



S3-101337
Proposal for UTRAN KH solution Interworking with E-UTRAN





Source: ZTE Corporation,CATR,HUAWEI

Decision: 

The document was revised to S3-101438.



S3-101438
Proposal for UTRAN KH solution Interworking with E-UTRAN





Source: ZTE Corporation,CATR,HUAWEI

(Replaces S3-101337)

Decision: 

The document was approved.



S3-101338
Key Handling during general SRNS Relocation for Solution 1





Source: ZTE Corporation,CATR

Decision: 

The document was approved.



S3-101339
Summary of changes to messages for solution 1





Source: ZTE Corporation,CATR,HUAWEI

Decision: 

The document was approved.



S3-101341
Simplified Forward Security based Solution





Source: ZTE Corporation,CATR

Decision: 

The document was revised to S3-101439.



S3-101439
Simplified Forward Security based Solution





Source: ZTE Corporation,CATR

(Replaces S3-101341)

Decision: 

The document was approved.



S3-101330
UKM: Key handling at IDLE to ACTIVE





Source: Ericsson, ST-Ericsson

Discussion: 

Qualcomm suggested that further work on this is necessary. An Editor's Note was agreed on the fact that checking the naming of CK_s IK_s is necessary.

Decision: 

The document was approved with modifications.



S3-101331
UKM: Solution 3 Affected messages





Source: Ericsson, ST-Ericsson

Decision: 

The document was approved.



S3-101245
add a new subclause to clause 5.1.2 and 5.3.2





Source: Huawei, ZTE corporation

Discussion: 

5.3.2.x was decided not to be added.

Decision: 

The document was approved with modifications.



S3-101373
Clause re-numbering in solution 2





Source: Qualcomm Incorporated

Decision: 

The document was approved.



S3-101374
UTRAN/GERAN to E-UTRAN Idle mobility correction for solution 2





Source: Qualcomm Incorporated

Discussion: 

A note was added as proposed by Ericsson.

Decision: 

The document was approved.



S3-101375
Use of mapped EPS security context to create enhanced UTRAN security contexts





Source: Qualcomm Incorporated

Decision: 

The document was approved.



S3-101376
Clarifying the behaviour after AKA run in PS domain for solution 2





Source: Qualcomm Incorporated

Decision: 

The document was approved.



S3-101377
Intra-UTRAN CS procedures for Solution 2





Source: Qualcomm Incorporated

Decision: 

The document was approved.



S3-101378
UTRAN/GERAN interworking procedures for CS in solution 2





Source: Qualcomm Incorporated

Decision: 

The document was approved.



S3-101372
Key Hierarchy update for solution 2





Source: Qualcomm Incorporated

Decision: 

The document was approved.



S3-101452
New version of UKH TR





Source: Ericsson (Rapporteur)

Discussion: 

It was agreed to send the TR for information to SA plenary.

Timeline for the email approval:

26 Nov: first version;

3 Dec: deadline for comments;

8 Dec: final version provided.

Decision: 

The document was sent for email approval.



8.2
Extended Identity Management

No input.
8.3
Extended IMS media plane security features

S3-101268
Items to be clarified for providing media security solutions for IMS conferencing





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



S3-101269
SDES solution for media plane security for IMS conferencing





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



S3-101358
KMS based secure conferencing





Source: Ericsson, ST-Ericsson

Decision: 

The document was approved with modifications.



S3-101318
pCR on TR33.mps - use case update of secure SRVCC





Source: ZTE Corporation

Decision: 

The document was revised to S3-101433.



S3-101433
pCR on TR33.mps - use case update of secure SRVCC





Source: ZTE Corporation

(Replaces S3-101318)

Decision: 

The document was approved with modifications.



S3-101319
pCR on TR33.mps - solutions for secure SRVCC





Source: ZTE Corporation

Decision: 

The document was withdrawn.



S3-101208
Services for User Groups with High Security Requirements





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell

Discussion: 

Alcatel-Lucent confirmed that SA3-LI discussed MIKEY-IBAKE and there are no stopping points, although there are some issues to be solved; BT replied that Y.1 and Y.2 requirements such as perfect forward and backward secrecy prevent from LI support. 

Alcatel-Lucent stated that AT&T co-signs the contribution. BT suggested that US-based regulators have some concerns on the LI support for this solution. Alcatel-Lucent repeated that the latest LS from SA3-LI shows some issues but no showstoppers for the solutions.

It was proposed adding an Editor's Note in Y.1 stating that more detail is needed on the requirements; with this change Y.1 was agreed. Y.2 was agreed. Y.3 was not supported by BT and Ericsson as they had concerns on LI support and was decided not to be added for this meeting.

Decision: 

The document was approved with modifications.



S3-101207
Progress of draft-cakulev-mikey-ibake-03





Source: Alcatel-Lucent

Decision: 

The document was noted.



S3-101293
IMS Secure Messaging





Source: Ericsson, ST-Ericsson

Discussion: 

Z.1.1 was agreed. There were several modifications on the first four bullets of Z.1.2. Alcatel-Lucent suggested the figures with the SIP signaling flows should be corrected; this was agreed.

Decision: 

The document was approved with modifications.



S3-101320
pCR on TR33.mps - use case description of communication diversion





Source: ZTE Corporation

Decision: 

The document was approved.



S3-101323
pCR on TR33.mps - solution of secure communication diversion





Source: ZTE Corporation

Decision: 

The document was approved with modifications.



S3-101446
New version of TR33.mps





Source: Vodafone (Rapporteur)

Decision: 

The document was agreed.



8.4
SSO Applications Security for IMS – based on SIP Digest

S3-101315
Comments to S3-100756 (OpenID-AKA-WID)





Source: Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson

Decision: 

The document was withdrawn.



S3-101295
Application security and SSO in SA3





Source: Ericsson, ST-Ericsson, Rogers Wireless, T-Mobile, Nokia Corporation, Nokia Siemens Networks, AT&T

Decision: 

The document was noted.



S3-101297
Proposed Study on Security aspects of Integration of Single Sign-On (SSO) frameworks with 3GPP networks





Source: Ericsson, ST-Ericsson, Rogers Wireless, T-Mobile, Nokia Corporation, Nokia Siemens Networks, TeliaSonera, AT&T

Decision: 

The document was revised to S3-101420.



S3-101420
Proposed Study on Security aspects of Integration of Single Sign-On (SSO) frameworks with 3GPP networks





Source: Ericsson, ST-Ericsson, Rogers Wireless, T-Mobile, Nokia Corporation, Nokia Siemens Networks, TeliaSonera, AT&T

(Replaces S3-101297)

Discussion: 

Telecom Italia objected to the second bullet as it is unrelated to the SA1 study. Alcatel-Lucent suggested that the SA1 TR contains the exact phrase in the use cases; Ericsson proposed rewording the sentence preceding the list of bullets. Nokia suggested that the list of bullets is not deviating from the SA1 objectives, but has minor changes. Alcatel-Lucent suggested S1-103309, agreed by SA1, contains this formulation; Telecom Italia accepted the bullets.

InterDigital suggested that in S3-101297 in an OpenID scenario the relying party is part of the web-based services; Alcatel-Lucent and Ericsson disagreed. InterDigital suggested that the third bullet concerns this and this topic should be clear. Rogers Wireless suggested that this is of secondary importance for agreeing to the WI. The WI was agreed. Alcatel-Lucent asked for the supporting companies in S3-101303 to be added. NEC supported the WI.

Decision: 

The document was agreed.



S3-101303
Proposal for Study WI on Integration of OpenID with AKA





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, AT&T, Cisco Systems, InterDigital, Rogers, ZTE

Decision: 

The document was withdrawn.



S3-101222
Response to the liaison statement from 3GPP SA 3 Reply to Integration of the OpenID-based authentication with IMS





Source: COM13-LS127

Discussion: 

A reply will be sent stating that cooperation and avoidance of duplication is desired.

Decision: 

The document was replied to in S3-101443.



S3-101443
Reply to: Response to the liaison statement from 3GPP SA 3 Reply to Integration of the OpenID-based authentication with IMS





Source: Ericsson (Vesa)

Decision: 

The document was approved.



S3-101217
Reply LS to 3GPP SA3 on OpenID





Source: OMA-LS_879

Decision: 

The document was replied to in S3-101444.



S3-101444
Reply to: Reply LS to 3GPP SA3 on OpenID





Source: current meeting

Decision: 

The document was approved.



S3-101300
SIP digest SSO and GBA





Source: Ericsson, ST-Ericsson, Rogers Wireless, T-Mobile, Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



S3-101259
Requirements for APP_SSO





Source: China Mobile, Nokia Corporation

Discussion: 

Telecom Italia suggested the second change is not security-related. Nokia proposed adding a clause on general requirements to host this; this was agreed. Orange pointed out that on the first change the SSO server, in practice is the SSO system; Qualcomm suggested replacing "other" with "external"; this was agreed.

Decision: 

The document was approved with modifications.



S3-101265
Interworking with OpenID References and Introduction Corrections





Source: China Mobile, Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson

Discussion: 

Huawei asked whether 29.109 was referenced in 1260 and suggested it should be deleted if there was no reference. It was pointed out that the Zn, Zh interfaces of TS 29.109 were in the figures. Therefore, it was agreed tat if no reference was to be found in the offline check for the Zn, Zh, then one should be added, to avoid having an empty reference.
Decision: 

The document was approved.



S3-101264
Interworking with OpenID Chapter 5.1





Source: China Mobile, Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson

Discussion: 

A correction in the figure is necessary.

Decision: 

The document was approved with modifications.



S3-101274
SSO arch disc





Source: Huawei

Discussion: 

ZTE supported the contribution and mentioned that a similar detailed solution is proposed from ZTE. Nokia disagreed with the changes and believed the previous figure was better. There was no more support; the benefits of the change should be further clarified.

Decision: 

The document was noted.



S3-101261
Interworking with OpenID Chapter 5.5





Source: China Mobile, Nokia Corporation

Discussion: 

Telecom Italia pointed out that the interfaces out of scope are a bit confusing; Nokia agreed that some more clarity is necessary.

Decision: 

The document was approved with modifications.



S3-101260
non-UICC based GBA solution





Source: China Mobile, Nokia Corporation

Discussion: 

It was agreed to add an Editor's Note that it is for further study whether the authentication header should be mandatory.

Decision: 

The document was approved with modifications.



S3-101329
pCR on TR33.9de - A solution of implementing SSO_APS





Source: ZTE Corporation

Discussion: 

Gemalto suggested that the level of security with GBA is different than SIP Digest and proposed correcting 7.1 in that sense; ZTE agreed. It was agreed to add an Editor's Note stating that the two solutions should be aligned or merged at SA3#62.

Decision: 

The document was approved with modifications.



S3-101445
New version of SSO TR





Source: Nokia (Rapporteur)

Discussion: 

Timeline for the email approval:
26 Nov: first version;

3 Dec: deadline for comments;

8 Dec: final version provided.

Decision: 

The document was revised to S3-101453.


S3-101453
New version of SSO TR





Source: Nokia (Rapporteur)

 (Replaces S3-101445)

Decision: 

The document was approved.

8.5
Other Study Areas

S3-101255
Clarification on IMS P2P





Source: China Mobile, Huawei

Decision: 

The document was noted.



S3-101256
IMS P2P security threats





Source: China Mobile, Nokia Corporation, Huawei

Discussion: 

Telecom Italia suggested the contribution is premature as the scope should be first defined. It was decided to note the contribution as more input on the system architecture is needed.

Decision: 

The document was noted.



S3-101257
Peer to Peer Content Provisioning





Source: China Mobile, Nokia Corporation

Discussion: 

Orange suggested the contribution is premature as the scope should be first defined. It was decided to note the contribution as more input on the system architecture is needed.

Decision: 

The document was noted.



S3-101258
Living document





Source: China Mobile

Decision: 

The document was revised to S3-101449.



S3-101449
Living document





Source: China Mobile

(Replaces S3-101258)

Decision: 

The document was agreed.



S3-101327
Discussion paper on IMS P2P





Source: ZTE Corporation

Decision: 

The document was noted.



10
Review and Update of Work Plan 

11
Future Meeting Dates and Venues

S3-101204
SA3 Meeting Calendar





Source: WG Secretary

Discussion: 

Chengdu was confirmed for the April meeting and will be co-hosted by China Mobile and CATT; an invitation will be sent soon.

Decision: 

The document was not addressed.



12
Any Other Business

There was no other business.
13
Close

The SA3 Chairman thanked the European Friends of 3GPP for hosting the meeting; he also thanked the Delegates for their contributions during this busy meeting. The meeting was closed.

Annex A: List of contribution documents

	Document
	Title
	Source
	Decision
	Replaces
	Replaced by

	S3-101200
	Draft Agenda for THIS meeting
	WG Chairman
	approved
	-
	-

	S3-101201
	Report from LAST SA Plenary
	WG Chairman
	noted
	-
	-

	S3-101202
	Report from LAST SA3 Ordinary meeting
	WG Secretary
	approved
	-
	-

	S3-101203
	SA3 Work Plan
	WG Secretary
	noted
	-
	-

	S3-101204
	SA3 Meeting Calendar
	WG Secretary
	not addressed
	-
	-

	S3-101205
	33.102 - Note regarding GERAN security functions, e.g., the usage of Kc128, can be found in the TS 43.020
	Alcatel-Lucent
	revised
	-
	S3-101430

	S3-101206
	pCR to Living Document on Security Aspects of Network Improvements for Machine-Type Communication
	Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, China Mobile
	approved with modifications
	-
	-

	S3-101207
	Progress of draft-cakulev-mikey-ibake-03
	Alcatel-Lucent
	noted
	-
	-

	S3-101208
	Services for User Groups with High Security Requirements
	Alcatel-Lucent, Alcatel-Lucent Shanghai Bell
	approved with modifications
	-
	-

	S3-101209
	CR 33.320 Fixing the Clause 4.2.5.
	Alcatel-Lucent
	revised
	-
	S3-101419

	S3-101210
	LS on Security Issues with Logged MDT
	R2-104210
	replied to
	-
	-

	S3-101211
	LS on Simultaneous registration of a single private ID from different UEs
	C1-103545
	replied to
	-
	-

	S3-101212
	Reply LS on IMS media plane security
	C4-102360
	noted
	-
	-

	S3-101213
	LS on Security for PWS
	S1-102385
	postponed to next meeting
	-
	-

	S3-101214
	Clarification of TS 22.101 requirements for UICC access to IMS
	S1-102397
	noted
	-
	-

	S3-101215
	Reply LS on SMS Router Requirements
	C4-102413
	noted
	-
	-

	S3-101216
	LS on Progress of the Local Call Local Switch Feasibility Study
	C4-102411
	noted
	-
	-

	S3-101217
	Reply LS to 3GPP SA3 on OpenID
	OMA-LS_879
	replied to
	-
	-

	S3-101218
	LS on Release 10 NIMTC Conclusion
	S2-104432
	replied to
	-
	-

	S3-101219
	Reply LS on Simultaneous registration of a single private identity from different UEs
	S2-104382
	replied to
	-
	-

	S3-101220
	LS on SUPL Authentication for LTE and earlier 3GPP RANs
	S2-104425
	replied to
	-
	-

	S3-101221
	LS on new Study Item on Core Network Overload issues
	S2-104444
	replied to
	-
	-

	S3-101222
	Response to the liaison statement from 3GPP SA 3 Reply to Integration of the OpenID-based authentication with IMS
	COM13-LS127
	replied to
	-
	-

	S3-101223
	LS on LI for KMS based IMS media security
	SA3LI10_105r1
	noted
	-
	-

	S3-101224
	Reply LS on LIPA/SIPTO stage 1 clarification
	SA3LI10_104r1
	noted
	-
	-

	S3-101225
	LCLS LI solutions
	SA3LI10_103r1
	noted
	-
	-

	S3-101226
	Liaison statement on X.oacms, Overall aspects of countering messaging spam in mobile networks
	ITU-T SG17 ls147-17
	replied to
	-
	-

	S3-101227
	Response LS on Security and Authentication in UDC
	C4-102710
	postponed to next meeting
	-
	-

	S3-101228
	Reply LS on requirements for handling AS key refresh in relay nodes
	R2-105999
	noted
	-
	-

	S3-101229
	Reply LS on Progress on relay node security
	R2-106000
	replied to
	-
	-

	S3-101230
	Response LS on the security on the direct interface between H(e)NBs
	R3-103111
	replied to
	-
	-

	S3-101231
	33.203 R10 CR: Clarification of GIBA restrictions
	Ericsson, ST-Ericsson
	revised
	-
	S3-101428

	S3-101232
	LS on SACCH Security
	G2-100389
	replied to
	-
	S3-101434

	S3-101233
	33.328 R9 CR: MIKEY-TICKET has been assigned RFC number 6043
	Ericsson, ST-Ericsson
	revised
	-
	S3-101406

	S3-101234
	SIMTC pCR to key issue - Secure Connection
	KPN
	approved with modifications
	-
	-

	S3-101235
	pCR to add key issue - Small Data Transmissions
	KPN
	approved with modifications
	-
	-

	S3-101236
	Solution comparison
	Huawei
	noted
	-
	-

	S3-101237
	OAM security analysis
	Huawei
	approved with modifications
	-
	-

	S3-101238
	Secure Environment Definition
	Huawei, Interdigital
	approved with modifications
	-
	-

	S3-101239
	Platform Validation Definition
	Huawei, Interdigital
	noted
	-
	-

	S3-101240
	Key interaction on Un interface
	Huawei
	approved with modifications
	-
	-

	S3-101241
	CR-33.320-Correction of Figure A.2-R9
	Huawei
	agreed
	-
	-

	S3-101242
	CR-33.320-Correction of Figure A.2-R10
	Huawei
	agreed
	-
	-

	S3-101243
	adding description of MSC+VLR+ to section 4.1.2.2 and 4.2
	Huawei, ZTE corporation
	approved
	-
	-

	S3-101244
	add one assumption to Section 4.2
	Huawei, ZTE corporation
	approved
	-
	-

	S3-101245
	add a new subclause to clause 5.1.2 and 5.3.2
	Huawei, ZTE corporation
	approved with modifications
	-
	-

	S3-101246
	The handling of START and COUNT-I COUNT-C
	Huawei, ZTE corporation
	revised
	-
	S3-101437

	S3-101247
	add UE UTRAN KH capability to SMC message
	Huawei, ZTE corporation
	approved
	-
	-

	S3-101248
	Key handling for SRNS relocation without UE involvement
	Huawei
	withdrawn
	-
	-

	S3-101249
	pCR to Solution 7 enrolment
	China Mobile
	revised
	-
	S3-101410

	S3-101251
	Evaluation
	China Mobile
	noted
	-
	-

	S3-101252
	Relay Solution 7a
	China Mobile
	noted
	-
	-

	S3-101253
	MTC monitoring related threat definition and mitigation requirement
	China Mobile, Alcatel-lucent
	revised
	-
	S3-101442

	S3-101254
	Section 4.1 Editor's Note Resolution
	China Mobile
	postponed to next meeting
	-
	-

	S3-101255
	Clarification on IMS P2P
	China Mobile, Huawei
	noted
	-
	-

	S3-101256
	IMS P2P security threats
	China Mobile, Nokia Corporation, huawei
	noted
	-
	-

	S3-101257
	Peer to Peer Content Provisioning
	China Mobile, Nokia Corporation
	noted
	-
	-

	S3-101258
	Living document
	China Mobile
	revised
	-
	S3-101449

	S3-101259
	Requirements for APP_SSO
	China Mobile, Nokia Corporation
	approved with modifications
	-
	-

	S3-101260
	non-UICC based GBA solution
	China Mobile, Nokia Corporation
	approved with modifications
	-
	-

	S3-101261
	Interworking with OpenID Chapter 5.5
	China Mobile, Nokia Corporation
	approved with modifications
	-
	-

	S3-101263
	Correction of reference in 35.919
	Vodafone
	revised
	-
	S3-101431

	S3-101264
	Interworking with OpenID Chapter 5.1
	China Mobile, Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-101265
	Interworking with OpenID References and Introduction Corrections
	China Mobile, Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson
	approved
	-
	-

	S3-101266
	Correction of reference in 35.216
	Vodafone
	revised
	-
	S3-101432

	S3-101267
	Correction to SDES profile
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-101268
	Items to be clarified for providing media security solutions for IMS conferencing
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-101269
	SDES solution for media plane security for IMS conferencing
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-101270
	Discussion of MDT security
	NTT Docomo
	noted
	-
	-

	S3-101271
	draft reply LS to RAN2 on MDT
	NTT Docomo
	revised
	-
	S3-101401

	S3-101272
	IKE SA handling in tunnel authentication
	Huawei
	 postponed to the next meeting
	-
	-

	S3-101273
	IKE SA handling in tunnel authentication
	Huawei
	postponed to the next meeting
	-
	-

	S3-101274
	SSO arch disc
	Huawei
	noted
	-
	-

	S3-101275
	MTC group based communication scenario
	Huawei, Nokia Corporation, Nokia Siemens Networks, Interdigital, CATT
	noted
	-
	-

	S3-101276
	MTC group based authentication
	Huawei,Interdigital, CATT
	noted
	-
	-

	S3-101277
	MTC Key issue-Time Control
	Huawei, Interdigital
	merged in 1440
	-
	-

	S3-101278
	MTC key issue-overload control
	Huawei,Interdigital, CATT
	revised
	-
	S3-101440

	S3-101279
	Key Issue-APN based Congestion Control
	CATT
	noted
	-
	-

	S3-101280
	Access control requirement
	CATT
	noted
	-
	-

	S3-101281
	Discussion on introduction of new EPS security algorithms
	NEC Corporation
	noted
	-
	-

	S3-101282
	CR - New EPS algorithm taken use in handover from UTRAN to E-UTRAN
	NEC Corporation
	postponed to next meeting
	-
	-

	S3-101284
	SPUCI pCR Requirements
	NEC Corporation
	approved with modifications
	-
	-

	S3-101288
	Relay pCR Relay authentication enhancement
	NEC Corporation
	withdrawn
	-
	-

	S3-101289
	33.203 R11 CR: IPsec Alignment
	Ericsson, ST-Ericsson
	revised
	-
	S3-101429

	S3-101290
	33.234 R11 CR: IPsec Alignment
	Ericsson, ST-Ericsson
	postponed to next meeting
	-
	-

	S3-101291
	33.210 R11 CR: IPsec Alignment
	Ericsson, ST-Ericsson
	merged in 1424
	-
	-

	S3-101292
	Correction of references
	Ericsson, ST-Ericsson
	agreed
	-
	-

	S3-101293
	IMS Secure Messaging
	Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-101294
	Interworking with non-IMS: IETF Work on SIP Peering
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-101295
	Application security and SSO in SA3
	Ericsson, ST-Ericsson, Rogers Wireless, T-Mobile, Nokia Corporation, Nokia Siemens Networks, AT&T
	noted
	-
	-

	S3-101296
	'fatal' MM/GMM/EMM cause values in overload situation
	Nokia Corporation, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-101297
	Proposed Study on Security aspects of Integration of Single Sign-On (SSO) frameworks with 3GPP networks
	Ericsson, ST-Ericsson, Rogers Wireless, T-Mobile, Nokia Corporation, Nokia Siemens Networks, TeliaSonera, AT&T
	revised
	-
	S3-101420

	S3-101299
	Presence Privacy of MTC Devices
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-101300
	SIP digest SSO and GBA
	Ericsson, ST-Ericsson, Rogers Wireless, T-Mobile, Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-101301
	Draft reply LS on Simultaneous registration of a single private identity from different UEs
	Ericsson, ST-Ericsson
	used to formulate the LS reply in 1402
	-
	-

	S3-101302
	Clarification of sharing IMPI across multiple UEs
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-101303
	Proposal for Study WI on Integration of OpenID with AKA
	Alcatel-Lucent, Alcatel-Lucent Shanghai Bell, AT&T, Cisco Systems, InterDigital, Rogers, ZTE
	withdrawn
	-
	-

	S3-101304
	pCR Relay Node: removable UICC
	Gemalto, Sagem-Orga, Nokia Siemens Networks
	approved
	-
	-

	S3-101305
	Correction of reference draft-ietf-dime-mip6-split to point to RFC 5778
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-101306
	Correction of IKEv2 reference to point to TS 33.210
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-101307
	33.102 CRs from September Ad Hoc meeting
	MCC
	agreed
	-
	-

	S3-101308
	33.210 CRs from September Ad Hoc meeting
	MCC
	agreed
	-
	-

	S3-101309
	R10 33.310 CRs from September Ad Hoc meeting
	MCC
	agreed
	-
	-

	S3-101310
	R9 33.310 CRs from September Ad Hoc meeting
	MCC
	agreed
	-
	-

	S3-101311
	R10 33.320 CRs from September Ad Hoc meeting
	MCC
	agreed
	-
	-

	S3-101312
	R9 33.320 CRs from September Ad Hoc meeting
	MCC
	agreed
	-
	-

	S3-101313
	33.401 CRs from September Ad Hoc meeting
	MCC
	agreed
	-
	-

	S3-101314
	Correction of IKEv2 references and usage
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-101424

	S3-101315
	Comments to S3-100756 (OpenID-AKA-WID)
	Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson
	withdrawn
	-
	-

	S3-101316
	Valid certificates
	InterDigital Communications
	approved
	-
	-

	S3-101317
	Removal of Fault Condition Editor's Note
	InterDigital Communications
	approved with modifications
	-
	-

	S3-101318
	pCR on TR33.mps - use case update of secure SRVCC
	ZTE Corporation
	revised
	-
	S3-101433

	S3-101319
	pCR on TR33.mps - solutions for secure SRVCC
	ZTE Corporation
	withdrawn
	-
	-

	S3-101320
	pCR on TR33.mps - use case description of communication diversion
	ZTE Corporation
	approved
	-
	-

	S3-101321
	TR 33.868 Skeleton
	Samsung, NEC Corporation
	approved with modifications
	-
	-

	S3-101322
	TR 33.868 Scope
	Samsung, NEC Corporation
	approved
	-
	-

	S3-101323
	pCR on TR33.mps - solution of secure communication diversion
	ZTE Corporation
	approved with modifications
	-
	-

	S3-101324
	pCR to MTC device triggering
	ZTE Corporation,China Unicom
	noted
	-
	-

	S3-101325
	LIPA Security
	Samsung, Verizon Wireless, InterDigital Communications, NEC Corporation, Nokia, Nokia Siemens Networks
	revised
	-
	S3-101416

	S3-101326
	Proposed WID for Relay node security in SA3
	China Mobile, Ericsson, Orange, ST-Ericsson
	revised
	-
	S3-101403

	S3-101327
	Discussion paper on IMS P2P
	ZTE Corporation
	noted
	-
	-

	S3-101328
	Solution 9: integrity protection done by PDCP
	Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-101329
	pCR on TR33.9de - A solution of implementing SSO_APS
	ZTE Corporation
	approved with modifications
	-
	-

	S3-101330
	UKM: Key handling at IDLE to ACTIVE
	Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-101331
	UKM: Solution 3 Affected messages
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-101332
	H(e)NB Authentication using PANA
	Samsung
	noted
	-
	-

	S3-101333
	About the definition of the UE authentication
	ZTE Corporation
	noted
	-
	-

	S3-101334
	NIMTC General security requirements
	ZTE Corporation
	noted
	-
	-

	S3-101335
	pCR about the relationship between the MTC Device and MTC Group in system architecture for MTC
	ZTE Corporation
	noted
	-
	-

	S3-101336
	Proposal for UTRAN KH solution Interworking with GERAN
	ZTE Corporation,CATR,HUAWEI
	approved
	-
	-

	S3-101337
	Proposal for UTRAN KH solution Interworking with E-UTRAN
	ZTE Corporation,CATR,HUAWEI
	revised
	-
	S3-101438

	S3-101338
	Key Handling during general SRNS Relocation for Solution 1
	ZTE Corporation,CATR
	approved
	-
	-

	S3-101339
	Summary of changes to messages for solution 1
	ZTE Corporation,CATR,HUAWEI
	approved
	-
	-

	S3-101340
	Comparisons and Analysis for 3 Solutions
	ZTE Corporation,CATR
	approved
	-
	-

	S3-101341
	Simplified Forward Security based Solution
	ZTE Corporation,CATR
	revised
	-
	S3-101439

	S3-101342
	pCR_Disscussion on the security requirements between MME and DeNB
	ZTE Corporation
	noted
	-
	-

	S3-101343
	pCR_Supplement of the security requirements between MME and DeNB
	ZTE Corporation
	revised
	-
	S3-101405

	S3-101344
	Analysis of Solution 8
	Orange, ZTE Corporation
	approved
	-
	-

	S3-101345
	Further requirement on RN platform
	ZTE Corporation
	noted
	-
	-

	S3-101346
	Observations on integrity protection over Un
	ZTE Corporation
	noted
	-
	-

	S3-101347
	The independent RN management authentication
	ZTE Corporation
	noted
	-
	-

	S3-101348
	H(e)NB correction (rel-9)
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-101349
	H(e)NB correction (rel-10)
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-101350
	Draft reply-LS on shared-IMPI
	Orange
	used to formulate the LS reply in 1402
	-
	-

	S3-101351
	Operator SPIT/UC interworking and source identification
	Nokia Corporation, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-101352
	Overview of updated solutions 4 and 11 for relay node security
	Gemalto, Nokia Siemens Networks, Sagem Orga  
	noted
	-
	-

	S3-101353
	Relay node security profiles 4A and 11A
	Gemalto, Nokia Siemens Networks, Sagem Orga  
	noted
	-
	-

	S3-101354
	Relay node security profiles 4B and 11B
	Gemalto, Nokia Siemens Networks, Sagem Orga  
	noted
	-
	-

	S3-101355
	Overview of Secure Channel for solutions 4 and 11 (relay node security) and other UICC related topics
	Gemalto, Nokia Siemens Networks, Sagem Orga  
	noted
	-
	-

	S3-101356
	Usage of OCSP for certificate validation
	Gemalto, Nokia Siemens Networks, Sagem Orga  
	noted
	-
	-

	S3-101357
	Relay Node Security: Solution 11 - General Description
	Gemalto, Nokia Siemens Networks, Sagem Orga  
	approved
	-
	-

	S3-101358
	KMS based secure conferencing
	Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-101359
	Relay Node Security: Profile 11A of Solution 11
	Gemalto, Nokia Siemens Networks, Sagem Orga  
	revised
	-
	S3-101408

	S3-101360
	Relay Node Security: Profile 11B of Solution 11
	Gemalto, Nokia Siemens Networks, Sagem Orga  
	approved
	-
	-

	S3-101361
	Relay Node Security: Solution 4 - General Description
	Gemalto, Nokia Siemens Networks, Sagem Orga  
	approved
	-
	-

	S3-101362
	On solution 9 and NAS signalling
	Ericsson, ST-Ericsson
	revised
	-
	S3-101411

	S3-101363
	UKM: Threat analysis
	Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-101364
	Relay Node Security: Profile 4A of Solution 4
	Gemalto, Nokia Siemens Networks, Sagem Orga  
	revised
	-
	S3-101409

	S3-101365
	Relay Node Security: Profile 4B of Solution 4
	Gemalto, Nokia Siemens Networks, Sagem Orga  
	approved
	-
	-

	S3-101366
	On two time pad for solution 9
	Ericsson, ST-Ericsson
	revised
	-
	S3-101412

	S3-101367
	Enhanced Security support for DS-MIPv6
	Qualcomm Incorporated
	revised
	-
	S3-101418

	S3-101368
	On solution 11
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-101369
	Relay Node Security: Countermeasures against new attack described in S3-101111 (traffic re-direction by TEID modification)
	Nokia Siemens Networks
	noted
	-
	-

	S3-101370
	On solution 12
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-101371
	Comparison of relay security solutions
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-101372
	Key Hierarchy update for solution 2
	Qualcomm Incorporated
	approved
	-
	-

	S3-101373
	Clause re-numbering in solution 2
	Qualcomm Incorporated
	approved
	-
	-

	S3-101374
	UTRAN/GERAN to E-UTRAN Idle mobility correction for solution 2
	Qualcomm Incorporated
	approved
	-
	-

	S3-101375
	Use of mapped EPS security context to create enhanced UTRAN security contexts
	Qualcomm Incorporated
	approved
	-
	-

	S3-101376
	Clarifying the behaviour after AKA run in PS domain for solution 2
	Qualcomm Incorporated
	approved
	-
	-

	S3-101377
	Intra-UTRAN CS procedures for Solution 2
	Qualcomm Incorporated
	approved
	-
	-

	S3-101378
	UTRAN/GERAN interworking procedures for CS in solution 2
	Qualcomm Incorporated
	approved
	-
	-

	S3-101379
	Updating some details in solution 5
	Qualcomm Incorporated
	approved
	-
	-

	S3-101380
	Comparison of the complexity of the proposed Relay Solutions
	Qualcomm Incorporated
	noted
	-
	-

	S3-101381
	Comments on NAS security in solution 9
	Qualcomm Incorporated
	noted
	-
	-

	S3-101382
	LIPA IP Address
	Huawei Technologies
	merged in 1416
	-
	-

	S3-101383
	Report from September ad hoc meeting
	MCC
	approved
	-
	-

	S3-101384
	SPUCI pCR Score Definition - was S3-101283
	NEC Corporation, KDDI
	approved
	-
	-

	S3-101385
	SPUCI pCR Description of PUCI Function Invocation - was S3-101285
	NEC Corporation, KDDI
	approved with modifications
	-
	-

	S3-101386
	SPUCI pCR IMR Compatibility with IMS Centralized Services, SRVCC, and Service Continuity - was S3-101286
	NEC Corporation, KDDI
	approved with modifications
	-
	-

	S3-101387
	SPUCI pCR High-Level PUCI Architecture - was S3-101287
	NEC Corporation, KDDI
	revised
	-
	S3-101427

	S3-101388
	Status of MDT Stage 2 Design in RAN2
	R2-106025
	replied to
	-
	-

	S3-101389
	Shared IMPI in IMS, comments on CR in S3-101302
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-101390
	Shared IMPI in IMS, comments on draft LSs in S3-101301 and S3-101350
	Nokia Corporation, Nokia Siemens Networks
	used to formulate the LS reply in 1402
	-
	-

	S3-101391
	Comments on S3-101368 ''On solution 11''
	Nokia Siemens Networks
	noted
	-
	-

	S3-101392
	Comments to S3-101272: IKE SA handling in tunnel authentication
	Ericsson, ST-Ericsson
	 postponed to the next meeting
	-
	-

	S3-101393
	Comments to S3-101273: IKE SA handling in tunnel authentication
	Ericsson, ST-Ericsson
	postponed to the next meeting
	-
	-

	S3-101394
	LS to SA3 on requirements for handling emergency calls in relay node
	S1-103329
	noted
	-
	-

	S3-101395
	LS to CT1, SA3 and CT6 on restriction of USIM to specific ME/MTC Devices
	S1-103315
	replied to
	-
	-

	S3-101396
	LS to SA2, CT1 (Cc RAN2, SA3) on MTC indicators and configuration options
	S1-103320
	noted
	-
	-

	S3-101397
	Reply to RAN3: Response LS on the security on the direct interface between H(e)NBs
	Huawei (Marcus)
	approved
	-
	-

	S3-101398
	New version of Draft SIMTC living document
	Samsung (Rajvel)
	agreed
	-
	-

	S3-101399
	Reply to: LS on Release 10 NIMTC Conclusion
	Nokia (Dajiang)
	approved
	-
	-

	S3-101400
	Reply to: LS on new Study Item on Core Network Overload issues
	Vodafone (Peter)
	approved
	-
	-

	S3-101401
	Reply to: Status of MDT Stage 2 Design in RAN2
	NTT Docomo (Alf)
	revised
	-
	S3-101422

	S3-101402
	Reply to: Reply LS on Simultaneous registration of a single private identity from different UEs
	SA3
	approved
	-
	-

	S3-101403
	Proposed WID for Relay node security in SA3
	China Mobile, Ericsson, Orange, ST-Ericsson
	agreed
	S3-101326
	-

	S3-101404
	New version of Relay Node Security TR
	Qualcomm (Rapporteur)
	sent for email approval
	-
	-

	S3-101405
	pCR_Supplement of the security requirements between MME and DeNB
	ZTE Corporation
	approved
	S3-101343
	-

	S3-101406
	33.328 R9 CR: MIKEY-TICKET has been assigned RFC number 6043
	Ericsson, ST-Ericsson
	agreed
	S3-101233
	-

	S3-101407
	Reply LS on Network Provided Cell-ID
	SA3LI10_166r1
	noted
	-
	-

	S3-101408
	Relay Node Security: Profile 11A of Solution 11
	Gemalto, Nokia Siemens Networks, Sagem Orga  
	approved
	S3-101359
	-

	S3-101409
	Relay Node Security: Profile 4A of Solution 4
	Gemalto, Nokia Siemens Networks, Sagem Orga  
	approved
	S3-101364
	-

	S3-101410
	Relay Solution 7a
	China Mobile
	approved with modifications
	S3-101249
	-

	S3-101411
	On solution 9 and NAS signalling
	Ericsson, ST-Ericsson
	approved
	S3-101362
	-

	S3-101412
	On two time pad for solution 9
	Ericsson, ST-Ericsson
	approved
	S3-101366
	-

	S3-101413
	Encryption algorithms for UDC
	SAGE (10) 09
	postponed to next meeting
	-
	-

	S3-101414
	Reply to: LS on SUPL Authentication for LTE and earlier 3GPP RANs
	Deutsche Telekom
	approved
	-
	-

	S3-101415
	Reply LS on Progress on relay node security
	C1-104897
	noted
	-
	-

	S3-101416
	LIPA Security
	Samsung, Verizon Wireless, InterDigital Communications, NEC Corporation, Nokia, Nokia Siemens Networks
	revised
	S3-101325
	S3-101421

	S3-101417
	Reply to: Reply LS on Progress on relay node security
	NTT Docomo (Alf)
	approved
	-
	-

	S3-101418
	Enhanced Security support for DS-MIPv6
	Qualcomm Incorporated
	agreed
	S3-101367
	-

	S3-101419
	CR 33.320 Fixing the Clause 4.2.5.
	Alcatel-Lucent
	agreed
	S3-101209
	-

	S3-101420
	Proposed Study on Security aspects of Integration of Single Sign-On (SSO) frameworks with 3GPP networks
	Ericsson, ST-Ericsson, Rogers Wireless, T-Mobile, Nokia Corporation, Nokia Siemens Networks, TeliaSonera, AT&T
	agreed
	S3-101297
	-

	S3-101421
	LIPA Security
	Samsung, Verizon Wireless, InterDigital Communications, NEC Corporation, Nokia, Nokia Siemens Networks, Huawei
	agreed
	S3-101416
	-

	S3-101422
	Reply to: Status of MDT Stage 2 Design in RAN2
	NTT Docomo (Alf)
	approved
	S3-101401
	-

	S3-101423
	Comparison of solutions
	Ericsson
	withdrawn
	-
	-

	S3-101424
	Correction of IKEv2 references and usage
	Nokia Corporation, Nokia Siemens Networks, , Ericsson, ST-Ericsson
	agreed
	S3-101314
	-

	S3-101425
	Reply to: Liaison statement on X.oacms, Overall aspects of countering messaging spam in mobile networks
	current meeting
	sent for email approval
	-
	-

	S3-101426
	New version of draft SPUCI TR
	NEC (Rapporteur)
	agreed
	-
	-

	S3-101427
	SPUCI pCR High-Level PUCI Architecture - was S3-101287
	NEC Corporation, KDDI
	approved
	S3-101387
	-

	S3-101428
	33.203 R10 CR: Clarification of GIBA restrictions
	Ericsson, ST-Ericsson
	agreed
	S3-101231
	-

	S3-101429
	33.203 R11 CR: IPsec Alignment
	Ericsson, ST-Ericsson
	agreed
	S3-101289
	-

	S3-101430
	33.102 - Note regarding GERAN security functions, e.g., the usage of Kc128, can be found in the TS 43.020
	Alcatel-Lucent
	agreed
	S3-101205
	-

	S3-101431
	Correction of reference in 35.919
	Vodafone
	agreed
	S3-101263
	-

	S3-101432
	Correction of reference in 35.216
	Vodafone
	agreed
	S3-101266
	-

	S3-101433
	pCR on TR33.mps - use case update of secure SRVCC
	ZTE Corporation
	approved with modifications
	S3-101318
	-

	S3-101434
	Reply to: LS on SACCH Security
	Nokia (Silke)
	approved
	-
	-

	S3-101435
	Reply to: LS to CT1, SA3 and CT6 on restriction of USIM to specific ME/MTC Devices
	Huawei (Lydia)
	approved
	-
	-

	S3-101436
	Draft TR SIMTC 
	Samsung (Rajvel)
	sent for email approval
	-
	-

	S3-101437
	The handling of START and COUNT-I COUNT-C
	Huawei, ZTE corporation
	approved with modifications
	S3-101246
	-

	S3-101438
	Proposal for UTRAN KH solution Interworking with E-UTRAN
	ZTE Corporation,CATR,HUAWEI
	approved
	S3-101337
	-

	S3-101439
	Simplified Forward Security based Solution
	ZTE Corporation,CATR
	approved
	S3-101341
	-

	S3-101440
	MTC key issue-overload control
	Huawei,Interdigital, CATT
	approved
	S3-101278
	-

	S3-101441
	LS to SA2 on MTC issues
	Huawei (Lydia)
	approved
	-
	-

	S3-101442
	MTC monitoring related threat definition and mitigation requirement
	China Mobile, Alcatel-lucent
	approved
	S3-101253
	-

	S3-101443
	Reply to: Response to the liaison statement from 3GPP SA 3 Reply to Integration of the OpenID-based authentication with IMS
	Ericsson (Vesa)
	approved
	-
	-

	S3-101444
	Reply to: Reply LS to 3GPP SA3 on OpenID
	current meeting
	approved
	-
	-

	S3-101445
	New version of SSO TR
	Nokia (Rapporteur)
	revised
	-
	S3-10453

	S3-101446
	New version of TR33.mps
	Vodafone (Rapporteur)
	agreed
	-
	-

	S3-101447
	Reply LS on Progress on relay node security
	C6-100586
	noted
	-
	-

	S3-101448
	LS to RAN3 on Hosting Party Module for H(e)NB
	C6-100633
	postponed
	-
	-

	S3-101449
	Living document
	China Mobile
	agreed
	S3-101258
	-

	S3-101450
	LS to 3GPP SA1 on Hosting Party application in UICC
	C6-100634
	postponed
	-
	-

	S3-101451
	Reply LS on relay node security
	R2-106913
	noted
	-
	-

	S3-101452
	New version of UKH TR
	Ericsson (Rapporteur)
	sent for email approval
	-
	-

	S3-101453
	New version of SSO TR
	Nokia (Rapporteur)
	approved
	S3-101445
	-
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	S3-101205
	33.102 - Note regarding GERAN security functions, e.g., the usage of Kc128, can be found in the TS 43.020
	Alcatel-Lucent
	-
	-
	-
	-
	-
	-
	revised

	S3-101209
	CR 33.320 Fixing the Clause 4.2.5.
	Alcatel-Lucent
	-
	-
	-
	-
	-
	-
	revised

	S3-101231
	33.203 R10 CR: Clarification of GIBA restrictions
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	revised

	S3-101233
	33.328 R9 CR: MIKEY-TICKET has been assigned RFC number 6043
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	revised

	S3-101241
	CR-33.320-Correction of Figure A.2-R9
	Huawei
	-
	-
	-
	-
	-
	-
	agreed

	S3-101242
	CR-33.320-Correction of Figure A.2-R10
	Huawei
	-
	-
	-
	-
	-
	-
	agreed

	S3-101254
	Section 4.1 Editor's Note Resolution
	China Mobile
	-
	-
	-
	-
	-
	-
	postponed to next meeting

	S3-101263
	Correction of reference in 35.919
	Vodafone
	-
	-
	-
	-
	-
	-
	revised

	S3-101266
	Correction of reference in 35.216
	Vodafone
	-
	-
	-
	-
	-
	-
	revised

	S3-101267
	Correction to SDES profile
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-101272
	IKE SA handling in tunnel authentication
	Huawei
	-
	-
	-
	-
	-
	-
	 postponed to the next meeting

	S3-101273
	IKE SA handling in tunnel authentication
	Huawei
	-
	-
	-
	-
	-
	-
	postponed to the next meeting

	S3-101282
	CR - New EPS algorithm taken use in handover from UTRAN to E-UTRAN
	NEC Corporation
	-
	-
	-
	-
	-
	-
	postponed to next meeting

	S3-101289
	33.203 R11 CR: IPsec Alignment
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	revised

	S3-101290
	33.234 R11 CR: IPsec Alignment
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	postponed to next meeting

	S3-101291
	33.210 R11 CR: IPsec Alignment
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	merged in 1424

	S3-101292
	Correction of references
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	agreed

	S3-101302
	Clarification of sharing IMPI across multiple UEs
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	noted

	S3-101305
	Correction of reference draft-ietf-dime-mip6-split to point to RFC 5778
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-101306
	Correction of IKEv2 reference to point to TS 33.210
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-101307
	33.102 CRs from September Ad Hoc meeting
	MCC
	-
	-
	-
	-
	-
	-
	agreed

	S3-101308
	33.210 CRs from September Ad Hoc meeting
	MCC
	-
	-
	-
	-
	-
	-
	agreed

	S3-101309
	R10 33.310 CRs from September Ad Hoc meeting
	MCC
	-
	-
	-
	-
	-
	-
	agreed

	S3-101310
	R9 33.310 CRs from September Ad Hoc meeting
	MCC
	-
	-
	-
	-
	-
	-
	agreed

	S3-101311
	R10 33.320 CRs from September Ad Hoc meeting
	MCC
	-
	-
	-
	-
	-
	-
	agreed

	S3-101312
	R9 33.320 CRs from September Ad Hoc meeting
	MCC
	-
	-
	-
	-
	-
	-
	agreed

	S3-101313
	33.401 CRs from September Ad Hoc meeting
	MCC
	-
	-
	-
	-
	-
	-
	agreed

	S3-101314
	Correction of IKEv2 references and usage
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	revised

	S3-101325
	LIPA Security
	Samsung, Verizon Wireless, InterDigital Communications, NEC Corporation, Nokia, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	revised

	S3-101348
	H(e)NB correction (rel-9)
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-101349
	H(e)NB correction (rel-10)
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-101367
	Enhanced Security support for DS-MIPv6
	Qualcomm Incorporated
	-
	-
	-
	-
	-
	-
	revised

	S3-101382
	LIPA IP Address
	Huawei Technologies
	-
	-
	-
	-
	-
	-
	merged in 1416

	S3-101406
	33.328 R9 CR: MIKEY-TICKET has been assigned RFC number 6043
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	agreed

	S3-101416
	LIPA Security
	Samsung, Verizon Wireless, InterDigital Communications, NEC Corporation, Nokia, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	revised

	S3-101418
	Enhanced Security support for DS-MIPv6
	Qualcomm Incorporated
	-
	-
	-
	-
	-
	-
	agreed

	S3-101419
	CR 33.320 Fixing the Clause 4.2.5.
	Alcatel-Lucent
	-
	-
	-
	-
	-
	-
	agreed

	S3-101421
	LIPA Security
	Samsung, Verizon Wireless, InterDigital Communications, NEC Corporation, Nokia, Nokia Siemens Networks, Huawei
	-
	-
	-
	-
	-
	-
	agreed

	S3-101424
	Correction of IKEv2 references and usage
	Nokia Corporation, Nokia Siemens Networks
	-
	-
	-
	-
	-
	-
	agreed

	S3-101428
	33.203 R10 CR: Clarification of GIBA restrictions
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	agreed

	S3-101429
	33.203 R11 CR: IPsec Alignment
	Ericsson, ST-Ericsson
	-
	-
	-
	-
	-
	-
	agreed

	S3-101430
	33.102 - Note regarding GERAN security functions, e.g., the usage of Kc128, can be found in the TS 43.020
	Alcatel-Lucent
	-
	-
	-
	-
	-
	-
	agreed

	S3-101431
	Correction of reference in 35.919
	Vodafone
	-
	-
	-
	-
	-
	-
	agreed

	S3-101432
	Correction of reference in 35.216
	Vodafone
	-
	-
	-
	-
	-
	-
	agreed


Annex C: Lists of liaisons

C1: Incoming liaison statements

	Document
	Title
	From
	Decision
	Reply in

	S3-101210
	LS on Security Issues with Logged MDT
	R2-104210
	replied to
	

	S3-101211
	LS on Simultaneous registration of a single private ID from different UEs
	C1-103545
	replied to
	

	S3-101212
	Reply LS on IMS media plane security
	C4-102360
	noted
	

	S3-101213
	LS on Security for PWS
	S1-102385
	postponed to next meeting
	

	S3-101214
	Clarification of TS 22.101 requirements for UICC access to IMS
	S1-102397
	noted
	

	S3-101215
	Reply LS on SMS Router Requirements
	C4-102413
	noted
	

	S3-101216
	LS on Progress of the Local Call Local Switch Feasibility Study
	C4-102411
	noted
	

	S3-101217
	Reply LS to 3GPP SA3 on OpenID
	OMA-LS_879
	replied to
	S3-101444

	S3-101218
	LS on Release 10 NIMTC Conclusion
	S2-104432
	replied to
	S3-101399

	S3-101219
	Reply LS on Simultaneous registration of a single private identity from different UEs
	S2-104382
	replied to
	S3-101402

	S3-101220
	LS on SUPL Authentication for LTE and earlier 3GPP RANs
	S2-104425
	replied to
	S3-101414

	S3-101221
	LS on new Study Item on Core Network Overload issues
	S2-104444
	replied to
	S3-101400

	S3-101222
	Response to the liaison statement from 3GPP SA 3 Reply to Integration of the OpenID-based authentication with IMS
	COM13-LS127
	replied to
	S3-101443

	S3-101223
	LS on LI for KMS based IMS media security
	SA3LI10_105r1
	noted
	

	S3-101224
	Reply LS on LIPA/SIPTO stage 1 clarification
	SA3LI10_104r1
	noted
	

	S3-101225
	LCLS LI solutions
	SA3LI10_103r1
	noted
	

	S3-101226
	Liaison statement on X.oacms, Overall aspects of countering messaging spam in mobile networks
	ITU-T SG17 ls147-17
	replied to
	S3-101425

	S3-101227
	Response LS on Security and Authentication in UDC
	C4-102710
	postponed to next meeting
	

	S3-101228
	Reply LS on requirements for handling AS key refresh in relay nodes
	R2-105999
	noted
	

	S3-101229
	Reply LS on Progress on relay node security
	R2-106000
	replied to
	S3-101417

	S3-101230
	Response LS on the security on the direct interface between H(e)NBs
	R3-103111
	replied to
	S3-101397

	S3-101232
	LS on SACCH Security
	G2-100389
	replied to
	S3-101434

	S3-101388
	Status of MDT Stage 2 Design in RAN2
	R2-106025
	replied to
	S3-101401

	S3-101388
	Status of MDT Stage 2 Design in RAN2
	R2-106025
	replied to
	S3-101422

	S3-101394
	LS to SA3 on requirements for handling emergency calls in relay node
	S1-103329
	noted
	

	S3-101395
	LS to CT1, SA3 and CT6 on restriction of USIM to specific ME/MTC Devices
	S1-103315
	replied to
	S3-101435

	S3-101396
	LS to SA2, CT1 (Cc RAN2, SA3) on MTC indicators and configuration options
	S1-103320
	noted
	

	S3-101407
	Reply LS on Network Provided Cell-ID
	SA3LI10_166r1
	noted
	

	S3-101413
	Encryption algorithms for UDC
	SAGE (10) 09
	postponed to next meeting
	

	S3-101415
	Reply LS on Progress on relay node security
	C1-104897
	noted
	

	S3-101447
	Reply LS on Progress on relay node security
	C6-100586
	noted
	

	S3-101448
	LS to RAN3 on Hosting Party Module for H(e)NB
	C6-100633
	postponed
	

	S3-101450
	LS to 3GPP SA1 on Hosting Party application in UICC
	C6-100634
	postponed
	

	S3-101451
	Reply LS on relay node security
	R2-106913
	noted
	


C2: Outgoing liaison statements

	Document
	Title
	To
	Cc
	reply to i/c LS

	S3-101397
	Reply to RAN3: Response LS on the security on the direct interface between H(e)NBs
	R3-103111
	-
	S3-101230

	S3-101399
	Reply to: LS on Release 10 NIMTC Conclusion
	S2-104432
	-
	S3-101218

	S3-101400
	Reply to: LS on new Study Item on Core Network Overload issues
	S2-104444
	-
	S3-101221

	S3-101402
	Reply to: Reply LS on Simultaneous registration of a single private identity from different UEs
	S2-104382
	-
	S3-101219

	S3-101414
	Reply to: LS on SUPL Authentication for LTE and earlier 3GPP RANs
	S2-104425
	-
	S3-101220

	S3-101417
	Reply to: Reply LS on Progress on relay node security
	RAN2, RAN3, RAN1
	-
	S3-101229

	S3-101422
	Reply to: Status of MDT Stage 2 Design in RAN2
	R2-106025
	-
	S3-101388

	S3-101434
	Reply to: LS on SACCH Security
	G2-100389
	-
	S3-101232

	S3-101435
	Reply to: LS to CT1, SA3 and CT6 on restriction of USIM to specific ME/MTC Devices
	S1-103315
	-
	S3-101395

	S3-101441
	LS to SA2 on MTC issues
	-
	-
	

	S3-101443
	Reply to: Response to the liaison statement from 3GPP SA 3 Reply to Integration of the OpenID-based authentication with IMS
	COM13-LS127
	-
	S3-101222

	S3-101444
	Reply to: Reply LS to 3GPP SA3 on OpenID
	OMA-LS_879
	-
	S3-101217


C3: Outgoing liaison statements under email approval

	Tdoc
	Title
	Agenda
	ReplyTo

	S3-101425
	Reply to: Liaison statement on X.oacms, Overall aspects of countering messaging spam in mobile networks
	7.1.2
	S3-101226


Annex D: List of agreed/approved new and revised Work Items
The following WI description was agreed and will be sent to SA#50 for approval.
	Document
	Title
	Source
	new/revised

	S3-101403
	Proposed WID for Relay node security in SA3
	China Mobile, Ericsson, Orange, ST-Ericsson
	new WID

	S3-101420
	Proposed Study on Security aspects of Integration of Single Sign-On (SSO) frameworks with 3GPP networks
	Ericsson, ST-Ericsson, Rogers Wireless, T-Mobile, Nokia Corporation, Nokia Siemens Networks, TeliaSonera, AT&T
	new WID


Annex E: List of draft Technical Specifications and Reports

The following Technical Reports will be sent to SA#50 for Information.

	Document
	Spec
	vers
	Doc title

	S3-101404
	-
	..
	New version of Relay Node Security TR

	S3-101452
	-
	..
	New version of UKH TR


Annex F: List of action items

	Meeting/Number
	Agenda item
	Document
	Details
	Responsible

	S3-61/1
	4
	S3-101201
	provide SA3 ToR update
	Chairman and Secretary

	S3-61/2
	7.7.1
	S3-101281
	Terminal vendors should identify whether the following claim in S3-101281 is valid: “A legacy UE will ignore the field with new algorithm and work as usual.
	Terminal vendors
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