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1
Opening of the Meeting

The SA3 Chairman, Bengt Sahlin of Ericsson opened the SA3#62 meeting, hosted by the European Friends of 3GPP at Ljubljana, Slovenia. Adrian Escott, of Qualcomm, welcomed the Delegates on behalf of EF3 and gave the practicalities.

2
Approval of Agenda and Meeting Objectives

S3-110001
Draft Agenda for THIS meeting





Source: WG Chairman

Discussion: 

The Chairman presented the agenda and the objectives for the meeting. The presentation time for the meeting was agreed to be of three minutes per contribution.

Decision: 

The document was approved.



3
IPR Reminder

The attention of the delegates to the meeting of the SA3 Working Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

-
to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

-
to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Information Statement and the Licensing declaration forms.

4
Meeting Reports

S3-110003
Report from LAST SA3 Ordinary meeting





Source: WG Secretary

Discussion: 

There were no comments. The action items in the report have been addressed and the action items are closed (input to the present meeting has been produced).

Decision: 

The document was approved.



S3-110002
Report from LAST SA Plenary





Source: WG Chairman

Discussion: 

The Chairman presented the report from SA Plenary.
The new rule introduced by the Plenary on subclauses was discussed and illustrated. 

The Chairman reminded that SA3 should produce an informative LS at the present meeting, on the progress on the subject of Relay Nodes.

On MTC, it was suggested to continue working on SA1 requirements and also on the SA2 work; Nokia Siemens Networks suggested that as the work of SA3 is following SA2, it should be avoided following SA1 guidance for the time being. The Chairman suggested that it this is a logical suggestion, a decision should be taken when discussing the single documents; Ericsson suggested that SA1 work goes beyond SIMs.

The Chairman suggested that, as the Secretary pointed out, a generic WI on security for each Release could be created; it was agreed to create such a generic work item for Release 11; MCC will take this action.

ACTION:
Create a generic security-related WI for R11

(action on: MCC)

Decision: 

The document was noted.



5
Items for early consideration

6
Reports and Liaisons from other Groups

SA3-LI:

The next meeting is in Venice on the following week. The CRs created at the meeting will be circulated on the SA3 as usual.

IETF:

No input.

SAGE:

Rolf Blom pointed out there are two incoming LSs from SAGE on ZUC.

GSMA SG:

No input, as Charles Brookson does not participate in SA3 from this meeting onwards; it was proposed that some Delegate could act as a Liaison Officer in the future.

3GPP2:

No input.

OMA:

No input.

TCG:

Silke Holtmanss gave an update.

TCG published their FAQ in November 2010.

TCG is currently working on the Use cases MTM2.0 which cover a broad area, including financial applications, health, automotive, strong identity, and many more.
S3-110171
Thank you to all at SA3





Source: Charles Brookson, Chairman GSMA SG

Discussion: 

The SA3 Chairman presented the document on behalf of Charles Brookson. SA3 wishes the best to Charles and thanks him for years numerous years of contribution to SA3.

Decision: 

The document was noted.



7
Work Areas

7.1
IP Multimedia Subsystem (IMS)

7.1.1
Media Plane Security

S3-110126
Draft reply LS on LI for KMS based IMS media security





Source: Ericsson, ST-Ericsson

Discussion: 

BT asked changing the "should" to "shall"; this was agreed. Some further minor editorials had to be applied.

Decision: 

The document was revised to S3-110190.



S3-110190
Draft reply LS on LI for KMS based IMS media security





Source: Ericsson, ST-Ericsson

(Replaces S3-110126)

Decision: 

The document was approved.



7.1.2
Specification of Protection against Unsolicited Communications in IMS (SPUCI)

S3-110011
Liaison response to 3GPP SA WG3 on X.oacms, Overall aspects of countering messaging spam in mobile networks





Source: ITU-T ls0168-17

Discussion: 

Delegates were encouraged to take into account the latest version of the document.

Decision: 

The document was noted.



S3-110103
Description of PUCI Information Type and Structure





Source: NEC Corporation

Discussion: 

In UC score: Nokia Siemens Networks proposed an Editor's Note on the fact that bilateral cases need FFS; this was agreed. Nokia Siemens Networks suggested that B2B UAs can create problems with headers; it was agreed to insert an Editor's Note on this topic as well.

NTT Docomo suggested adding an Editor's Note that UC score should be augmented by information; this was agreed.

It was agreed that more details on how the Gm interface is impacted would be welcome.

Decision: 

The document was approved with modifications.



S3-110104
Description of PUCI Information Signalling





Source: NEC Corporation

Discussion: 

Nokia suggested an inconsistency between step 7 and step 8. A new version would be discussed in the next meeting.

Decision: 

The document was noted.



S3-110106
Description of PUCI Function Communication





Source: NEC Corporation

Discussion: 

It was decided that as the contribution related to S3-110104, a new version would be discussed in the next meeting.

Decision: 

The document was noted.



S3-110108
Description of PUCI User Notification





Source: NEC Corporation

Discussion: 

Nokia Siemens Networks suggested adding that the notification is limited to IMS and providing an example. 

NEC suggested a rewording, which was agreed.

Decision: 

The document was approved with modifications.



S3-110113
pCR on Operator SPIT/UC interworking and source identification





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

A rewording was proposed by Nokia Siemens Networks; this was agreed ("this domain is not supported by identity").

Decision: 

The document was approved with modifications.



S3-110191
New version of SPUCI TR





Source: NEC (Rapporteur)

Decision: 

The document was agreed.



7.1.3
Other Common IMS Issues

7.2
Network Domain Security

7.2.1
Support for Backhaul Security

7.2.2
Other NDS Issues

S3-110049
33.210 R11 CR: IPsec Alignment





33.210
 CR-35 (Rel-11) v11.0.0





Source: Ericsson, ST-Ericsson

Decision: 

The document was withdrawn.



S3-110047
33.234 R11 CR: IPsec Alignment





33.234
 CR-108 (Rel-11) v10.0.0





Source: Ericsson, ST-Ericsson

Discussion: 

The "Clauses affected" field needed to be updated.

Decision: 

The document was revised to S3-110192.



S3-110192
33.234 R11 CR: IPsec Alignment





33.234
 CR-108 rev 1 (-) v10.0.0





Source: Ericsson, ST-Ericsson

(Replaces S3-110047)

Decision: 

The document was agreed.



S3-110048
33.402 R11 CR: IPsec Alignment





33.402
 CR-95 (Rel-11) v10.0.0





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-110193.



S3-110193
33.402 R11 CR: IPsec Alignment





33.402
 CR-95 rev 1 (-) v10.0.0





Source: Ericsson, ST-Ericsson

(Replaces S3-110048)

Discussion: 

Clauses affected needs to be updated.

Decision: 

The document was agreed.



S3-110050
Discussion paper: GAN (43.318, 44.318) IPsec Alignment for GERAN





Source: Ericsson, ST-Ericsson

Discussion: 

Orange asked whether SHA-1 is still supported in the 33.210; Ericsson confirmed this understanding. SA3 endorses the CR to be sent to GERAN for approval.

Decision: 

The document was technically endorsed.



S3-110097
IKEv1 usage





33.210
 CR-38 (Rel-11) v11.0.0





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

A minor editorial in the Reason for change has to be amended.

Decision: 

The document was revised to S3-110194.



S3-110194
IKEv1 usage





33.210
 CR-38 rev 1 (-) v11.0.0





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-110097)

Decision: 

The document was agreed.



S3-110090
Correction of Iur security [rel-10]





33.210
 CR-36 (Rel-10) v10.1.0





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

A modification was requested by Ericsson; this was agreed.

Decision: 

The document was revised to S3-110195.



S3-110195
Correction of Iur security [rel-10]





33.210
 CR-36 rev 1 (-) v10.1.0





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-110090)

Decision: 

The document was agreed.



S3-110092
Correction of Iur security [rel-11]





33.210
 CR-37 (Rel-11) v11.0.0





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

A modification was requested by Ericsson; this was agreed.

Decision: 

The document was revised to S3-110196.



S3-110196
Correction of Iur security [rel-11]





33.210
 CR-37 rev 1 (-) v11.0.0





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-110092)

Decision: 

The document was agreed.



7.3
UTRAN Network Access Security

S3-110022
Discussion paper on Algorithms Interoperability between releases





Source: Alcatel-Lucent

Abstract: 

3GPP Rel-9 introduces the 128 bit Kc128 ciphering key together with the A5/4 algorithm. The MSC is required to generate the 128 bit ciphering key Kc128 for A5/4 and send it with the permission for A5/4 to the BSC. The 3GPP R8- MSC does not support/generate 128 bit Kc128. If, based on the UE encryption capabilities received in the Classmarks 3 IE, the 3GPP R8- MSC permits A5/4 but the BSS rejects the message due to the lack of a 128 bit ciphering key, the call will fail. We ask SA3 to review the presented interoperability issue, select an appropriate solution, and communicate findings to the GERAN2 and CT1 groups.

Discussion: 

Ericsson and NSN suggested that the problem should not arise if the specs were followed and the MSC was properly configured. The discussion was put offline.

Decision: 

The document was noted.



S3-110026
33.102 SRVCC Security Context Rel-8





33.102
 CR-239 (Rel-8) v8.6.0





Source: Alcatel-Lucent

Abstract: 

After the successful SRVCC procedure, the UE and the SRVCC MSC store the SRVCC security context in the SIM/USIM and the VLR respectively so that the security context can be used for the next radio contact. However, the UE and the SRVCC MSC determine the successful SRVCC procedure at the different points. The UE determines the successful SRVCC procedure at the handover complete while the SRVCC MSC determines the successful SRVCC procedure at the SRVCC complete. If the SRVCC call fails beween the handover complete and the SRVCC complete, the SRVCC MSC can not perform the TMSI reallocation. If the UE uses the stored LAI/TMSI to go back the old MSC, the ciphering will fail for a long time until the next authentication. Summary of change: The UE and the SRVCC MSC shall delete the security context from the SIM/USIM and the VLR respectively. The SRVCC security context is used only for the SRVCC call.  
Decision: 

The document was sent for email discussion.



S3-110027
33.102 SRVCC Security Context Rel-9





33.102
 CR-240 (Rel-9) v9.4.0





Source: Alcatel-Lucent

Abstract: 

After the successful SRVCC procedure, the UE and the SRVCC MSC store the SRVCC security context in the SIM/USIM and the VLR respectively so that the security context can be used for the next radio contact. However, the UE and the SRVCC MSC determine the successful SRVCC procedure at the different points. The UE determines the successful SRVCC procedure at the handover complete while the SRVCC MSC determines the successful SRVCC procedure at the SRVCC complete. If the SRVCC call fails beween the handover complete and the SRVCC complete, the SRVCC MSC can not perform the TMSI reallocation. If the UE uses the stored LAI/TMSI to go back the old MSC, the ciphering will fail for a long time until the next authentication. Summary of change: The UE and the SRVCC MSC shall delete the security context from the SIM/USIM and the VLR respectively. The SRVCC security context is used only for the SRVCC call.  
Decision: 

The document was sent for email discussion.



S3-110028
33.102 SRVCC Security Context Rel-10





33.102
 CR-241 (Rel-10) v10.0.0





Source: Alcatel-Lucent

Abstract: 

After the successful SRVCC procedure, the UE and the SRVCC MSC store the SRVCC security context in the SIM/USIM and the VLR respectively so that the security context can be used for the next radio contact. However, the UE and the SRVCC MSC determine the successful SRVCC procedure at the different points. The UE determines the successful SRVCC procedure at the handover complete while the SRVCC MSC determines the successful SRVCC procedure at the SRVCC complete. If the SRVCC call fails between the handover complete and the SRVCC complete, the SRVCC MSC can not perform the TMSI reallocation. If the UE uses the stored LAI/TMSI to go back the old MSC, the ciphering will fail for a long time until the next authentication. Summary of change: The UE and the SRVCC MSC shall delete the security context from the SIM/USIM and the VLR respectively. The SRVCC security context is used only for the SRVCC call.  
Decision: 

The document was sent for email discussion.



7.4
GERAN Network Access Security

S3-110009
LS on support for encryption in connection with Iur-g interface





Source: GP-102040

Decision: 

The document was replied to in S3-110201.



S3-110088
Analysis and draft LS reply to Enhancements of Iur-g interface





Source: Ericsson, ST-Ericsson

Discussion: 

Vodafone asked whether the technical feasibility of running UMTS security with this solution would be feasible.

Huawei suggested that the reader has the impression that TD-SCDMA RNCs cannot cipher properly; it was agreed to add some text to explain this.

The revised content would be enclosed in S3-110201.

Decision: 

The document was noted.



S3-110201
Reply to: LS on support for encryption in connection with Iur-g interface





Source: Ericsson 

Decision: 

The document was approved.



7.5
GAA

7.5.1
TS 33.223 GBA Push

7.5.2
TS 33.224 GBA Push Generic Layer

7.5.3
Other GAA Issues

S3-110107
GBA usage with Web Browser





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Nokia clarified that the NAF key would be used as a password.

Ericsson asked whether cross size scripting attacks were considered; Nokia Siemens Networks clarified that the current browsers have the same origin responses and that the issue mainly concerns the environment, which is not part of the work intended to be conducted in 3GPP. InterDigital suggested that the browser should be modified to proceed with this work.

InterDigital, Deutsche Telekom and Ericsson expressed interest in this work. Ericsson and Deutsche Telekom added that this work should be conducted very carefully, not to introduce holes.

The Chairman asked whether this would imply stage 3 work for other groups.

Ericsson asked whether the API will be standardized; Nokia answered this would be informative.

The Chairman observed there is enough support and interest to commence this work and invited a new WI and contributions for the next meeting.

Decision: 

The document was noted.



7.6
Multimedia Broadcast/Multicast Service (MBMS)

7.7
SAE/LTE Security

7.7.1
TS 33.401 Issues

S3-110023
33.401 SRVCC Security Context Rel-8





33.401
 CR-432 (Rel-8) v8.7.0





Source: Alcatel-Lucent

Abstract: 

After the successful SRVCC procedure, the UE and the SRVCC MSC store the SRVCC security context in the SIM/USIM and the VLR respectively so that the security context can be used for the next radio contact. However, the UE and the SRVCC MSC determine the successful SRVCC procedure at the different points. The UE determines the successful SRVCC procedure at the handover complete while the SRVCC MSC determines the successful SRVCC procedure at the SRVCC complete. If the SRVCC call fails beween the handover complete and the SRVCC complete, the SRVCC MSC can not perform the TMSI reallocation. If the UE uses the stored LAI/TMSI to go back the old MSC, the ciphering will fail for a long time until the next authentication. Summary of change:
Ã¯Â�Âº The UE and the SRVCC MSC shall delete the security context from the SIM/USIM and the VLR respectively. The SRVCC security context is used only for the SRVCC call. 
Discussion: 

Alcatel-Lucent offered the possibility to have an email discussion, given that there some offline comments by Ericsson and Nokia. Ericsson did not believe that the error case described in S3-110023 is valid.

Ericsson asked why Alcatel-Lucent, if Alcatel-Lucent thought this was an issue for SRVCC, had not submitted the corresponding CRs for the PS case.

Alcatel-Lucent pointed out that if there is a hole, then it can be considered of FASMO nature and should be addressed.

Nokia suggested that an email discussion could be beneficial.

It was agreed to have an email discussion.

China Mobile asked starting the discussion after 15 February; this was agreed.

It was also agreed to complete the discussion within one month from the opening.

Decision: 

The document was sent for email discussion.



S3-110024
33.401 SRVCC Security Context Rel-9





33.401
 CR-433 (Rel-9) v9.6.0





Source: Alcatel-Lucent

Abstract: 

After the successful SRVCC procedure, the UE and the SRVCC MSC store the SRVCC security context in the SIM/USIM and the VLR respectively so that the security context can be used for the next radio contact. However, the UE and the SRVCC MSC determine the successful SRVCC procedure at the different points. The UE determines the successful SRVCC procedure at the handover complete while the SRVCC MSC determines the successful SRVCC procedure at the SRVCC complete. If the SRVCC call fails beween the handover complete and the SRVCC complete, the SRVCC MSC can not perform the TMSI reallocation. If the UE uses the stored LAI/TMSI to go back the old MSC, the ciphering will fail for a long time until the next authentication. Summary of change:
Ã¯Â�Âº The UE and the SRVCC MSC shall delete the security context from the SIM/USIM and the VLR respectively. The SRVCC security context is used only for the SRVCC call. 
Decision: 

The document was sent for email discussion.



S3-110025
33.401 SRVCC Security Context Rel-10





33.401
 CR-434 (Rel-10) v9.6.0





Source: Alcatel-Lucent

Abstract: 

After the successful SRVCC procedure, the UE and the SRVCC MSC store the SRVCC security context in the SIM/USIM and the VLR respectively so that the security context can be used for the next radio contact. However, the UE and the SRVCC MSC determine the successful SRVCC procedure at the different points. The UE determines the successful SRVCC procedure at the handover complete while the SRVCC MSC determines the successful SRVCC procedure at the SRVCC complete. If the SRVCC call fails beween the handover complete and the SRVCC complete, the SRVCC MSC can not perform the TMSI reallocation. If the UE uses the stored LAI/TMSI to go back the old MSC, the ciphering will fail for a long time until the next authentication. Summary of change:
Ã¯Â�Âº The UE and the SRVCC MSC shall delete the security context from the SIM/USIM and the VLR respectively. The SRVCC security context is used only for the SRVCC call. 
Decision: 

The document was sent for email discussion.



S3-110029
Correction for handover from UTRAN to E-UTRAN





33.401
 CR-431 (Rel-10) v9.6.0





Source: Huawei, HiSilicon

Decision: 

The document was revised to S3-110180.



S3-110180
Correction for handover from UTRAN to E-UTRAN





33.401
 CR-431 rev 1 (-) v9.6.0





Source: Huawei, HiSilicon

(Replaces S3-110029)

Decision: 

The document was agreed.



S3-110087
Adding new algorithms to LTE and IRAT HO





Source: Ericsson, ST-Ericsson

Decision: 

The document was noted.



S3-110111
Response to Action on S3-101281Discussion on introduction of new EPS security algorithm





Source: NEC Corporation

Discussion: 

There was an extended discussion on which option would be appropriate for SA3; the conclusions of this discussion were captured in S3-110182.

Decision: 

The document was noted.



S3-110181
Comment and Addition to “Adding new algorithms to LTE and IRAT HO”





Source: NEC

Decision: 

The document was noted.



S3-110182
Discussion concerning adding new algorithms to LTE and IRAT HO





Source: MCC, Nokia Siemens Networks
Decision: 

The document was approved.



7.7.2
TS 33.402 Issues

7.7.3
Relay Node Security

S3-110015
LS on exception to SA WG3 to continue working on Relay Node





Source: SP-100874

Discussion: 

After the vote held it was decided to send a reply LS stating that all solution-related CRs involved in the vote were agreed by SA3, informing stage 3 groups of the fact that they should work on the solutions (see also Clause 9 in the present report).

Decision: 

The document was replied to in S3-110214.



S3-110214
Reply to: LS on exception to SA WG3 to continue working on Relay Node





Source: Vodafone (Peter)

Decision: 

The document was approved.



S3-110065
All the solutions need pre-installed secret such as certificate or key





Source: ZTE Corporation, China Mobile

Discussion: 

NTT Docomo asked whether the conclusion of the contribution suggests that we the use of pre-installed certificates or keys should not be a driver for the selection; ZTE confirmed this.

China Mobile suggested that the aim of the contribution was to show that there is a pre-configuration step for all solutions.

Nokia Siemens Networks suggested that there should be a decision on whether the preferred solution should support both PSK and certificate-based options, and it would be beneficial if this was taken early on during the meeting.

Orange suggested that there is a technical security analysis before deciding on such a topic; Nokia Siemens Networks suggested that this does not depend on security, but more on performance issues.

Deutsche Telekom suggested that the solution should not allow two options (PSK and certificate-based).

China Mobile suggested that the purpose of the paper does not address this issue; the Chairman suggested that this is understood but the topic should be addressed during the present meeting.

The first sentence of the Conclusion was endorsed.

Decision: 

The document was partially endorsed.



S3-110067
comparison of security protection methods of Un interface





Source: ZTE Corporation

Discussion: 

Deutsche Telekom suggested that a decision on whether it should be IPsec or PDCP integrity protection should be taken.

Vodafone suggested there was a discussion on this topic in the previous meeting and a decision was taken; Vodafone wondered why ZTE decided to challenge this decision in the present meeting.

Nokia Siemens Networks suggested that the contribution would force supporting both PDCP and IPSec solutions.

The Chairman proposed agreeing that for Un interface there should be only one mechanism (either PDCP or IPsec). China Mobile asked for further discussion of all the contributions on the table. TeliaSonera supported the Chairman's proposal.

Decision: 

The document was noted.



S3-110079
Consideration of data protection on Un interface





Source: Huawei,HiSilicon

Discussion: 

6.2 was agreed, but an Note should be added.

Nokia Siemens Networks suggested replacing 8.11 with an Editor's Note; it was agreed adding an Editor's Note on the text on the IPsec. Vodafone was sceptical about the proposal, but did not have a specific wording, concerning the possibility to switch on and off encryption per user on DRBs.

Some rewording should be performed.

Decision: 

The document was revised to S3-110175.



S3-110175
Consideration of data protection on Un interface





Source: Huawei, HiSilicon 
(Replaces S3-110079)

Decision: 

The document was approved.



S3-110080
Security handling of handover for UE under RN





Source: Huawei ,HiSilicon

Discussion: 

Qualcomm suggested rewording that for the backward security it would not be required, whereas it would be necessary for the next hop. Huawei found it acceptable.

Nokia Siemens Networks observed the proposal leaves options open but acknowledged that for the time being it is difficult to reduce the options.

Ericsson suggested adding that it has to be clarified how the DeNB know that the RN has performed a key change on-the-fly.

Decision: 

The document was merged in S3-110175.



S3-110143
RN platform validation





Source: InterDigital, Deutsche Telekom, China Mobile

Decision: 

The document was withdrawn.



S3-110152
RN platform validation





Source: InterDigital, Deutsche Telekom, China Mobile

Decision: 

The document was revised.



S3-110169
RN platform validation





Source: InterDigital, Deutsche Telekom, China Mobile

Discussion: 

Nokia Siemens Networks suggested adding "authentication of the RN platform".

Qualcomm suggested a rewording of the requirement: "the RN platform secure environment shall allow the authentication of the platform only if integrity is ensured". This was partially agreed, but further rewording was deemed necessary under the number of S3-110176.

Decision: 

The document was revised to S3-110176.



S3-110176
RN platform validation





Source: InterDigital, Deutsche Telekom, China Mobile 
(Replaces S3-110169)

Discussion: 

Some comments from Nokia Siemens Networks were provided and there was an offline discussion.

Decision: 

The document was approved.



S3-110122
PDCP integrity for relay node security





33.401
 CR-437 (Rel-10) v9.6.0





Source: Nokia Siemens Networks

Discussion: 

In 5.1.4.1 there was a change to address all messages.

In 7.2.4.1 it was agreed to add an Editor's Note that this issue has to be coordinated with RAN2.

Decision: 

The document was revised to S3-110177.



S3-110177
PDCP integrity for relay node security





33.401
 CR-437 rev 1 (-) v9.6.0





Source: Nokia Siemens Networks

(Replaces S3-110122)

Decision: 

The document was agreed.



S3-110123
Solution for relay node security





33.401
 CR-438 (Rel-10) v9.6.0





Source: Gemalto, Morpho, Nokia Siemens Networks

Discussion: 

Comments were put offline until a decision on the preferred solution.

Decision: 

The document was revised to S3-110186.



S3-110186
Solution for relay node security





33.401
 CR-438 rev 1 (-) v9.6.0





Source: Gemalto, Morpho, Nokia Siemens Networks

(Replaces S3-110123)

Decision: 

The document was agreed.



S3-110124
pCR to TR on RN security on solution 11B introducing pre-shared key variant





Source: Gemalto, Morpho, Nokia Siemens Networks

Discussion: 

China Mobile suggested adding PSK would be acceptable, however noted that the solution brought on by China Mobile does encompass PSK as an optional solution. Ericsson had comments on the content but preferred not to express them until a decision on the preferred solution was given.

Qualcomm asked whether 

Alcatel-Lucent asked who issues the certificate for the RN; Nokia Siemens Networks suggested that the vendor inserts a vendor certificate and the operator creates a certificate from there. Alcatel-Lucent asked how then the operator checks whether the certificate is revoked. Nokia Siemens Networks suggested that there is not a direct revocation checking by the UICC, but it is the operator who decides to bar.

Vodafone asked whether a message can be sent to the USIM-RN. With the removal of the sentence on which mechanism is mandatory, the pseudo CR was approved.

Decision: 

The document was approved with modifications.



S3-110146
Some updates to solution 5





Source: Qualcomm Incorporated

Decision: 

The document was approved.



S3-110145
Providing relay node security by enhancing the E-UTRAN authentication





33.401
 CR-439 (Rel-10) v9.6.0





Source: Qualcomm Incorporated

Discussion: 

It was noted that some overlap with S3-110123 is present. Further comments were postponed until a decision on the preferred solution was taken.
Decision: 

The document was revised to S3-110187.



S3-110187
Providing relay node security by enhancing the E-UTRAN authentication





33.401
 CR-439 rev 1 (-) v9.6.0





Source: Qualcomm Incorporated

(Replaces S3-110145)

Discussion: 

Vodafone asked whether the ME part of the RN or the RN part of the RN is defined in the PSK variants in all the CRs; Nokia replied that in S3-110186 it is up to the operator to choose the value of the field.

Decision: 

The document was revised to S3-110211.



S3-110211
Providing relay node security by enhancing the E-UTRAN authentication





33.401
 CR-439 rev 2 (-) v9.6.0





Source: Qualcomm Incorporated

(Replaces S3-110187)

Decision: 

The document was noted.



S3-110213
Providing relay node security by enhancing the E-UTRAN authentication





33.401
 CR-439 rev 3 (-) v9.6.0





Source: Qualcomm Incorporated

(Replaces S3-110211)

Decision: 

The document was withdrawn.



S3-110077
Clarification on Secure Channel of Solution 7





Source: Huawei,HiSilicon,China Mobile

Discussion: 

Deutsche Telekom suggested that it is not specified what will happen when the secure channel cannot be established; Nokia Siemens Networks suggested that the sentence should be rephrased.

It was decided to have a revision of the document.

Decision: 

The document was revised to S3-110179.



S3-110179
Clarification on Secure Channel of Solution 7





Source: Huawei,HiSilicon,China Mobile

(Replaces S3-110077)

Decision: 

The document was approved.



S3-110078
Benefits of PSK based IPsec tunnel in solution 7





Source: Huawei,HiSilicon

Discussion: 

Orange suggested that the last paragraph of the first change was not necessary. This was accepted by Huawei.

NTT Docomo suggested that IKE has to be re-run; Huawei confirmed this. It was decided to postpone the comment and possibly to insert an Editor's Note on this issue if the related CR was approved during the present meeting.

The first three paragraphs were agreed for inclusion in the draft TR.

Decision: 

The document was approved with modifications.



S3-110101
Discussion on the solution 7 issues





Source: China Mobile,CATR, CATT, China Unicom, Datang Mobile, ITRI, Huawei, HiSilicon, ZTE,

Decision: 

The document was noted.



S3-110100
Discussion on relay solution7





Source: China Mobile,CATR, CATT, China Unicom, Datang Mobile, ITRI, Huawei, HiSilicon, ZTE,

Discussion: 

Gemalto suggested that there is no specification to update OTA, as in 10.7.4 after the picture. It was agreed to reword accordingly.

Decision: 

The document was approved with modifications.



S3-110066
pCR_Section 10.7.4 Editor's Note Resolution





Source: ZTE Corporation

Discussion: 

The contribution is already covered in S3-110100.

Decision: 

The document was noted.



S3-110098
33401 modification for Relay





33.401
 CR-436 (Rel-10) v9.6.0





Source: China Mobile,CATR, CATT, China Unicom, Datang Mobile,ITRI,Huawei,HiSilicon,ZTE

Discussion: 

Vodafone pointed out that there are several points where encryption should be substituted with integrity in the CR; this was agreed by China Mobile.

Nokia Siemens Networks suggested that the length parameter is given as input on the in the ciphering algorithm and needs to be removed from 7.3.2.

These comments were postponed as a decision on the preferred solution had to be reached during the meeting.

Decision: 

The document was noted.



S3-110099
CR to 33.401





33.401
 CR-430 (Rel-10) v9.6.0





Source: China Mobile,CATR, CATT, China Unicom, Datang Mobile, ITRI, Huawei, HiSilicon, ZTE

Discussion: 

NTT Docomo asked whether IKE has to be re-run when switching from idle to active mode.

Decision: 

The document was noted.



S3-110085
RN Sol9 Relation between TLS and IPsec certificates





Source: Ericsson, ST-Ericsson

Discussion: 

Vodafone suggested adding some text that different vendor certificates can be used for different interfaces and some rules should be introduced on this; this was agreed and a relevant Editor's Note should be introduced. Also, as Deutsche Telekom pointed out, the TS should have a clear indication on whether one certificate is enough.

Decision: 

The document was approved with modifications.



S3-110086
RN Sol9 TLS key extractor details for solution 9





Source: Ericsson, ST-Ericsson

Decision: 

The document was approved with modifications.



S3-110084
33.401 CR Relay node security functions





33.401
 CR-435 (Rel-10) v9.6.0





Source: Ericsson, ST-Ericsson

Discussion: 

Nokia Siemens Networks had comments on the EPS-AKA run for an RN that has a K_OFFSET, which was left aside until a decision on the solution is reached. Nokia Siemens Networks had three additional comments in X.2 which were clarified.

Ericsson suggested that there should be a statement suggesting that until security is established no action should be taken. There were several other comments that were not addressed as the CR was postponed along with all the other contributions awaiting for a decision on a preferred solution.

Decision: 

The document was revised to S3-110188.



S3-110188
33.401 CR Relay node security functions





33.401
 CR-435 rev 1 (-) v9.6.0





Source: Ericsson, ST-Ericsson

(Replaces S3-110084)

Discussion: 

Orange observed that the TLS sockets are present during the entire negotiation (phase 1 and 2); Ericsson confirmed this understanding.

Decision: 

The document was noted.



S3-110064
Analysis and improvement of solution 9





Source: ZTE Corporation

Discussion: 

There was no support for the proposal.

Decision: 

The document was noted.



S3-110167 
comments to 110064 





Source: NTT DOCOMO

Decision: 

The document was noted.



S3-110178
New version of TR 33.816 on Relay Node Security





Source: Qualcomm (Adrian)

Discussion: 

It was decided to send the TR for SA approval.

Decision: 

The document was agreed.



7.7.4
EEA3 and EIA3 Issues

S3-110006
Recommendations on the 128-EEA3 and 128-EIA3 algorithms





Source: ETSI SAGE

Decision: 

The document was noted.



S3-110170
128-EEA3 and 128-EIA3 documents





Source: SAGE (11) 06

Discussion: 

The Chairman proposed proceeding with the evaluation with these new revised versions of the algorithms and discussing again at the SA3#64 meeting in July on the algorithms and their possible inclusion in Release 11. NTT Docomo proposed September to conclude the work. Vodafone suggested that in July there could be the next checkpoint for the algorithm.

There were no objections to the Chairman's proposal and it was accepted. It was agreed to arrange and receive an update from SAGE two weeks prior to the July meeting.

Decision: 

The document was noted.



7.7.5
Other SAE/LTE Security Issues

7.8
Security Aspects of Home (e)NodeB

7.8.1
TS 33.320 Issues

S3-110068
CR_Supplemented description of the secure connection between HeNB and MMES-GW





33.320
 CR-57 (Rel-10) v10.1.0





Source: ZTE Corporation

Discussion: 

Deutsche Telekom had some difficulty in understanding the addition as the end of the existing text is repeating what the CR states; also, the added bullet created confusion.

ZTE clarified that the change adds explanation. Nokia Siemens Networks suggested ME is not affected. Also, Nokia Siemens Networks suggested a mirror for Release 11 is necessary. It was then agreed to produce a CR for Release 11 only. It was decided to modify the first change according to the comments from Deutsche Telekom and the second change to state "interface" instead of "connection".

Decision: 

The document was revised to S3-110183.



S3-110183
CR_Supplemented description of the secure connection between HeNB and MMES-GW





33.320
 CR-57 rev 1 (Rel-11) v11.0.0





Source: ZTE Corporation

(Replaces S3-110068)

Decision: 

The document was agreed.



S3-110019
Correction of implementation error of S3-100612 [Rel-9]





33.320
 CR-54 (Rel-9) v9.4.0





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



S3-110020
Correction of implementation error of S3-100612 [Rel-10]





33.320
 CR-55 (Rel-10) v10.1.0





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



S3-110021
Correction of implementation error of S3-100612 [Rel-11]





33.320
 CR-56 (Rel-11) v11.0.0





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



S3-110137
H(e)NB Authentication using PANA





Source: Samsung Electronics

Discussion: 

InterDigital made some editorial comments. Qualcomm supported China Mobile's idea that this is new feature, but was reluctant to allow the proposal in earlier versions of the specification.

Telecom Italia did not see the real benefit of this new feature compared to IKEv2. It was decided that contributions are invited for the next meeting.

Decision: 

The document was noted.



S3-110138
H(e)NB Authentication Using PANA [Rel-9]





33.320
 CR-59 (Rel-9) v9.4.0





Source: Samsung Electronics

Decision: 

The document was postponed to the next meeting.



S3-110161 
Comments to S3-110137 





Source: China Mobile 

Decision: 

The document was noted.



S3-110139
H(e)NB Authentication Using PANA [Rel-10]





33.320
 CR-60 (Rel-10) v10.1.0





Source: Samsung Electronics

Decision: 

The document was postponed to the next meeting.



S3-110140
H(e)NB Authentication Using PANA [Rel-11]





33.320
 CR-61 (Rel-11) v11.0.0





Source: Samsung Electronics

Decision: 

The document was postponed to the next meeting.



S3-110156
LS to RAN3 on Hosting Party Module for H(e)NB





Source: C6-100633

Decision: 

The document was noted.



S3-110157
LS to 3GPP SA1 on Hosting Party application in UICC





Source: C6-100634

Discussion: 

Alcatel-Lucent asked clarification on whether the intention of CT6 was to define the application on the UICC or not; Gemalto confirmed that the intention is to define the application on the UICC. Orange asked what is intended for UICC-terminated EAP-AKA. Gemalto clarified that the full flow chart is in an informative Annex of 33.320; Nokia Siemens Networks suggested that in such a case there is no requirement to specify what CT6 is suggesting.

Gemalto suggested that SA1 should decide whether this feature should be a Release 9 feature; Nokia Siemens Networks suggested stating that there is no security requirement that urges this feature should be in Release 9.

Qualcomm asked what could be the situation with R99 USIMs. It was agreed that SA5 should also be involved in this discussion.  It was decided to draft a new LS encompassing all these issues.

Gemalto suggested that a joint meeting with CT6 could be beneficial; Qualcomm would welcome this; Nokia Siemens Networks suggested that there was no need to have such a meeting. InterDigital suggested asking in the reply LS whether this new feature is needed, noting that from the SA3 perspective no security issues have been identified.

Decision: 

The document was replied to in S3-110184.



S3-110184
Reply to: LS to 3GPP SA1 on Hosting Party application in UICC





Source: Huawei (Marcus)

Decision: 

The document was approved.



S3-110173
Reply LS to CT6 on Hosting Party Module for H(e)NB





Source: R3-110336

Decision: 

The document was noted.



S3-110051
H(e)NB Security Vulnerability due to undefined H(e)NB Identity binding to H(e)NB-GW





Source: Alcatel-Lucent, AT&T

Abstract: 

This paper presents a newly discovered vulnerability with the current security architecture of H(e)NB. It introduces a simple new standards-based interface which resolves this vulnerability. This paper proposes that the described vulnerability and recommended solution be shared with 3GPP architecture working groups (RAN3 and SA2) in order to make appropriate changes in the H(e)NB architecture. This TD replaces TD S3-110045 uploaded on 16/1/2011.

Discussion: 

China Mobile noted that similar issues can occur for the AAA. Qualcomm suggested that beginning to consider these sorts of threats could lead to having to consider a very large number of possible risks. Huawei requested some clarification on how the attack could work.

Vodafone reminded that access control had been decided in Rel-9 to be performed on the HeNB-GW and supported the Alcatel-Lucent solution as the technological choice performed would otherwise lose its meaning. NEC reminded the HeNB-GW does not perform access control, the HNB-GW does. NEC also questioned how feasible this attack could be.

Alcatel-Lucent replied that this kind of attack is possible as the identity is possible to be guessed and suggested that RAN3 should be consulted.

Qualcomm suggested spoofing is not prevented by the proposed solution; Alcatel-Lucent suggested that the CSG would prevent this; Qualcomm suggested that without the CSG the solution does not prevent this; Alcatel-Lucent confirmed this understanding.

Orange suggested that if the secure environment of the HeNB can be trusted then the threat described is not valid; Vodafone acknowledged this but suggested that determining when the environment is trusted is not always possible.

Nokia Siemens Networks suggested Alcatel-Lucent had stated that adding management adds to the cost, which is already high; also Nokia Siemens Networks pointed out that the solution would not protect against tampering of the device. Vodafone replied that if there is access control enforcement at the network side, then tampering of the device is irrelevant.

Deutsche Telekom suggested that the effort to enforce this solution would not be worth the cause as there are several threats with similar probability that are not addressed, whereas autonomous validation made more robust would be the preferred choice, instead of remote validation; Orange supported this statement.

Vodafone pointed out that it would be an inconsistency to reduce support for access control, compared to the approach taken previously; Alcatel-Lucent supported this statement and also pointed out that binding of the two identities is fundamental.

Qualcomm disagreed with Vodafone and stated the approach is consistent; Qualcomm also suggested that the purpose of autonomous validation is addressing the threat in a proper way, as implementing the proposed secure interface would not prevent the attacker from using another one. Vodafone replied that the Alcatel-Lucent solution would give more control to the operator.

InterDigital recognized the threat and acknowledged that the Alcatel-Lucent proposal could be one solution, however there could be other solutions based on requirements on the device itself; InterDigital suggested that the current specification (TS 33.320) of the autonomous validation and the TrE’s role in it was crude and could be enhanced. One suggestion was to require the TrE to be capable of making more fine-grained detection of faulty functions and perform implicit indication of result of such fine-grained detection. Vodafone suggested that the Alcatel-Lucent approach is more effective and also complementary to HPM solutions. InterDigital asked Vodafone if Vodafone would object to consider device-based solutions. Vodafone answered it would not object but that should not mean that network-based approach should not be considered. Huawei also commented that periodic re-validation would help in this case.
It was decided to keep the topic within SA3 for the moment, studying it further. Vodafone suggested an LS to the proposed groups should be sent all the same. 
Vodafone, Alcatel-Lucent and Deutsche Telekom suggested that the threat could be addressed by binding the identities in the SeGW and HeNB-GW, however it was still not clear whether there was consensus to send an LS. Nokia Siemens Networks suggested that it was not crystal clear whether this solution efficiently addressed the threat and, as it would create work for RAN3 WG, it would be better for SA3 to study a bit further the subject; Huawei supported this view.

It was decided that there is not consensus to send the LS; it was agreed to proceed with studying the solution further.

Decision: 

The document was noted.



S3-110046
Proposed Draft LS to RAN3 and SA2 on Security vulnerability and the need for identity binding between H(e)NB and H(e)NB-GW





Source: Alcatel-Lucent, AT&T

Abstract: 

This is a companion contribution to the S3-110051 and it proposes a Draft LS to SA2/RAN3

Decision: 

The document was noted.



S3-110166 
H(e)NB R11 WID 





Source: Huawei Technologies, Alcatel-Lucent, HiSilicon, NEC 

Discussion: 

A slight rewording by Telecom Italia was proposed and agreed (removal of the second sentence in 3).

Alcatel-Lucent pointed out that the LS in S3-110013 adds justification.

Ericsson pointed out that normative work without corresponding work in RAN3 and SA2 would not be logical to be conducted.

Nokia Siemens Networks suggested that the interfaces of already specified macro nodes (eNBs and NBs) should not be changed.

It was acknowledged that SA3 should consider aspects of direct interfaces to macro eNBs, as they may be necessary in the future.

Some administrative corrections were pointed out by MCC.

Ericsson and Nokia Siemens Networks asked whether it is the case that the work is to integrate with Release 10 work; this had to be checked.

Decision: 

The document was revised to S3-110189.



S3-110189
H(e)NB R11 WID 





Source: Huawei Technologies, Alcatel-Lucent, HiSilicon, NEC 

(Replaces S3-110166 )

Decision: 

The document was agreed.



S3-110013
Response LS on the security on the direct interface between H(e)NBs





Source: R3-103754

Decision: 

The document was noted.



S3-110052
Solutions for securing X2 within an enterprise





Source: Qualcomm Incorporated

Abstract: 

Proposals on how to secure the X2 interface between HeNBs which have the same CSG ID are presented.

Decision: 

The document was revised to S3-110158.



S3-110158
Solutions for securing X2 within an enterprise





Source: Qualcomm Incorporated

(Replaces S3-110052)

Discussion: 

Alcatel-Lucent supported proposal 1 and did not support proposal 2.

Nokia Siemens Networks suggested that merging two existing networks can have implications on installation.

Qualcomm proposed postponing the topic to the next meeting.

Decision: 

The document was noted.



S3-110163 
Comment on S3-110158: 'Solutions for securing X2 within an enterprise' 





Source: Nokia Siemens Networks 

Decision: 

The document was noted.



S3-110105
Security for direct interfaces between H(e)NBs





33.320
 CR-58 (Rel-11) v11.0.0





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Deutsche Telekom suggested that macro in this situation might not be the appropriate terminology.

Decision: 

The document was postponed to the next meeting.



S3-110144
H(e)NB R11 WID





Source: Huawei Technologies, Alcatel-Lucent

Abstract: 

H(e)NB R11 WID

Decision: 

The document was withdrawn.



7.8.2
TR 33.820 Issues

7.9
Security Aspects related to System Improvements for Machine-Type Communication (SIMTC)

Magnus Karlsson presented on behalf of CT1 C1-110103 on Integrity protection of periodic updates. Orange asked what would be the risk to have the location updated. Deutsche Telekom asked what would be the reason not to protect such a message.

The CT1 Delegate was thanked for his contribution; it was agreed that SA3 during the meeting would provide some guidance to CT1 on this topic.

Subsequently during the meeting, SA3 decided to inform the CT1 Chairman that CT1 can proceed with integrity protecting the message. The SA3 Chairman took the action of informing the relevant parties.

S3-110007
Reply LS on MTC USIM requirement for Rel-10





Source: C1-104852

Decision: 

The document was noted.



S3-110008
Response LS on LS on MTC USIM requirements for Rel-10 (S1-103315)





Source: C6-100585

Discussion: 

It was noted that the next SA1 meeting was in February. Qualcomm asked whether CT6 foresee key establishment; Sagem-Orga replied that the LS is clarifying the timeline and does not specify a solution.

Decision: 

The document was noted.



S3-110150
Proposal for MTC security architecture





Source: Ericsson, ST-Ericsson

Discussion: 

China Mobile supported the idea in general, but provided some suggestions. Ericsson replied that the GW has not yet been introduced.

Telecom Italia commented that the idea of being able to find an optimal solution for each MTC feature with one single architecture is certainly interesting but might be not realistic. For this reason, having one single architecture should perhaps be considered as a valuable target, rather than a sort of "assumption". Alcatel-Lucent expressed concerns with the further subdivision proposed. ZTE expressed support for the pCR but agreed with the comments from Telecom Italia. Alcatel-Lucent suggested the title could be renamed (to avoid calling it security architecture for MTC).

It was agreed to state that the proposed is one potential security architecture.

Ericsson proposed adding an Editor's Note on the fact it is FFS whether a single architecture can meet the requirements on all key issues; this was agreed. The second sentence in A was agreed to be removed.

Decision: 

The document was approved with modifications.



S3-110057
pCR to Group Based Optimization





Source: ZTE Corporation

Discussion: 

Telecom Italia asked what the meaning of validated was in the context of the contribution, and whether it applied for the groups or more in general.

Huawei suggested the message should not be a standardized one.

Alcatel-Lucent proposed a rewording to state that the MTC verifies the belonging of the MTC device in the MTC group; InterDigital doubted this is a security requirement; the proposed wording was agreed.

Ericsson proposed adding an Editor's Note on the fact that the definition of the group should be defined; it was decided to leave out the Editor's Note and come back with further contributions on the topic in the future.

Decision: 

The document was approved with modifications.



S3-110060
pCR about the relationship between the MTC Device and MTC Group





Source: ZTE Corporation

Discussion: 

Qualcomm asked whether the statement in the pCR is true; Alcatel-Lucent reminded that this discussion had been held in a previous meeting; Ericsson confirmed this and reminded that ZTE had had gone back to check the validity of the statement. Ericsson suggested that the statement mentions a single group and not one or more. Telecom Italia supported Ericsson's view.

China Mobile suggested that this is not yet defined in R11 and SA3 should wait for a decision. It was observed that SA1 has not had any meetings since the discussion occurred in SA3; it was decided to wait for SA1 to discuss and re-address the issue at the next meeting.

Decision: 

The document was noted.



S3-110102
M2M group authentication





Source: China Mobile

Discussion: 

China Mobile clarified that the work is related to SIMTC.

There was an extended discussion on the topic and the Chairman encouraged contributions in the future for group-based authentication, also in conjunction with alignment with SA2. It was also noted that there can be LI considerations on this topic.

Decision: 

The document was noted.



S3-110059
pCR about the key issue secure connection





Source: ZTE Corporation

Discussion: 

It was not clear whether the feature was needed; it was disputed whether there is alignment with SA1 work. Nokia Siemens Networks and Qualcomm raised security concerns. More contributions are invited for the next meeting.

Decision: 

The document was noted.



S3-110110
Key issue Low Mobility





Source: NEC Corporation

Discussion: 

It was asked to better describe threat 1 and its risk. Telecom Italia asked why this requirement is valid for low mobility only. Nokia Siemens Networks observed that a mechanism to generate new security context is not low-mobility limited; NEC acknowledged this but also stressed the security context would not be low-mobility specific.

It was proposed to include 5.9.1 and Threat 3 into the TR; this was agreed.

Decision: 

The document was approved with modifications.



S3-110134
Security of MTC devices/UEs Configuration





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Nokia Siemens Networks suggested informing SA2 of the considerations in the pCR; InterDigital noted the pCR is not approved; it was replied that this has been done in the past as well.

Telecom Italia did not support sending the LS. Gemalto suggested that OMA DM is one way to operate and did not see the reason to inform SA2 exclusively of this. Qualcomm suggested that the contribution is not suggesting OMA DM as the only solution. Nokia suggested that even if OTA and OMA DM are both envisaged as solutions, a security profile for OMA DM should be created and possibly SA2 informed on this. It was agreed that the security profile (5.x.3 and 6.x) would be useful to be added.

MTE devices/UEs has to be checked whether is acceptable. InterDigital proposed in 6.x at the first bullet adding that the root certificate should be protected.

After an extended discussion:

5.x.1: it was agreed to mention that there are two proposals for this, and then proceed with mentioning OMA DM.

5.x.2: Gemalto proposed removing the clause. It was replaced with an Editor's Note.

5.x.3: Gemalto had some suggestions for modifications which will be applied.

6.x: there was no consensus and an Editor's Note will replace the clause.

It was decided that is premature sending an LS given the revision applied on the contribution.

Decision: 

The document was revised to S3-110200.



S3-110200
Security of MTC devices/UEs Configuration





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-110134)

Decision: 

The document was approved.



S3-110096
key issue - external interface security of SIMTC





Source: ZTE Corporation, Ericsson, ST-Ericsson, Samsung, China Unicom

Decision: 

The document was revised to S3-110151.



S3-110151
key issue - external interface security of SIMTC





Source: ZTE Corporation, Ericsson, ST-Ericsson, Samsung, China Unicom, InterDigital

(Replaces S3-110096)

Discussion: 

Alcatel-Lucent asked whether there is any association between MTC server and 3GPP network. Ericsson clarified that MTC server is specified by SA2 outside of the operator domain. TeliaSonera proposed removing "operator policy"; this was agreed.In 5.x.2 it was agreed to remove the text taken from SA1 and refer to it instead; also the "shalls" will be removed in the same clause.

Decision: 

The document was approved with modifications.



S3-110054
SIMTC security aspects Time Control key issue





Source: InterDigital, Alcatel-Lucent

Decision: 

The document was withdrawn.



S3-110058
pCR to Time Controlled





Source: ZTE Corporation

Decision: 

The document was withdrawn.



S3-110162 
Merger of S3-110054 and S3-110058 on MTC Time Control 





Source: ZTE Corporation, InterDigital, Alcatel-Lucent 

Discussion: 

More contributions are invited for the next meeting on how to address the threats in the contribution.

Decision: 

The document was noted.



S3-110198
New version of SIMTC draft





Source: Samsung (Rapporteur)

Decision: 

The document was agreed.



7.10
Other Areas

S3-110010
LS on new work item on 'Architectural systems for security controls for preventing fraudulent activities in public carrier networks'





Source: ITU-T SG 17 ls0154-17

Decision: 

The document was noted.



S3-110035
Liaison Statement on security issues of PSS service





Source: S4-110175

Discussion: 

It was decided to send back a reply stating that TLS should be used as in 33.310.

Decision: 

The document was replied to in S3-110202.



S3-110202
Reply to: Liaison Statement on security issues of PSS service





Source: Ericsson

Decision: 

The document was approved.



S3-110014
Reply LS on Interaction with Trace for MDT





Source: S5-103371

Discussion: 

Nokia, NTT Docomo, Huawei and Ericsson suggested disclosing an IP address that is not reachable from the external environment does pose a threat. Vodafone asked whether it is verified that the RAN node uploads the information to the server as it seemed superfluous otherwise for the UE to know the address. It was decided to draft a reply asking SA5 to keep SA3 updated on the solution selected.

Decision: 

The document was replied to in S3-110203.



S3-110203
Reply to: Reply LS on Interaction with Trace for MDT





Source: Huawei 
Decision: 

The document was approved.



S3-110174
Reply LS to S3-101422 = R2-106876 on MDT user involvement





Source: R2-110699

Decision: 

The document was replied to in S3-110185.



S3-110185
Reply to: Reply LS to S3-101422 = R2-106876 on MDT user involvement





Source: NTT Docomo (Alf)

Discussion: 

There was an extended discussion on the draft version of the LS on the issues of anonymity and privacy, relating to question 3.

It was decided to re-draft the answer to question 3, with the common understanding that question 3 is about the user providing explicit consent to the provide MDT via a pop-up; Telecom Italia suggested that a pop-up would not be welcomed by the user, if appearing each time MDT collection took place.

Decision: 

The document was approved.



S3-110172
LS on delivery of IMSI for location support





Source: R3-110417

Discussion: 

Timeline:

-
2 February: first version provided

-
14 February: commenting deadline

Decision: 

The document was replied to in S3-110215.



S3-110215
Reply to: LS on delivery of IMSI for location support





Source: current meeting

Discussion: 

Timeline:

-
2 February: first version provided

-
14 February: commenting deadline;

-
15 February: new version provided;

-
17 February: final version provided (only corrections according to comments arrived until 14 Feb).

Decision: 

The document was sent for email approval.



S3-110153
LS on Security for PWS





Source: S1-102385

Decision: 

The document was replied to in S3-110205.



S3-110148
Security aspects of PWS





Source: Vodafone

Decision: 

The document was noted.



S3-110205
Reply to: LS on Security for PWS





Source: Vodafone (Pete)

Decision: 

The document was approved.



S3-110149
Security aspects of PWS (draft WID)





Source: Vodafone

Discussion: 

There was some discussion on the objectives of the work, however there were no objections to creating a WI to progress on this work. Ericsson, ST-Ericsson, Huawei, HiSilicon, ZTE supported the WI.

Decision: 

The document was revised to S3-110204.



S3-110204
Security aspects of PWS (draft WID)





Source: Vodafone

(Replaces S3-110149)

Decision: 

The document was agreed.



S3-110154
Response LS on Security and Authentication in UDC





Source: C4-102710

Decision: 

The document was postponed to the next meeting.



S3-110155
Encryption algorithms for UDC





Source: SAGE (10) 09

Decision: 

The document was postponed to the next meeting.



8
Studies

8.1
UTRAN Key Management Enhancements

There was not enough time to discuss the documents under this agenda item. The Chairman clarified that some time will be given for them to be discussed in the next meeting; these documents, noted without presentation for the present meeting, should therefore be resubmitted to the next meeting.

S3-110072
UKM Solution 1 Cleanup





Source: ZTE Corporation, HUAWEI, HiSilicon

Decision: 

The document was revised to S3-110199.



S3-110199
UKM Solution 1 Cleanup





Source: ZTE Corporation, HUAWEI, HiSilicon

(Replaces S3-110072)

Decision: 

The document was noted.



S3-110069
IWK with GERAN E-UTRAN for simplified forward security based solution





Source: ZTE Corporation, HUAWEI, HiSilicon

Decision: 

The document was noted.



S3-110073
Updates of changes to messages of the simplified forward security base solution





Source: ZTE Corporation, HUAWEI, HiSilicon

Decision: 

The document was noted.



S3-110081
Add the support of the enhanced UTRAN security context of ME to SMC message





Source: Huawei,HiSilicon,ZTE Corporation

Decision: 

The document was noted.



S3-110082
pCR to 5.2.3.1.2 - the time to perform AKA





Source: Huawei,HiSilicon,ZTE Corporation

Decision: 

The document was noted.



S3-110131
Editorial corrections and clarifications to TR 33.859





Source: Ericsson, ST-Ericsson

Decision: 

The document was noted.



S3-110074
Comparison of changes to messages for 3 solutions





Source: ZTE Corporation

Decision: 

The document was noted.



S3-110070
Comparison of proposed solutions signals and compatibility aspects





Source: ZTE Corporation

Decision: 

The document was noted.



S3-110071
Security threaten analysis





Source: ZTE Corporation, HUAWEI, HiSilicon

Decision: 

The document was noted.



S3-110114
Methodology for the evaluation of UTRAN security enhancements





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was noted.



S3-110115
pCR on introducing platform security





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was noted.



S3-110116
pCR on evaluation of proposed measure wrt use case of stationary users





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was noted.



S3-110117
pCR on evaluation of proposed measure wrt use case of moving user





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was noted.



S3-110118
pCR on evaluation wrt target orientation





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was noted.



S3-110119
pCR on evaluation wrt penetration





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was noted.



S3-110121
pCR on impact on EPS





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was noted.



S3-110120
pCR on Comparing solution 2 to increasing the authentication frequency





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was noted.



S3-110147
Analysis of CN and RN level key separation in UTRAN KH





Source: Qualcomm Incorporated

Decision: 

The document was noted.



S3-110197
Additional editorial corrections and clarifications to TR 33.859





Source: Alcatel-Lucent

Decision: 

The document was noted.



8.2
Extended Identity Management

8.3
Extended IMS media plane security features

S3-110037
pCR to TR 33.mps conferencing requirements





Source: Alcatel Lucent, Alcatel-Lucent Shanghai Bell

Abstract: 

Currently, sections on security observations and requirements for IMS conferencing contain some typos. Changes are proposed to fix the typos and to clarify the text.

Decision: 

The document was approved with modifications.



S3-110039
pCR to TR 33.mps conferencing use cases





Source: Alcatel Lucent, Alcatel-Lucent Shanghai Bell

Abstract: 

Currently, sections on use cases for IMS conferencing contain some typos. Changes are proposed to fix the typos and clarify the text. 
Decision: 

The document was approved with modifications.



S3-110038
pCR to TR 33.mps conferencing solutions





Source: Alcatel Lucent, Alcatel-Lucent Shanghai Bell

Abstract: 

Currently, the clause on KMS based solution for IMS conferencing is lacking some details. Editor Notes are added to point to the details that need to be added.

Decision: 

The document was approved with modifications.



S3-110132
pCR TR 33.mds: Update of KMS based conferencing security





Source: Ericsson, ST-Ericsson

Decision: 

The document was approved with modifications.



S3-110040
pCR to TR 33.mps messaging





Source: Alcatel Lucent, Alcatel-Lucent Shanghai Bell

Abstract: 

Currently, section on IMS messaging contains some typos and ambiguities. Changes are proposed to fix the typos and clarify the text.

Discussion: 

Ericsson objected to deleting the figures as they were providing information. Alcatel-Lucent agreed to leaving the figures and adding a reference to the source.

Decision: 

The document was approved with modifications.



S3-110043
pCR to TR 33.mps Editor's Note in Section 7.1





Source: Alcatel Lucent, Alcatel-Lucent Shanghai Bell, AT&T

Abstract: 

Currently there is an Editor's Note in section 7.1. Text is proposed such that the editor's note can be removed. 
Decision: 

The document was noted.



S3-110041
pCR to TR 33.mps Services for user groups with high security





Source: Alcatel Lucent, Alcatel-Lucent Shanghai Bell

Abstract: 

Currently there are no solutions specified in Section 7 Services for user groups with high security requirements. This document provides a potential solution, as well as reasoning why the proposed solutions fits the needs of the users with high security requirements.

Decision: 

The document was noted.



S3-110125
Clarification of requirements and capabilities for clause 7.1





Source: Ericsson, ST-Ericsson

Decision: 

The document was noted.



S3-110160
Comments on S3-110125 





Source: Alcatel-Lucent 

Discussion: 

Alcatel-Lucent agreed to withdraw the change of definition of PFS; it was decided to work further on this definition in the following meetings. Similarly, it was agreed to withdraw the comments on key escrow; Alcatel-Lucent pointed out that as these definitions are generic and should become more focused to the context in the next meetings.

The SA3 Chairman noted that the four documents (the present one and the three above) are still as contentious as in the previous meeting and they were noted for this meeting.

Decision: 

The document was noted.



S3-110036
pCR to TR 33.mps communication diversion





Source: Alcatel Lucent, Alcatel-Lucent Shanghai Bell

Abstract: 

Current section describing use cases for Communications Diversion includes a list of solutions. Changes are proposed to clarify the text and separate use cases from solutions. 

Decision: 

The document was approved.



S3-110133
pCR on TS 33.mps: Call diversion for KMS based media security





Source: Ericsson, ST-Ericsson

Discussion: 

Alcatel-Lucent proposed adding an Editor's Note after step 5; this was agreed.

Decision: 

The document was approved with modifications.



S3-110212
New version of draft TR on IMS Media Plane security





Source: Vodafone (Rapporteur)

Discussion: 

Timeline:

-
2 Feb - new version provided;

-
16 Feb - comments on the implementation;

-
18 Feb - final version provided.

Decision: 

The document was sent for email approval.



8.4
SSO Applications Security for IMS – based on SIP Digest

Ericsson suggested that the study is a 900-series and suggested that it could be at some point turned into an 800-series as the impact will be on several specifications. Nokia Siemens Networks suggested that it would be preferable to keep 900-series number until a clear view is available on the direction of the work.

S3-110030
General Issues with SIP Digest





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Ericsson asked some clarification on the MitM attack; Nokia clarified that there is no protection for SIP currently. Nokia Siemens Networks clarified that this proposal would not affect UMTS or GSM authentication. TeliaSonera did not have strong concerns. The proposal was endorsed.

Decision: 

The document was endorsed.



S3-110031
Protection of weak secrets in GBA





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

The proposal was endorsed.

Decision: 

The document was endorsed.



S3-110032
SIP Digest Additional Protection Methods





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Ericsson expressed the desire to study alternative solutions; InterDigital also wanted to study alternative solutions.

Decision: 

The document was noted.



S3-110130
Clarification to the Description of the SSO feature





Source: Ericsson, ST-Ericsson

Discussion: 

InterDigital proposed a rewording to the Note, to clarify that the client is performing the SIP Digest. This was agreed.

Decision: 

The document was approved with modifications.



S3-110055
pCR to 33.914 section 7.2.1





Source: InterDigital

Decision: 

The document was merged in S3-110207.



S3-110061
pCR on TR33.914 - solution update of implementing SSO_APS based on SIP Digest





Source: ZTE Corporation, China Unicom

Discussion: 

The contribution was discussed in conjunction with S3-110055. Nokia suggested adding an Editor's Note stating that an explicit reference to OpenID should be added; this was agreed. Ericsson had some rewording suggestions which were accepted.

Decision: 

The document was merged in S3-110207.



S3-110207
pCR on TR33.914 - solution update of implementing SSO_APS based on SIP Digest





Source: InterDigital, ZTE Corporation, China Unicom

(Replaces S3-110061)

Decision: 

The document was approved.



S3-110062
Substructure of the solution of implementing SSO_APS based on SIP Digest





Source: ZTE Corporation, China Unicom

Discussion: 

Telecom Italia asked why there is no direct communication between IdP and RP; Nokia Siemens Networks replied that in OpenID communication between these two elements is optionally conducted redirecting HTTP traffic via the UE.

Taking comments from InterDigital into account, it was agreed to proceed inserting the pCR with modifications in the TR.

Decision: 

The document was approved with modifications.



S3-110164 
Comments on S3-110062 





Source: InterDigital 

Decision: 

The document was noted.



S3-110206
New version of draft TR on SSO Applications Security for IMS – based on SIP Digest





Source: Nokia
Decision: 

The document was agreed.



8.5
Study on Security aspects of Integration of Single Sign-On (SSO) frameworks with 3GPP networks

S3-110012
Call for collaboration identity management





Source: ITU-T SG 17 ls0181-17

Decision: 

The document was replied to in S3-110208.



S3-110208
Reply to: Call for collaboration identity management





Source: Nokia 
Decision: 

The document was approved.



S3-110044
pCR to TR 33.sso Section 1, Scope





Source: Alcatel-Lucent

Abstract: 

This contribution fills in Clause 1, Scope, for the Study on Security aspects of integration of Single Sign-On (SSO) frameworks with 3GPP operator-controlled resources and mechanism. 

Decision: 

The document was noted.



S3-110129
Scope for study on SSO frameworks and 3GPP authentication mechanisms





Source: Ericsson, ST-Ericsson, Rogers Wireless

Decision: 

The document was approved.



S3-110165 
Comments on S3-110129 





Source: InterDigital 

Discussion: 

It was decided to draft an LS on the topic and obtain clarification. There was not enough support for the added sentence.

Decision: 

The document was noted.



S3-110209
LS on SSO integration





Source: InterDigital
Discussion: 

Initial draft that asked SA1 whether 1) SA3 should study SSO methods based on SSO credentials in the UICC as well as SSO credentials in a UICC-less environment, OR, 2) SA3 should study only SSO methods based on SSO credentials in the UICC, was agreed at one point of time among Gemalto, InterDigital, Nokia, and Alcatel-Lucent.  

Nokia Siemens Network later objected to the wording and suggested that the should be about use of USIM/ISIM credentials versus SIP-Digest credentials.  InterDigital objected, suggesting that SA1 WID’s scope allows study of new methods that may use new types of credentials other than the USIM/ISIM or SIP-Digest credentials. 

AT&T objected the initial wording, too, suggesting that, UICC-less implementation of SIM functions are already being discussed and cited the example of UICC-less implementation of CDMA SIM (CSIM). 

Consensus on the wording of the outgoing LS could not be reached in time. 
Decision: 

The document was noted.



S3-110128
Skeleton for study on SSO frameworks and 3GPP authentication mechanisms





Source: Ericsson, ST-Ericsson, Rogers Wireless, Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved with modifications.



S3-110034
Leveraging 3GPP authentication for Single Sign-On using OpenID





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Nokia suggested that the co-located GBA is in the scope, but this does not exclude other options. SA3 endorsed that the colocated GBA is in the scope of the study.
Decision: 

The document was noted.



S3-110159
Comments on S3-110034 - Leveraging 3GPP authentication for Single Sign-On using OpenID from Nokia Corporation, Nokia Siemens Networks 





Source: Alcatel-Lucent, AT&T

Discussion: 

Rogers Wireless was mentioned as a co-signer for the contribution. .

Decision: 

The document was noted.



S3-110127
Optimized OpenId and GBA interworking





Source: Ericsson, ST-Ericsson, Rogers Wireless

Decision: 

The document was noted.



S3-110210
New Version of SSO TR





Source: Ericsson
Decision: 

The document was agreed.



8.6
Security Aspects in the Scope of the SA1 Study on Enhancements for MTC (SP-100448)

S3-110135
Scope of the new MTCe living document





Source: Huawei, HiSilicon, TeliaSonera, CATT, Alcatel-Lucent, Interdigital

Discussion: 

Nokia Siemens Networks referred to the discussion in S3-101275 in SA3#61, where it was not agreed to create a new living document; a discussion on the creation of a living document was held; Nokia Siemens Networks opposed such creation as to design the security mechanisms there should be an SA2 architecture in place. 

Huawei suggested that there was indeed an agreement to create the living document.

Alcatel-Lucent suggested that there is some understanding about the architecture; Nokia Siemens Networks suggested that in that case this architecture should be communicated by SA2 in some form.

Telecom Italia supported the Nokia Siemens Networks view and suggested that SA1 is at the very beginning of this work and would be premature to define security aspects at this stage.

China Mobile suggested that the study should proceed as discussed in the previous meeting.

A consensus on the topic could not be reached and it was decided to discuss again at the next meeting.

Decision: 

The document was noted.



S3-110136
Skeleton of the new MTCe living document





Source: Huawei, HiSilicon, TeliaSonera, CATT, Alcatel-Lucent, Ericsson, ST-Ericsson

Decision: 

The document was noted.



S3-110075
Key issue-MTC group based communication via MTC GW





Source: Huawei, HiSilicon, TeliaSonera,CATT

Decision: 

The document was noted.



S3-110076
MTC group based authentication





Source: Huawei, HiSilicon,TeliaSonera,CATT

Decision: 

The document was noted.



S3-110042
Communication via Gateway Device





Source: Alcatel Lucent, Alcatel-Lucent Shanghai Bell

Abstract: 

TR 22.888 is considering communication via gateway device as one of the study areas. The MTC Gateway Device is a kind of MTC Device that has 3GPP mobile communication capability. The devices located at the MTC Capillary Network may or may not have 3GPP mobile communication capability. These devices are connected to the MTC Gateway Device via local connectivity technologies such as IEEE 802.15, Zigbee, Bluetooth, etc. The MTC Gateway Device connects via 3GPP Access Networks to the operator network and communicate with the MTC Server(s). Thus the MTC Gateway Device acts as an agent for the devices behind it. As specified by TR 22.888 the MTC Gateway Device needs to perform authentication and authorization for the devices that communicate through it. Therefore, this document proposes a new key issue communication through gateway device and requirements associated with this key issue.

Decision: 

The document was noted.



S3-110083
Key Issue: Direct MTC device-to-device communication





Source: CATT China Mobile Huawei HiSilicon

Abstract: 

This contribution discusses the key issue for direct MTC Device to device communication.

Decision: 

The document was noted.



8.7
Security Aspects in the Scope of the SA2 study on IMS Based Peer-to-Peer Content (SP-100567)

S3-110063
pCR on living document-Threats and security requirement of IMS P2P CDS





Source: ZTE Corporation, China Mobile

Decision: 

The document was noted.



S3-110089
IMS P2P security scope





Source: China Mobile, Nokia Corporation, Nokia Siemens Networks, Huawei, ZTE

Discussion: 

It was noted that more aspects from SA2 architecture should be provided before proceeding with agreeing SA3 contributions on this subject.

Decision: 

The document was noted.



S3-110091
IMS P2P black hole attack





Source: China Mobile, Nokia Corporation, Nokia Siemens Networks, Huawei, ZTE

Decision: 

The document was noted.



S3-110093
Content Tampering and Replacement





Source: China Mobile, Nokia Corporation, Nokia Siemens Networks, Huawei, ZTE

Decision: 

The document was noted.



S3-110094
Incorrect Content Sharing Reporting





Source: China Mobile, Nokia Corporation, Nokia Siemens Networks, Huawei, ZTE

Decision: 

The document was noted.



S3-110095
Eavesdropping





Source: China Mobile, Nokia Corporation, Nokia Siemens Networks, Huawei, ZTE

Decision: 

The document was noted.



8.8
Other Study Areas

No input.
9
Vote on Relay Node Security aspects

After the first round of discussions on the Relay Node contributions, all solutions on the table were rediscussed. The two main points of decision were the overall solution selection and the decision on integrity protection of Un interface.

TeliaSonera expressed concerns leaving options to implementation policy of the operator; also, Telia Sonera favoured use of PDCP security instead of IPsec for the cause of built-in security, avoiding too high implementation freedom. Concerning the secure channel, TeliaSonera suggested that this solution would add complexity. For these reasons TeliaSonera expressed preference for solutions 5 and 9.

Deutsche Telekom suggested that complexity depends on the implementation. China Mobile that would be willing to abandon solution 7 and IPsec use, provided that there could be a merger of the other existing solutions on the table. China Mobile expressed preference for solution 11b.
In the light of these positions, solution 7 was withdrawn, thus leaving solutions 5, 9 and 11b.

Deutsche Telekom suggested that there might be need for further analysis of the three existing solutions. Nokia Siemens Networks suggested that it could be possible to shift this work to Release 11, which could be a possibility. TeliaSonera suggested this indeed was an option. The Chairman pointed out the decisions on Work Plan is ultimately up to SA and SA3 should mainly focus on the technical issues.

Vodafone noted that progress had been achieved in the understanding and proposals from the previous meeting and expressed doubts on whether further technical progress could be achieved at the next meeting. Vodafone also observed that the security architecture for RN was on the critical path for the RN work in 3GPP and it would be beneficial to select a solution. China Mobile supported this view and urged the group to progress and reach a decision.

Huawei suggested that IPsec could in some cases be a quicker solution for reaching the market, however understood that the solution was now abandoned.

The Chairman observed that there is still the topic on the selection between the three options of having certificate-based, PSK, and both solutions. Nokia Siemens Networks commented, on this topic, that certificate-based solutions may provide some advantages but a considerable investment; therefore, PSK could be the choice for the short term, and possibly for longer term solutions; Nokia Siemens Networks suggested therefore that both options should be mandatory to be supported.

Sagem-Orga noted that all supporting companies of 11b shared this view (both options mandatory to support). This was agreed. Orange commented that PSK for solution 5 should be considered, before making any decision on solutions.

Deutsche Telekom pointed out that the use of smart cards adds a considerable amount of workload, even though bringing some interesting advantages; for these reasons Deutsche Telekom was not ready to support 11b, and suggested that further technical details would be welcome.

The CRs in S3-110186, S3-110187, S3-110188, containing the three different solutions, were presented.

Orange, in the light of the recent discussions and also potential mobile RN's, supported solution 5. Vodafone pointed out that in the previous meetings had expressed support for solution 9, however noted that solutions 5 and 11 did not impact RAN significantly; therefore, Vodafone suggested that the choice in the current meeting should be between solution 9, or 5 and 11 (with the final choice between 5 and 11 taken in the next meeting, if these two solutions were to be selected). Vodafone also shared the technical argumentations of Orange and expressed support for 5 and 11. China Mobile, given the urgency due to deployment plans, supported 5 and 11. Deutsche Telekom expressed preference for solution 5. NTT Docomo expressed support for 5 and 11, with a preference for 5 between the two. It was decided to postpone the planned show of hands, to allow some time to supporters of solution 9 to discuss how to proceed.

It was decided subsequently during the meeting to have a show of hands on the three solutions. The show of hands was on the first preference only.

-
IC's supporting solution 5: Orange, TeliaSonera, BT, Qualcomm, Intel, Deutsche Telekom, NTT Docomo, Telecom Italia.
-
IC's supporting solution 9: Ericsson, ST-Ericsson, Alcatel-Lucent, Vodafone, HiSilicon, Huawei, AT&T.
-
IC's supporting solution 11: Gemalto, Nokia Siemens Networks, Nokia, InterDigital, Infineon, Giesecke & Devrient, ZTE, Sagem-Orga, CATR, China Mobile, CATT.

Vodafone and Nokia Siemens Networks suggested that reaching two solutions at the present meeting would be beneficial to provide progress and allow the stage 3 groups to provide solutions on time for Release 10.

There was a show of hands combining solutions:
-
IC's supporting solution 5&9: TeliaSonera, Qualcomm, Orange, Huawei, HiSilicon.

-
IC's supporting solution 5&11: China Mobile, Gemalto, Infineon, Deutsche Telekom, BT, NTT, CATR, Sagem-Orga, CATT.

-
IC's supporting solution 9&11: InterDigital, Nokia, Nokia Siemens Networks, ZTE, Ericsson, ST-Ericsson, AT&T, Vodafone, Giesecke & Devrient.

Subsequently a technical vote, as announced on the agenda, was held. 43 IC's voted.

The results of the vote were:

Shall SA3 agree CR S3-110211? (solution 5)

-
YES 14 (33.3%)

-
NO 28 (66.7%)

-
Abstentions 1

Shall SA3 agree CRs S3-110188 and S3-110177? (solution 9)

-
YES 19 (47.5%)

-
NO 21 (52.5%)

-
Abstentions 3

Shall SA3 agree CRs S3-110186 and S3-110177? (solution 11b)

-
YES 18 (46.2%)

-
NO 21 (53.8%)

-
Abstentions 4

The results of the vote were not conclusive. It was proposed agreeing all the CRs above and proposing them to SA for decision.
Subsequently, Vodafone suggested that SA had a clear indication that it would be useful to have an RN solution for Rel-10; three solutions would be problematic for SA. Vodafone suggested that the top two solutions should be selected and sent to SA for consideration. China Mobile suggested that progress would be welcome to facilitate the work of SA.

Nokia Siemens Networks suggested that if it was agreed to proceed with two solutions, then it would be natural to proceed with the top two. Nokia Siemens Networks also noted that preferences had been fluctuating, which shows that there has been a lot of analysis during the current meeting, which would welcome another meeting of work to identify the preferred solution.

Qualcomm suggested that SA had asked for a single solution and did not see the point of eliminating only one solution. Vodafone asked whether there was consensus within the group to select two solutions for submission to SA. Deutsche Telekom proposed voting between solutions 9 and 11. NTT Docomo and TeliaSonera agreed with Deutsche Telekom.

Vodafone asked whether Qualcomm would accept proceeding with this second round. Telecom Italia reminded that solution 5 was the solution that obtained the preference of operators during the show of hands and was surprised to the proposal of eliminating this solution; NTT Docomo supported Telecom Italia's view.

TeliaSonera suggested that waiting for Release 11 could lead to a better technical solution. Vodafone replied that it is fundamental to avoid proprietary solutions for Relay Nodes.

Vodafone proposed proceeding with a vote between solutions 9 and 11, selecting the solution with the greatest number of positive votes. Telecom Italia asked why solution 5 was eliminated; it was replied that Qualcomm was willing to withdraw the solution. A second round of voting has held on solutions 9 and 11, with the agreement that the solution obtaining the greatest percentage of positive votes would be submitted as the agreed one to SA. The results were:

Shall SA3 agree CRs S3-110188 and S3-110177? (solution 9)

-
YES 18 (47.4%)

-
NO 20 (52.6%)

-
Abstentions 5

Shall SA3 agree CRs S3-110186 and S3-110177? (solution 11b)

-
YES 21 (50%)

-
NO 21 (50%)

-
Abstentions 1

As agreed prior to the vote, the solution with the greatest number of "YES" votes would be submitted to SA. Therefore, solution 11b and CRs S3-110186 and S3-110177 were agreed (see also 7.7.3 and Annex B on the status and handling of the single documents).
10
Review and Update of Work Plan 

S3-110004
SA3 Work Plan





Source: WG Secretary

Decision: 

The document was noted.



S3-110112
Proposed Update of the Terms of Reference





Source: Chairmen and Secretary of 3GPP TSG SA WG3

Discussion: 

SA3 agreed to submit the proposed ToR update to SA for approval.

Decision: 

The document was agreed.



S3-110168
Guidelines for Delegates v020





Source: MCC

Discussion: 

MCC presented the revised guidelines for participation and document handling. Delegates were invited to follow the guidelines when submitting a contribution.

Decision: 

The document was noted.



11
Future Meeting Dates and Venues

China Mobile suggested that Delegates should apply for Visa as soon as possible for SA3#63 in Chengdu.

NAF confirmed that the meeting location for SA3#64 would be announced as soon as possible.

S3-110005
SA3 Meeting Calendar





Source: WG Secretary

Decision: 

The document was noted.



12
Any Other Business

There was no other business.
13
Close

The Chairman pointed out that SA3#62 was a very difficult meeting and thanked all the Delegates for their hard work, offline discussions and contributions. He also thanked the Secretary for the support provided. Finally, the SA3 Chairman thanked EF3 for hosting the meeting; the meeting was closed.

Annex A: List of contribution documents

	Document
	Title
	Source
	Decision
	Replaces
	Replaced by

	S3-110001
	Draft Agenda for THIS meeting
	WG Chairman
	approved
	-
	-

	S3-110002
	Report from LAST SA Plenary
	WG Chairman
	noted
	-
	-

	S3-110003
	Report from LAST SA3 Ordinary meeting
	WG Secretary
	approved
	-
	-

	S3-110004
	SA3 Work Plan
	WG Secretary
	noted
	-
	-

	S3-110005
	SA3 Meeting Calendar
	WG Secretary
	noted
	-
	-

	S3-110006
	Recommendations on the 128-EEA3 and 128-EIA3 algorithms
	ETSI SAGE
	noted
	-
	-

	S3-110007
	Reply LS on MTC USIM requirement for Rel-10
	C1-104852
	noted
	-
	-

	S3-110008
	Response LS on LS on MTC USIM requirements for Rel-10 (S1-103315)
	C6-100585
	noted
	-
	-

	S3-110009
	LS on support for encryption in connection with Iur-g interface
	GP-102040
	replied to
	-
	-

	S3-110010
	LS on new work item on 'Architectural systems for security controls for preventing fraudulent activities in public carrier networks'
	ITU-T SG 17 ls0154-17
	noted
	-
	-

	S3-110011
	Liaison response to 3GPP SA WG3 on X.oacms, Overall aspects of countering messaging spam in mobile networks
	ITU-T ls0168-17
	noted
	-
	-

	S3-110012
	Call for collaboration identity management
	ITU-T SG 17 ls0181-17
	replied to
	-
	-

	S3-110013
	Response LS on the security on the direct interface between H(e)NBs
	R3-103754
	noted
	-
	-

	S3-110014
	Reply LS on Interaction with Trace for MDT
	S5-103371
	replied to
	-
	-

	S3-110015
	LS on exception to SA WG3 to continue working on Relay Node
	SP-100874
	replied to
	-
	-

	S3-110019
	Correction of implementation error of S3-100612 [Rel-9]
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-110020
	Correction of implementation error of S3-100612 [Rel-10]
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-110021
	Correction of implementation error of S3-100612 [Rel-11]
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-110022
	Discussion paper on Algorithms Interoperability between releases
	Alcatel-Lucent
	noted
	-
	-

	S3-110023
	33.401 SRVCC Security Context Rel-8
	Alcatel-Lucent
	sent for email discussion
	-
	-

	S3-110024
	33.401 SRVCC Security Context Rel-9
	Alcatel-Lucent
	sent for email discussion
	-
	-

	S3-110025
	33.401 SRVCC Security Context Rel-10
	Alcatel-Lucent
	sent for email discussion
	-
	-

	S3-110026
	33.102 SRVCC Security Context Rel-8
	Alcatel-Lucent
	sent for email discussion
	-
	-

	S3-110027
	33.102 SRVCC Security Context Rel-9
	Alcatel-Lucent
	sent for email discussion
	-
	-

	S3-110028
	33.102 SRVCC Security Context Rel-10
	Alcatel-Lucent
	sent for email discussion
	-
	-

	S3-110029
	Correction for handover from UTRAN to E-UTRAN
	Huawei, HiSilicon
	revised
	-
	S3-110180

	S3-110030
	General Issues with SIP Digest
	Nokia Corporation, Nokia Siemens Networks
	endorsed
	-
	-

	S3-110031
	Protection of weak secrets in GBA
	Nokia Corporation, Nokia Siemens Networks
	endorsed
	-
	-

	S3-110032
	SIP Digest Additional Protection Methods
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-110034
	Leveraging 3GPP authentication for Single Sign-On using OpenID
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-110035
	Liaison Statement on security issues of PSS service
	S4-110175
	replied to
	-
	-

	S3-110036
	pCR to TR 33.mps communication diversion
	Alcatel Lucent, Alcatel-Lucent Shanghai Bell
	approved
	-
	-

	S3-110037
	pCR to TR 33.mps conferencing requirements
	Alcatel Lucent, Alcatel-Lucent Shanghai Bell
	approved with modifications
	-
	-

	S3-110038
	pCR to TR 33.mps conferencing solutions
	Alcatel Lucent, Alcatel-Lucent Shanghai Bell
	approved with modifications
	-
	-

	S3-110039
	pCR to TR 33.mps conferencing use cases
	Alcatel Lucent, Alcatel-Lucent Shanghai Bell
	approved with modifications
	-
	-

	S3-110040
	pCR to TR 33.mps messaging
	Alcatel Lucent, Alcatel-Lucent Shanghai Bell
	approved with modifications
	-
	-

	S3-110041
	pCR to TR 33.mps Services for user groups with high security
	Alcatel Lucent, Alcatel-Lucent Shanghai Bell
	noted
	-
	-

	S3-110042
	Communication via Gateway Device
	Alcatel Lucent, Alcatel-Lucent Shanghai Bell
	noted
	-
	-

	S3-110043
	pCR to TR 33.mps Editor's Note in Section 7.1
	Alcatel Lucent, Alcatel-Lucent Shanghai Bell, AT&T
	noted
	-
	-

	S3-110044
	pCR to TR 33.sso Section 1, Scope
	Alcatel-Lucent
	noted
	-
	-

	S3-110046
	Proposed Draft LS to RAN3 and SA2 on Security vulnerability and the need for identity binding between H(e)NB and H(e)NB-GW
	Alcatel-Lucent, AT&T
	noted
	-
	-

	S3-110047
	33.234 R11 CR: IPsec Alignment
	Ericsson, ST-Ericsson
	revised
	-
	S3-110192

	S3-110048
	33.402 R11 CR: IPsec Alignment
	Ericsson, ST-Ericsson
	revised
	-
	S3-110193

	S3-110049
	33.210 R11 CR: IPsec Alignment
	Ericsson, ST-Ericsson
	withdrawn
	-
	-

	S3-110050
	Discussion paper: GAN (43.318, 44.318) IPsec Alignment for GERAN
	Ericsson, ST-Ericsson
	technically endorsed
	-
	-

	S3-110051
	H(e)NB Security Vulnerability due to undefined H(e)NB Identity binding to H(e)NB-GW
	Alcatel-Lucent, AT&T
	noted
	-
	-

	S3-110052
	Solutions for securing X2 within an enterprise
	Qualcomm Incorporated
	revised
	-
	S3-110158

	S3-110054
	SIMTC security aspects Time Control key issue
	InterDigital, Alcatel-Lucent
	withdrawn
	-
	-

	S3-110055
	pCR to 33.914 section 7.2.1
	InterDigital
	merged in S3-110207
	-
	-

	S3-110057
	pCR to Group Based Optimization
	ZTE Corporation
	approved with modifications
	-
	-

	S3-110058
	pCR to Time Controlled
	ZTE Corporation
	withdrawn
	-
	-

	S3-110059
	pCR about the key issue secure connection
	ZTE Corporation
	noted
	-
	-

	S3-110060
	pCR about the relationship between the MTC Device and MTC Group
	ZTE Corporation
	noted
	-
	-

	S3-110061
	pCR on TR33.914 - solution update of implementing SSO_APS based on SIP Digest
	ZTE Corporation, China Unicom
	merged in S3-110207
	-
	S3-110207

	S3-110062
	Substructure of the solution of implementing SSO_APS based on SIP Digest
	ZTE Corporation, China Unicom
	approved with modifications
	-
	-

	S3-110063
	pCR on living document-Threats and security requirement of IMS P2P CDS
	ZTE Corporation, China Mobile
	noted
	-
	-

	S3-110064
	Analysis and improvement of solution 9
	ZTE Corporation
	noted
	-
	-

	S3-110065
	All the solutions need pre-installed secret such as certificate or key
	ZTE Corporation, China Mobile
	partially endorsed
	-
	-

	S3-110066
	pCR_Section 10.7.4 Editor's Note Resolution
	ZTE Corporation
	noted
	-
	-

	S3-110067
	comparison of security protection methods of Un interface
	ZTE Corporation
	noted
	-
	-

	S3-110068
	CR_Supplemented description of the secure connection between HeNB and MMES-GW
	ZTE Corporation
	revised
	-
	S3-110183

	S3-110069
	IWK with GERAN E-UTRAN for simplified forward security based solution
	ZTE Corporation, HUAWEI, HiSilicon
	noted
	-
	-

	S3-110070
	Comparison of proposed solutions signals and compatibility aspects
	ZTE Corporation
	noted
	-
	-

	S3-110071
	Security threaten analysis
	ZTE Corporation, HUAWEI, HiSilicon
	noted
	-
	-

	S3-110072
	UKM Solution 1 Cleanup
	ZTE Corporation, HUAWEI, HiSilicon
	revised
	-
	S3-110199

	S3-110073
	Updates of changes to messages of the simplified forward security base solution
	ZTE Corporation, HUAWEI, HiSilicon
	noted
	-
	-

	S3-110074
	Comparison of changes to messages for 3 solutions
	ZTE Corporation
	noted
	-
	-

	S3-110075
	Key issue-MTC group based communication via MTC GW
	Huawei, HiSilicon, TeliaSonera,CATT
	noted
	-
	-

	S3-110076
	MTC group based authentication
	Huawei, HiSilicon,TeliaSonera,CATT
	noted
	-
	-

	S3-110077
	Clarification on Secure Channel of Solution 7
	Huawei,HiSilicon,China Mobile
	revised
	-
	S3-110179

	S3-110078
	Benefits of PSK based IPsec tunnel in solution 7
	Huawei,HiSilicon
	approved with modifications
	-
	-

	S3-110079
	Consideration of data protection on Un interface
	Huawei,HiSilicon
	revised
	-
	S3-110175

	S3-110080
	Security handling of handover for UE under RN
	Huawei ,HiSilicon
	merged in S3-110175
	-
	-

	S3-110081
	Add the support of the enhanced UTRAN security context of ME to SMC message
	Huawei,HiSilicon,ZTE Corporation
	noted
	-
	-

	S3-110082
	pCR to 5.2.3.1.2 - the time to perform AKA
	Huawei,HiSilicon,ZTE Corporation
	noted
	-
	-

	S3-110083
	Key Issue: Direct MTC device-to-device communication
	CATT China Mobile Huawei HiSilicon
	noted
	-
	-

	S3-110084
	33.401 CR Relay node security functions
	Ericsson, ST-Ericsson
	revised
	-
	S3-110188

	S3-110085
	RN Sol9 Relation between TLS and IPsec certificates
	Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-110086
	RN Sol9 TLS key extractor details for solution 9
	Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-110087
	Adding new algorithms to LTE and IRAT HO
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-110088
	Analysis and draft LS reply to Enhancements of Iur-g interface
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-110089
	IMS P2P security scope
	China Mobile, Nokia Corporation, Nokia Siemens Networks, Huawei, ZTE
	noted
	-
	-

	S3-110090
	Correction of Iur security [rel-10]
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-110195

	S3-110091
	IMS P2P black hole attack
	China Mobile, Nokia Corporation, Nokia Siemens Networks, Huawei, ZTE
	noted
	-
	-

	S3-110092
	Correction of Iur security [rel-11]
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-110196

	S3-110093
	Content Tampering and Replacement
	China Mobile, Nokia Corporation, Nokia Siemens Networks, Huawei, ZTE
	noted
	-
	-

	S3-110094
	Incorrect Content Sharing Reporting
	China Mobile, Nokia Corporation, Nokia Siemens Networks, Huawei, ZTE
	noted
	-
	-

	S3-110095
	Eavesdropping
	China Mobile, Nokia Corporation, Nokia Siemens Networks, Huawei, ZTE
	noted
	-
	-

	S3-110096
	key issue - external interface security of SIMTC
	ZTE Corporation, Ericsson, ST-Ericsson, Samsung, China Unicom
	revised
	-
	S3-110151

	S3-110097
	IKEv1 usage
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-110194

	S3-110098
	33401 modification for Relay
	China Mobile,CATR, CATT, China Unicom, Datang Mobile,ITRI,Huawei,HiSilicon,ZTE
	noted
	-
	-

	S3-110099
	CR to 33.401
	China Mobile,CATR, CATT, China Unicom, Datang Mobile, ITRI, Huawei, HiSilicon, ZTE
	noted
	-
	-

	S3-110100
	Discussion on relay solution7
	China Mobile,CATR, CATT, China Unicom, Datang Mobile, ITRI, Huawei, HiSilicon, ZTE,
	approved with modifications
	-
	-

	S3-110101
	Discussion on the solution 7 issues
	China Mobile,CATR, CATT, China Unicom, Datang Mobile, ITRI, Huawei, HiSilicon, ZTE,
	noted
	-
	-

	S3-110102
	M2M group authentication
	China Mobile
	noted
	-
	-

	S3-110103
	Description of PUCI Information Type and Structure
	NEC Corporation
	approved with modifications
	-
	-

	S3-110104
	Description of PUCI Information Signalling
	NEC Corporation
	noted
	-
	-

	S3-110105
	Security for direct interfaces between H(e)NBs
	Nokia Corporation, Nokia Siemens Networks
	postponed to the next meeting
	-
	-

	S3-110106
	Description of PUCI Function Communication
	NEC Corporation
	noted
	-
	-

	S3-110107
	GBA usage with Web Browser
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-110108
	Description of PUCI User Notification
	NEC Corporation
	approved with modifications
	-
	-

	S3-110110
	Key issue Low Mobility
	NEC Corporation
	approved with modifications
	-
	-

	S3-110111
	Response to Action on S3-101281Discussion on introduction of new EPS security algorithm
	NEC Corporation
	noted
	-
	-

	S3-110112
	Proposed Update of the Terms of Reference
	Chairmen and Secretary of 3GPP TSG SA WG3
	agreed
	-
	-

	S3-110113
	pCR on Operator SPIT/UC interworking and source identification
	Nokia Corporation, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-110114
	Methodology for the evaluation of UTRAN security enhancements
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-110115
	pCR on introducing platform security
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-110116
	pCR on evaluation of proposed measure wrt use case of stationary users
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-110117
	pCR on evaluation of proposed measure wrt use case of moving user
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-110118
	pCR on evaluation wrt target orientation
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-110119
	pCR on evaluation wrt penetration
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-110120
	pCR on Comparing solution 2 to increasing the authentication frequency
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-110121
	pCR on impact on EPS
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-110122
	PDCP integrity for relay node security
	Nokia Siemens Networks
	revised
	-
	S3-110177

	S3-110123
	Solution for relay node security
	Gemalto, Morpho, Nokia Siemens Networks
	revised
	-
	S3-110186

	S3-110124
	pCR to TR on RN security on solution 11B introducing pre-shared key variant
	Gemalto, Morpho, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-110125
	Clarification of requirements and capabilities for clause 7.1
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-110126
	Draft reply LS on LI for KMS based IMS media security
	Ericsson, ST-Ericsson
	revised
	-
	S3-110190

	S3-110127
	Optimized OpenId and GBA interworking
	Ericsson, ST-Ericsson, Rogers Wireless
	noted
	-
	-

	S3-110128
	Skeleton for study on SSO frameworks and 3GPP authentication mechanisms
	Ericsson, ST-Ericsson, Rogers Wireless, Nokia Corporation, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-110129
	Scope for study on SSO frameworks and 3GPP authentication mechanisms
	Ericsson, ST-Ericsson, Rogers Wireless
	approved
	-
	-

	S3-110130
	Clarification to the Description of the SSO feature
	Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-110131
	Editorial corrections and clarifications to TR 33.859
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-110132
	pCR TR 33.mds: Update of KMS based conferencing security
	Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-110133
	pCR on TS 33.mps: Call diversion for KMS based media security
	Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-110134
	Security of MTC devices/UEs Configuration
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-110200

	S3-110135
	Scope of the new MTCe living document
	Huawei, HiSilicon, TeliaSonera, CATT, Alcatel-Lucent, Interdigital
	noted
	-
	-

	S3-110136
	Skeleton of the new MTCe living document
	Huawei, HiSilicon, TeliaSonera, CATT, Alcatel-Lucent, Ericsson, ST-Ericsson
	noted
	-
	-

	S3-110137
	H(e)NB Authentication using PANA
	Samsung Electronics
	noted
	-
	-

	S3-110138
	H(e)NB Authentication Using PANA [Rel-9]
	Samsung Electronics
	postponed to the next meeting
	-
	-

	S3-110139
	H(e)NB Authentication Using PANA [Rel-10]
	Samsung Electronics
	postponed to the next meeting
	-
	-

	S3-110140
	H(e)NB Authentication Using PANA [Rel-11]
	Samsung Electronics
	postponed to the next meeting
	-
	-

	S3-110143
	RN platform validation
	InterDigital, Deutsche Telekom, China Mobile
	withdrawn
	-
	-

	S3-110144
	H(e)NB R11 WID
	Huawei Technologies, Alcatel-Lucent
	withdrawn
	-
	-

	S3-110145
	Providing relay node security by enhancing the E-UTRAN authentication
	Qualcomm Incorporated
	revised
	-
	S3-110187

	S3-110146
	Some updates to solution 5
	Qualcomm Incorporated
	approved
	-
	-

	S3-110147
	Analysis of CN and RN level key separation in UTRAN KH
	Qualcomm Incorporated
	noted
	-
	-

	S3-110148
	Security aspects of PWS
	Vodafone
	noted
	-
	-

	S3-110149
	Security aspects of PWS (draft WID)
	Vodafone
	revised
	-
	S3-110204

	S3-110150
	Proposal for MTC security architecture
	Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-110151
	key issue - external interface security of SIMTC
	ZTE Corporation, Ericsson, ST-Ericsson, Samsung, China Unicom, InterDigital
	approved with modifications
	S3-110096
	-

	S3-110152
	RN platform validation
	InterDigital, Deutsche Telekom, China Mobile
	revised
	-
	-

	S3-110153
	LS on Security for PWS
	S1-102385
	replied to
	-
	-

	S3-110154
	Response LS on Security and Authentication in UDC
	C4-102710
	postponed to the next meeting
	-
	-

	S3-110155
	Encryption algorithms for UDC
	SAGE (10) 09
	postponed to the next meeting
	-
	-

	S3-110156
	LS to RAN3 on Hosting Party Module for H(e)NB
	C6-100633
	noted
	-
	-

	S3-110157
	LS to 3GPP SA1 on Hosting Party application in UICC
	C6-100634
	replied to
	-
	-

	S3-110158
	Solutions for securing X2 within an enterprise
	Qualcomm Incorporated
	noted
	S3-110052
	-

	S3-110159
	Comments on S3-110034 - Leveraging 3GPP authentication for Single Sign-On using OpenID from Nokia Corporation, Nokia Siemens Networks 
	Alcatel-Lucent, AT&T
	noted
	-
	-

	S3-110160
	Comments on S3-110125 
	Alcatel-Lucent 
	noted
	-
	-

	S3-110161 
	Comments to S3-110137 
	China Mobile 
	noted
	-
	-

	S3-110162 
	Merger of S3-110054 and S3-110058 on MTC Time Control 
	ZTE Corporation, InterDigital, Alcatel-Lucent 
	noted
	-
	-

	S3-110163 
	Comment on S3-110158: 'Solutions for securing X2 within an enterprise' 
	Nokia Siemens Networks 
	noted
	-
	-

	S3-110164 
	Comments on S3-110062 
	InterDigital 
	noted
	-
	-

	S3-110165 
	Comments on S3-110129 
	InterDigital 
	noted
	-
	-

	S3-110166 
	H(e)NB R11 WID 
	Huawei Technologies, Alcatel-Lucent, HiSilicon, NEC 
	revised
	-
	S3-110189

	S3-110167 
	comments to 110064 
	NTT DOCOMO
	noted
	-
	-

	S3-110168
	Guidelines for Delegates v020
	MCC
	noted
	-
	-

	S3-110169
	RN platform validation
	InterDigital, Deutsche Telekom, China Mobile
	revised
	-
	S3-110176

	S3-110170
	128-EEA3 and 128-EIA3 documents
	SAGE (11) 06
	noted
	-
	-

	S3-110171
	Thank you to all at SA3
	Charles Brookson, Chairman GSMA SG
	noted
	-
	-

	S3-110172
	LS on delivery of IMSI for location support
	R3-110417
	replied to
	-
	-

	S3-110173
	Reply LS to CT6 on Hosting Party Module for H(e)NB
	R3-110336
	noted
	-
	-

	S3-110174
	Reply LS to S3-101422 = R2-106876 on MDT user involvement
	R2-110699
	replied to
	-
	-

	S3-110175
	Consideration of data protection on Un interface
	Huawei, HiSilicon 
	approved
	S3-110079
	-

	S3-110176
	RN platform validation
	InterDigital, Deutsche Telekom, China Mobile
	approved
	S3-110169
	-

	S3-110177
	PDCP integrity for relay node security
	Nokia Siemens Networks
	agreed
	S3-110122
	-

	S3-110178
	New version of TR 33.816 on Relay Node Security
	Qualcomm 
	agreed
	-
	-

	S3-110179
	Clarification on Secure Channel of Solution 7
	Huawei,HiSilicon,China Mobile
	approved
	S3-110077
	-

	S3-110180
	Correction for handover from UTRAN to E-UTRAN
	Huawei, HiSilicon
	agreed
	S3-110029
	-

	S3-110181
	Comment and Addition to “Adding new algorithms to LTE and IRAT HO”
	NEC
	noted
	-
	-

	S3-110182
	Discussion concerning adding new algorithms to LTE and IRAT HO
	MCC, Nokia Siemens Networks
	approved
	-
	-

	S3-110183
	CR_Supplemented description of the secure connection between HeNB and MMES-GW
	ZTE Corporation
	agreed
	S3-110068
	-

	S3-110184
	Reply to: LS to 3GPP SA1 on Hosting Party application in UICC
	Huawei 
	approved
	-
	-

	S3-110185
	Reply to: Reply LS to S3-101422 = R2-106876 on MDT user involvement
	NTT Docomo
	approved
	-
	-

	S3-110186
	Solution for relay node security
	Gemalto, Morpho, Nokia Siemens Networks
	agreed
	S3-110123
	-

	S3-110187
	Providing relay node security by enhancing the E-UTRAN authentication
	Qualcomm Incorporated
	revised
	S3-110145
	S3-110211

	S3-110188
	33.401 CR Relay node security functions
	Ericsson, ST-Ericsson
	noted
	S3-110084
	-

	S3-110189
	H(e)NB R11 WID 
	Huawei Technologies, Alcatel-Lucent, HiSilicon, NEC 
	agreed
	S3-110166 
	-

	S3-110190
	Draft reply LS on LI for KMS based IMS media security
	Ericsson, ST-Ericsson
	approved
	S3-110126
	-

	S3-110191
	New version of SPUCI TR
	NEC (Rapporteur)
	agreed
	-
	-

	S3-110192
	33.234 R11 CR: IPsec Alignment
	Ericsson, ST-Ericsson
	agreed
	S3-110047
	-

	S3-110193
	33.402 R11 CR: IPsec Alignment
	Ericsson, ST-Ericsson
	agreed
	S3-110048
	-

	S3-110194
	IKEv1 usage
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-110097
	-

	S3-110195
	Correction of Iur security [rel-10]
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-110090
	-

	S3-110196
	Correction of Iur security [rel-11]
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-110092
	-

	S3-110197
	Additional editorial corrections and clarifications to TR 33.859
	Alcatel-Lucent
	noted
	-
	-

	S3-110198
	New version of SIMTC draft
	Samsung (Rapporteur)
	agreed
	-
	-

	S3-110199
	UKM Solution 1 Cleanup
	ZTE Corporation, HUAWEI, HiSilicon
	noted
	S3-110072
	-

	S3-110200
	Security of MTC devices/UEs Configuration
	Nokia Corporation, Nokia Siemens Networks
	approved
	S3-110134
	-

	S3-110201
	Reply to: LS on support for encryption in connection with Iur-g interface
	Ericsson
	approved
	-
	-

	S3-110202
	Reply to: Liaison Statement on security issues of PSS service
	Ericsson
	approved
	-
	-

	S3-110203
	Reply to: Reply LS on Interaction with Trace for MDT
	Huawei
	approved
	-
	-

	S3-110204
	Security aspects of PWS (draft WID)
	Vodafone
	agreed
	S3-110149
	-

	S3-110205
	Reply to: LS on Security for PWS
	Vodafone
	approved
	-
	-

	S3-110206
	New version of draft TR on SSO Applications Security for IMS – based on SIP Digest
	Nokia
	agreed
	-
	-

	S3-110207
	pCR on TR33.914 - solution update of implementing SSO_APS based on SIP Digest
	InterDigital, ZTE Corporation, China Unicom
	approved
	S3-110061
	-

	S3-110208
	Reply to: Call for collaboration identity management
	Nokia
	approved
	-
	-

	S3-110209
	LS on SSO integration
	InterDigital
	noted
	-
	-

	S3-110210
	New Version of SSO TR
	Ericsson
	agreed
	-
	-

	S3-110211
	Providing relay node security by enhancing the E-UTRAN authentication
	Qualcomm Incorporated
	noted
	S3-110187
	S3-110213

	S3-110212
	New version of draft TR on IMS Media Plane security
	Vodafone (Rapporteur)
	sent for email approval
	-
	-

	S3-110213
	Providing relay node security by enhancing the E-UTRAN authentication
	Qualcomm Incorporated
	withdrawn
	S3-110211
	-

	S3-110214
	Reply to: LS on exception to SA WG3 to continue working on Relay Node
	Vodafone
	approved
	-
	-

	S3-110215
	Reply to: LS on delivery of IMSI for location support
	current meeting
	sent for email approval
	-
	-


Annex B: List of change requests

	Document
	Title
	Source
	Spec
	CR
	Rev
	Rel
	Cat
	WI
	Decision

	S3-110026
	33.102 SRVCC Security Context Rel-8
	Alcatel-Lucent
	33.102
	239
	-
	Rel-8
	F
	TEI8
	sent for email discussion

	S3-110027
	33.102 SRVCC Security Context Rel-9
	Alcatel-Lucent
	33.102
	240
	-
	Rel-9
	F
	TEI9
	sent for email discussion

	S3-110028
	33.102 SRVCC Security Context Rel-10
	Alcatel-Lucent
	33.102
	241
	-
	Rel-10
	F
	TEI10
	sent for email discussion

	S3-110049
	33.210 R11 CR: IPsec Alignment
	Ericsson, ST-Ericsson
	33.210
	35
	-
	Rel-11
	F
	TEI11
	withdrawn

	S3-110090
	Correction of Iur security [rel-10]
	Nokia Corporation, Nokia Siemens Networks
	33.210
	36
	-
	Rel-10
	F
	TEI10
	revised

	S3-110195
	Correction of Iur security [rel-10]
	Nokia Corporation, Nokia Siemens Networks
	33.210
	36
	1
	-
	F
	TEI10
	agreed

	S3-110092
	Correction of Iur security [rel-11]
	Nokia Corporation, Nokia Siemens Networks
	33.210
	37
	-
	Rel-11
	A
	TEI11
	revised

	S3-110196
	Correction of Iur security [rel-11]
	Nokia Corporation, Nokia Siemens Networks
	33.210
	37
	1
	-
	A
	TEI11
	agreed

	S3-110097
	IKEv1 usage
	Nokia Corporation, Nokia Siemens Networks
	33.210
	38
	-
	Rel-11
	C
	TEI11
	revised

	S3-110194
	IKEv1 usage
	Nokia Corporation, Nokia Siemens Networks
	33.210
	38
	1
	-
	C
	TEI11
	agreed

	S3-110047
	33.234 R11 CR: IPsec Alignment
	Ericsson, ST-Ericsson
	33.234
	108
	-
	Rel-11
	C
	TEI11
	revised

	S3-110192
	33.234 R11 CR: IPsec Alignment
	Ericsson, ST-Ericsson
	33.234
	108
	1
	-
	C
	TEI11
	agreed

	S3-110019
	Correction of implementation error of S3-100612 [Rel-9]
	Nokia Corporation, Nokia Siemens Networks
	33.320
	54
	-
	Rel-9
	F
	EHNB-Sec
	agreed

	S3-110020
	Correction of implementation error of S3-100612 [Rel-10]
	Nokia Corporation, Nokia Siemens Networks
	33.320
	55
	-
	Rel-10
	A
	EHNB-Sec
	agreed

	S3-110021
	Correction of implementation error of S3-100612 [Rel-11]
	Nokia Corporation, Nokia Siemens Networks
	33.320
	56
	-
	Rel-11
	A
	EHNB-Sec
	agreed

	S3-110068
	CR_Supplemented description of the secure connection between HeNB and MMES-GW
	ZTE Corporation
	33.320
	57
	-
	Rel-10
	F
	EHNB-Sec
	revised

	S3-110183
	CR_Supplemented description of the secure connection between HeNB and MMES-GW
	ZTE Corporation
	33.320
	57
	1
	Rel-11
	F
	TEI11
	agreed

	S3-110105
	Security for direct interfaces between H(e)NBs
	Nokia Corporation, Nokia Siemens Networks
	33.320
	58
	-
	Rel-11
	B
	TEI11
	postponed to the next meeting

	S3-110138
	H(e)NB Authentication Using PANA [Rel-9]
	Samsung Electronics
	33.320
	59
	-
	Rel-9
	F
	EHNB-Sec
	postponed to the next meeting

	S3-110139
	H(e)NB Authentication Using PANA [Rel-10]
	Samsung Electronics
	33.320
	60
	-
	Rel-10
	A
	TEI10
	postponed to the next meeting

	S3-110140
	H(e)NB Authentication Using PANA [Rel-11]
	Samsung Electronics
	33.320
	61
	-
	Rel-11
	A
	TEI11
	postponed to the next meeting

	S3-110099
	CR to 33.401
	China Mobile,CATR, CATT, China Unicom, Datang Mobile, ITRI, Huawei, HiSilicon, ZTE
	33.401
	430
	-
	Rel-10
	B
	LTE_Relay-Sec
	noted

	S3-110029
	Correction for handover from UTRAN to E-UTRAN
	Huawei, HiSilicon
	33.401
	431
	-
	Rel-10
	F
	TEI10
	revised

	S3-110180
	Correction for handover from UTRAN to E-UTRAN
	Huawei, HiSilicon
	33.401
	431
	1
	-
	F
	TEI10
	agreed

	S3-110023
	33.401 SRVCC Security Context Rel-8
	Alcatel-Lucent
	33.401
	432
	-
	Rel-8
	F
	TEI8
	sent for email discussion

	S3-110024
	33.401 SRVCC Security Context Rel-9
	Alcatel-Lucent
	33.401
	433
	-
	Rel-9
	F
	TEI9
	sent for email discussion

	S3-110025
	33.401 SRVCC Security Context Rel-10
	Alcatel-Lucent
	33.401
	434
	-
	Rel-10
	F
	TEI10
	sent for email discussion

	S3-110084
	33.401 CR Relay node security functions
	Ericsson, ST-Ericsson
	33.401
	435
	-
	Rel-10
	B
	LTE_Relay-Sec
	revised

	S3-110188
	33.401 CR Relay node security functions
	Ericsson, ST-Ericsson
	33.401
	435
	1
	-
	B
	LTE_Relay-Sec
	noted

	S3-110098
	33401 modification for Relay
	China Mobile,CATR, CATT, China Unicom, Datang Mobile,ITRI,Huawei,HiSilicon,ZTE
	33.401
	436
	-
	Rel-10
	B
	LTE_Relay-Sec
	noted

	S3-110122
	PDCP integrity for relay node security
	Nokia Siemens Networks
	33.401
	437
	-
	Rel-10
	B
	LTE_Relay-Sec
	revised

	S3-110177
	PDCP integrity for relay node security
	Nokia Siemens Networks
	33.401
	437
	1
	-
	B
	LTE_Relay-Sec
	agreed

	S3-110123
	Solution for relay node security
	Gemalto, Morpho, Nokia Siemens Networks
	33.401
	438
	-
	Rel-10
	B
	LTE_Relay-Sec
	revised

	S3-110186
	Solution for relay node security
	Gemalto, Morpho, Nokia Siemens Networks
	33.401
	438
	1
	-
	B
	LTE_Relay-Sec
	agreed

	S3-110145
	Providing relay node security by enhancing the E-UTRAN authentication
	Qualcomm Incorporated
	33.401
	439
	-
	Rel-10
	B
	LTE_Relay-Sec
	revised

	S3-110187
	Providing relay node security by enhancing the E-UTRAN authentication
	Qualcomm Incorporated
	33.401
	439
	1
	-
	B
	LTE_Relay-Sec
	revised

	S3-110211
	Providing relay node security by enhancing the E-UTRAN authentication
	Qualcomm Incorporated
	33.401
	439
	2
	-
	B
	LTE_Relay-Sec
	noted

	S3-110213
	Providing relay node security by enhancing the E-UTRAN authentication
	Qualcomm Incorporated
	33.401
	439
	3
	-
	B
	LTE_Relay-Sec
	withdrawn

	S3-110048
	33.402 R11 CR: IPsec Alignment
	Ericsson, ST-Ericsson
	33.402
	95
	-
	Rel-11
	C
	TEI11
	revised

	S3-110193
	33.402 R11 CR: IPsec Alignment
	Ericsson, ST-Ericsson
	33.402
	95
	1
	-
	C
	TEI11
	agreed


Annex C: Lists of liaisons

C1: Incoming liaison statements

	Document
	Title
	From
	Decision
	Reply in

	S3-110006
	Recommendations on the 128-EEA3 and 128-EIA3 algorithms
	ETSI SAGE
	noted
	

	S3-110007
	Reply LS on MTC USIM requirement for Rel-10
	C1-104852
	noted
	

	S3-110008
	Response LS on LS on MTC USIM requirements for Rel-10 (S1-103315)
	C6-100585
	noted
	

	S3-110009
	LS on support for encryption in connection with Iur-g interface
	GP-102040
	replied to
	S3-110201

	S3-110010
	LS on new work item on 'Architectural systems for security controls for preventing fraudulent activities in public carrier networks'
	ITU-T SG 17 ls0154-17
	noted
	

	S3-110011
	Liaison response to 3GPP SA WG3 on X.oacms, Overall aspects of countering messaging spam in mobile networks
	ITU-T ls0168-17
	noted
	

	S3-110012
	Call for collaboration identity management
	ITU-T SG 17 ls0181-17
	replied to
	S3-110208

	S3-110013
	Response LS on the security on the direct interface between H(e)NBs
	R3-103754
	noted
	

	S3-110014
	Reply LS on Interaction with Trace for MDT
	S5-103371
	replied to
	S3-110203

	S3-110015
	LS on exception to SA WG3 to continue working on Relay Node
	SP-100874
	replied to
	S3-110214

	S3-110035
	Liaison Statement on security issues of PSS service
	S4-110175
	replied to
	S3-110202

	S3-110153
	LS on Security for PWS
	S1-102385
	replied to
	S3-110205

	S3-110154
	Response LS on Security and Authentication in UDC
	C4-102710
	postponed to the next meeting
	

	S3-110155
	Encryption algorithms for UDC
	SAGE (10) 09
	postponed to the next meeting
	

	S3-110156
	LS to RAN3 on Hosting Party Module for H(e)NB
	C6-100633
	noted
	

	S3-110157
	LS to 3GPP SA1 on Hosting Party application in UICC
	C6-100634
	replied to
	S3-110184

	S3-110170
	128-EEA3 and 128-EIA3 documents
	SAGE (11) 06
	noted
	

	S3-110172
	LS on delivery of IMSI for location support
	R3-110417
	replied to
	S3-110215

	S3-110173
	Reply LS to CT6 on Hosting Party Module for H(e)NB
	R3-110336
	noted
	

	S3-110174
	Reply LS to S3-101422 = R2-106876 on MDT user involvement
	R2-110699
	replied to
	S3-110185


C2: Outgoing liaison statements

	Tdoc
	Title
	To: 
	Cc:

	S3-110184
	Reply to: LS to 3GPP SA1 on Hosting Party application in UICC
	CT6
	SA1, SA5

	S3-110185
	Reply to: Reply LS to S3-101422 = R2-106876 on MDT user involvement
	RAN2, SA5
	SA1, SA3-LI

	S3-110190
	Reply LS on LI for KMS based IMS media security
	SA3-LI
	 

	S3-110201
	Reply to: LS on support for encryption in connection with Iur-g interface
	GERAN2
	 

	S3-110202
	Reply to: Liaison Statement on security issues of PSS service
	SA1, SA4
	 

	S3-110203
	Reply to: Reply LS on Interaction with Trace for MDT
	SA5, RAN2
	RAN3

	S3-110205
	Reply to: LS on Security for PWS
	SA1, SA2, CT1, RAN2
	 

	S3-110208
	Reply to: Call for collaboration identity management
	ITU-T SG17
	 

	S3-110214
	Reply to: LS on exception to SA WG3 to continue working on Relay Node
	SA, RAN, RAN2, RAN3, CT, CT1, CT4, CT6
	RAN4, RAN1, RAN ITU-R Ad Hoc


C3: Outgoing liaison statements

	Tdoc
	Title
	To
	Cc

	S3-110215
	Reply to: LS on delivery of IMSI for location support
	RAN3
	 


Annex D: List of agreed/approved new and revised Work Items

	Document
	Title
	Source
	new/revised

	S3-110189
	H(e)NB R11 WID 
	Huawei Technologies, Alcatel-Lucent, HiSilicon, NEC 
	new WID

	S3-110204
	Security aspects of PWS (draft WID)
	Vodafone
	New WID


Annex E: List of draft Technical Specifications and Reports

	Document
	Spec
	vers
	Doc title

	S3-110178
	-
	..
	New version of TR 33.816 on Relay Node Security


Annex F: List of action items

	Meeting/Number
	Agenda item
	Document
	Details
	Responsible

	S3-62/3
	4
	S3-110002
	Create a generic security-related WI for R11
	MCC

	S3-62/4
	7.7.1
	S3-110023-8
	Chair an email discussion on the open issue of the failure cases of SRVCC HO, to identify whether there is a hole.
	Alcatel-Lucent
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Annex H: List of future meetings

	Start Date
	End date
	SA3
	Host
	Location

	11-Apr-11
	15-Apr-11
	SA3#63
	CMCC
	Chengdu, China

	11-Jul-11
	15-Jul-11
	SA3#64
	EF3
	Mainz, Germany

	07-Nov-11
	11-Nov-11
	SA3#65
	NAF
	US


