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*********************** start of 1st change ************************

6.1.2
Interconnection CA Certificate profile

In addition to clause 6.1.1, the following requirements apply:

-
The RSA key length shall be at least 2048-bit;

-
Extensions:

-
Optionally non critical authority key identifier;

-
Optionally non critical subject key identifier;

-
Mandatory critical key usage: At least keyCertSign and cRLSign should be asserted;

-
Mandatory critical basic constraints:  CA=True, path length unlimited or at least 1.

*********************** start of 2nd change ************************

6.1.4
SEG CA certificate profile

In addition to clause 6.1.1, the following requirements apply:

-
The RSA key length shall be at least 2048‑bit;

-
Subject name is the same as the issuer name in the SEG certificate;

-
Issuer name depends on the usage of the certificates issued by the SEG CA:
-
if used for interconnections between security domains with different root CAs the issuer name is the same as the subject name in the Interconnection CA certificate;
-
if used for connections with elements having the the same root CA certificate installed as used in the domain the SEG CA is located in, the issuer name is the subject name of either this root CA or an intermediate CA whose certificate has a valid certificate chain up to this root CA;
-
Extensions:

-
Optionally non critical authority key identifier;

-
Optionally non critical subject key identifier;

-
Mandatory critical key usage: At least keyCertSign and cRLSign, should be asserted;

-
Mandatory critical basic constraints:  CA=True, path length 0.

6.1.4a
TLS client/server CA certificate profile

In addition to clause 6.1.1, the following requirements apply:

-
The RSA key length shall be at least 2048‑bit;

-
Subject name is the same as the issuer name in the TLS entity certificate;

-
Issuer name depends on the usage of the certificates issued by the TLS client/server CA:

-
if used for interconnections between security domains with different root CAs the issuer name is the same as the subject name in the Interconnection CA certificate;
-
if used for connections with elements having the the same root CA certificate installed as used in the domain the TLS client/server CA is located in, the issuer name is the subject name of either this root CA or an intermediate CA whose certificate has a valid certificate chain up to this root CA;
-
Extensions:

-
Optionally non critical authority key identifier;

-
Optionally non critical subject key identifier;

-
Mandatory critical key usage: At least keyCertSign and cRLSign, should be asserted;

-
Mandatory critical basic constraints:  CA=True, path length 0.

*********************** end of changes ************************
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