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1. Overall Description:
CT4 asked SA3 in their LS “to indicate whether default parameter(s) and attribute(s) for SDES should be specified for IMS media plane security for the IMS-ALG/AGW”. 

SA3 would like to respond as follows. Because CT1 specifications are also likely to be impacted SA3’s reply LS is also addressed to CT1. The LS is also addressed to SA4 for a question on parameters where SA4 may have the most expertise in 3GPP.
The question in the LS from CT4 clearly relates only to end-to-access edge security, but SA3’s reply is equally applicable to SDES-based e2e security as far as the IMS UE is concerned. (Network elements are not affected by the contents of an SDES crypto attribute in the case of e2e security.)
SA3 agreed a CR to TS 33.328 at SA3#59 (S1-100444, attached) that provides a profile of SDES indicating which parameters in an SDES crypto attribute shall / may be supported / used in implementations conforming to 3GPP specifications. For some of these parameters (marked by Editor’s notes), SA3 would like to invite comments from the addressed working groups, cf. actions below. SA3 would be happy to take these comments into account. If no comments, or only affirmative comments, are received SA3 plans to simply delete the Editor’s notes in their next meeting.
A list of all parameters defined for an SDES crypto attribute is given in the appendix to this reply LS for further information of the addressed working groups. This list indicates the status (mandatory or optional) of each parameter according to RFC 4568 on “Session Description Protocol (SDP) Security Descriptions for Media Streams” and provides SA3 comments where appropriate to explain SA3’s decisions made in the above-mentioned CR to TS 33.328 in S1-100444. 
SA3 would like to point out further that, according to TS 33.328, the IMS-ALG shall transfer all those parameters to the IMS Access GW over the Iq interface that are contained in the SDES crypto attributes exchanged between, and selected by, the UE and the IMS-ALG. SA3#59 agreed a CR to TS 33.328 (S1-100445) to correct the somewhat unclear wording regarding this statement. SA3 also agreed a corresponding CR (S1-100446) correcting the wording for e2e security using SDES. The CRs S1-100445 and S1-100446 are attached to this reply LS.
2. Actions 
Actions to CT1 and CT4:

SA3 kindly asks CT1 and CT4 to take the above information into account and produce the necessary stage 3 CRs. SA3 also invites CT1 and CT4 to comment on the need for supporting and using the parameters “MKI”, “length of MKI field” and “window size hint”, and the need for specifying a particular length, or limits to the length, of the MKI field.

Actions to SA4:

SA3 kindly asks SA4 to comment on the need for supporting and using the parameters “forward error correction order”, “key parameters for the FEC stream”, and “window size hint”.

4. Date of Next TSG-SA WG3 Meetings:

TSG-SA WG3 Meeting #60, 28 June – 2 July, 2010, Montreal, Canada
Appendix: List of all parameters contained in the SDES crypto attribute

The list below shows whether it is mandatory or optional to include a parameter in an SDES crypto attribute according to RFC4568. All parameters defined as mandatory in RFC 4568 shall be supported in 3GPP specifications. For the parameters defined as optional in RFC 4568, SA3 indicates their view below. 
CRYPTOGRAPHIC ALGORITHMS

cryptosuite: mandatory 
SA3 comment: RFC 4568 does not mandate support for any of the three cryptosuites defined there. In order to ensure interoperability 3GPP SA3 agreed a CR mandating support for the cryptosuite AES_CM_128_HMAC_SHA1_80. This cryptosuite is the only one, for which RFC 3711 mandates the support of both transforms in the cryptosuite. 
"KEY PARAMETERS" (ONE OR MORE TIMES):
key and salt: mandatory

key lifetime: optional. 

SA3 comment: Here, the handling for e2ae security and e2e security is different: For e2ae security, TS 33.328, clauses 7.2.1 and 7.3.1, specify (from version 9.1.0 onwards) that “The optional key lifetime field shall be omitted.” This means that the default values for the key lifetime defined in RFC3711 apply, cf. NOTE in TS 33.328, clause 7.2.1. This was decided so as to avoid unnecessary re-keying procedures. For e2e security, TS 33.328 defines no such restriction, and the “key lifetime” parameter may be optionally supported and used. 
Master Key Index (MKI) and length of the MKI field in the packets: mandatory, if more than one set of key parameters is contained in the crypto attribute, otherwise optional. If used, the MKI is transmitted within a header field with the specified length in every SRTP and SRTCP packet. The length of the MKI field constitutes also an upper limit for the number of master key parameter sets that may be present in a crypto context, as all these master key parameter sets must have different MKIs. RFC 4568 and RFC 3711 do not limit the length of the MKI field (although a length of 4 bytes is shown in examples). RFC 3711 assumes 8-bit alignment for the optional MKI SRTP field and the subsequent authentication tag field.
SA3 comment: SA3 agreed support for the “MKI” parameter to be optional in 3GPP specifications. In case stage 3 groups see a need for specifying a particular length, or limits to the length, of the MKI field when optionally used SA3 considers a length of one byte sufficient from a security point of view; but SA3 leaves it to stage 3 groups to allow for more bytes if advantageous for implementations.
"SESSION PARAMETERS" (ONE OR ZERO TIMES, ALL OPTIONAL IN RFC 4568)
SA3 comment: SA3 recommends that implementations support session parameters, as indicated below. The use of the session parameters is optional. SA3 recommends that the sender omits these parameters by default. 

key derivation rate: rate at which new session keys are derived from the masterkey; per default a session key is only derived once (at the beginning).
SA3 comment: TS 33.328 already states that KDR need not be supported in SRTP implementations for IMS media plane security, hence SA3 recommends it is not necessary to support it in SDES either. 
UNENCRYPTED_SRTP: flag indicating SRTP without encryption

UNENCRYPTED_SRTCP: flag indicating SRTCP without encryption

UNAUTHENTICATED_SRTP: flag indicating SRTP without authentication
SA3 comment: SA3 believes the three flags above may be useful in certain situations and shall be supported in stage 3 specifications. E.g. “UNENCRYPTED_SRTP” and “UNENCRYPTED_SRTCP” may be useful when regulations do not permit encryption, but authentication is still desired. “UNAUTHENTICATED_SRTP” may be useful to reduce the packet size for e.g. voice traffic where integrity protection may not be needed, cf. the situation on 3GPP radio interfaces over which user data are not integrity-protected.  

forward error correction order: only if forward error correction (FEC) is done (i.e. the sender sends RTP FEC packets that allow the receiver to recover lost RTP media packets, see RFC 2733 and RFC 5109); "order" specifies the order in which SRTP processing and FEC processing is done at the sender (the receiver must reverse this order); the default is first FEC and then SRTP.
key parameters for the FEC stream: key parameters as specified above; mandatory if FEC packets are sent to a different transport address than the media, forbidden otherwise.
SA3 comment: FEC according to RFC 2733 and RFC 5109 is not used by MTSI according to TS 26.114. For implementations not supporting FEC the "forward error correction order" parameter and the "key parameters for the FEC stream" are not meaningful. SA3 therefore agreed that support for these parameters be optional. But SA3 is happy to follow SA4’s advice if SA4 feel that conditional support is more appropriate in the sense that implementations that support FEC according to RFC 2733 and/or RFC 5109 shall also support these parameters. 
window size hint: hint how the replay window size should be chosen
SA3 comment: this parameter is meant to give hints about the right size of the window used for replay protection. If the window is chosen too small then correct packets received out of order may be rejected by the receiver. This would degrade QoS, but would not constitute a security risk. RFC 4568 states that the receiver may be able to use parameters other than WSH for determining the right window size. SA3 could not recognise a need to mandate support for WSH, but is happy to take the advice of other working groups. 

