Page 1



3GPP TSG-SA3 (Security)
S3-100614
SA3#59, 26-30 April 2010, Lisbon, Portugal
revision of S3-100502
	CR-Form-v9.6

	CHANGE REQUEST

	

	(

	33.320
	CR
	0021
	(

rev
	1
	(

Current version:
	9.1.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	X
	Core Network
	


	

	Title:
(

	Addition of missing trust relation requirement for CA issuing H(e)NB device certificate

	
	

	Source to WG:
(

	Nokia Corporation, Nokia Siemens Networks

	Source to TSG:
(

	

	
	

	Work item code:
(

	EHNB-Sec
	
	Date: (

	08/04/2010

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	9

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)

	
	

	Reason for change:
(

	TS 33.320 requires a successful device integrity validation as prerequisite for the execution of the mutual device authentication with the network. This implies that a H(e)NB device with valid device certificate may indicate such integrity validation to the network. Therefore the CA issuing the device certificate must  be trusted by the vendor or manufacturer, whoever of both guarantees the device integrity.

TS 33.320 contains in the requirements for the H(e)NB device certificate explicitly only the fact that the CA issuing the device certificate must be trusted by the operator. This CR adds the explicit text that the CA issuing the device cert must also be trusted and authorized by the manufacturer or vendor.
In addition, the text in clause 5.2 on trust in the CA issuing the device certificate is clarified.

	
	

	Summary of change:
(

	The explicit requirement is added in clauses 7.1 and 8.3.2.2 on device validation that the vendor/manufacturer of the H(e)NB has to trust and to authorize the CA issuing the device certificate. This requirement is also added to the specific certificate requirements in clauses 7.2.5.2.1 and 8.3.3.1.
The text in clause 5.2 on trust in the CA issuing the deivce certificate is clarified, to the extent, that the last few words “trusted by the operator” apply to the whole list of instances, and not only to the “another party”.

	
	

	Consequences if 
(

not approved:
	An implicit assumption of the solution selected for device integrity validation is not stated explicitly as requirement.
The meaning of one sentence in clause 5.2 could be mis-understood, that there is no trust of the operator required in the vendor or manufacturer when providing the device certificate.

	
	

	Clauses affected:
(

	5.2, 7.1, 7.2.5.2.1, 8.3.2.2, 8.3.3.1

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	


********************** start of 1st change ***************************
5.2
Device Mutual Authentication

The device mutual authentication is mandatory for H(e)NB. 
Device mutual authentication shall be performed using certificates. The H(e)NB’s credentials and critical security functions for device authentication shall be protected inside a TrE.

The device mutual authentication shall be securely bound to device integrity validation. This procedure, when successful, leads to mutual authentication between the H(e)NB and the SeGW.
The certificate-based device authentication shall have the following parts:

-
The H(e)NB shall be provisioned with a device certificate. This device certificate allows the authentication of the H(e)NB by the SeGW (and thus the operator network). The device certificate shall be provided by a CA trusted by the operator, e.g. the operator, the manufacturer or the vendor of the H(e)NB, or by another party trusted by the operator. 
-
The SeGW shall be configured with a certificate. This certificate allows the authentication of the SeGW by H(e)NB. The certificate shall be provided by an operator trusted CA. 
-
A Fully Qualified Domain Name (FQDN) formatted identifier shall be used for certificate based authentication of the H(e)NB and of the SeGW. For the H(e)NB this FQDN shall be globally unique. If no DNS is available for resolution of the FQDN of the SeGW, then the IP address of SeGW shall be used as identifier. 
-
The H(e)NB may check the revocation status of certificates using OCSP.

-
The SeGW may check the revocation status of certificates using CRLs or OCSP.
********************** start of 2nd change ***************************
7.1
Device Validation

The H(e)NB shall support a device validation method where the device implicitly indicates its validity to the SeGW or H(e)MS by successful execution of device authentication. To achieve this, the following requirement applies:

-
If the device integrity check according to clause 6.1 failed, the TrE shall not give access to the sensitive functions using the private key needed for H(e)NB device authentication with the SeGW.
-
The CA issuing the H(e)NB device certificate need to be trusted by the manufacturer or vendor of the H(e)NB, whoever of both is responsible for the device integrity of the H(e)NB.
NOTE:
This trust in the CA issuing the device certificate is in addition to the requirements given in clause 5.2.
********************** start of 3rd change ***************************
7.2.5.2.1
IKEv2 Entity Certificates

The H(e)NB and SeGW certificates shall both conform to the requirements set out in clauses 6.1.1 and 6.1.3 of TS 33.310 [7] with the following additions and exceptions:

-
The H(e)NB certificate shall be signed by an entity that is authorized by the operator, e.g. the manufacturer or the vendor. In addition, the entity signing the H(e)NB certificate shall be authorized by the manufacturer or vendor.
-
The H(e)NB certificate shall carry the H(e)NB identity in FQDN format in the subjectAltName.  This identity shall be the same as the identity in the IDi payload of the first IKE_AUTH request.
-
If the manufacturer or vendor provides a CRL or OCSP server, the H(e)NB certificate shall carry the CRL distribution point as specified in TS 33.310 [7] or the OCSP server information (AIA extension) as specified in RFC5280 [26] and RFC 2560 [22].

NOTE: Server information for CRL and/or OCSP servers deployed in operator network may be configured in SeGW.
-
If the operator provides an OCSP server, the SeGW certificate shall carry the OCSP server information as specified in RFC 2560 [22]. This OCSP server information is not mandatory, if OCSP extension according to RFC 4806 [24] is used.
Editor’s Note:  The H(e)NB identity should be specified by CT4 as “HNB unique identity” in a new sub-clause of clause 4 in TS 23.003 [8]. Once this is done, this editor’s note should be replaced by a reference to this new sub-clause.

********************** start of 4th change ***************************
8.3.2.2
Device Validation

The H(e)NB shall support a device validation method whereby the device implicitly indicates its validity to the H(e)MS by successful execution of device authentication. To achieve this, the following requirement applies:

-
If the device integrity check according to clause 6.1 failed, the TrE shall not give access to the sensitive functions using the private key needed for H(e)NB device authentication with the H(e)MS.

-
The CA issuing the H(e)NB device certificate need to be trusted by the manufacturer or vendor of the H(e)NB, whoever of both is responsible for the device integrity of the H(e)NB.

NOTE:
This trust in the CA issuing the device certificate is in addition to the requirements given in clause 5.2.
********************** start of 5th change ***************************
8.3.3.1 
TLS entity certificates

The H(e)NB and H(e)MS certificates for use with TLS shall both conform to the requirements set out in clauses 6.1.1 and 6.1.3a of TS 33.310 [7] with the following additions and exceptions:

-
The H(e)NB certificate shall be signed by an entity that is authorized by the operator, e.g. the manufacturer or the vendor. In addition, the entity signing the H(e)NB certificate shall be authorized by the manufacturer or vendor.
-
The H(e)NB certificate shall carry the H(e)NB identity in FQDN format in both the subjectAltName extension of type dNSName and in the common name field.
-
If the manufacturer or vendor provides a CRL or OCSP server, the H(e)NB certificate shall carry the CRL distribution point as specified in TS 33.310 [7] or the OCSP server information (AIA extension) as specified in RFC 5280 [26] and RFC 2560 [22].

NOTE 1: Server information for CRL and/or OCSP servers deployed in operator network may be configured in H(e)MS.
Editor’s Note:
The H(e)NB identity should be specified by CT4 as “HNB unique identity” in a new sub-clause of clause 4 in TS 23.003 [8]. Once this is done, this editor’s note should be replaced by a reference to this new sub-clause.

· The H(e)MS certificate shall carry the identity of the H(e)MS in FQDN format in both the subjectAltName extension of type dNSName and in the common name field.

NOTE 2: The reason for carrying the identities in the common name field is compatibility.
-
If an OCSP server is provided for the H(e)MS certificates, the H(e)MS certificate shall carry the OCSP server information as specified in RFC 2560 [22]. This OCSP server information is not mandatory, if OCSP extension to TLS according to RFC 4366 [25] is used.

NOTE 3: In general, it is possible to use a TLS client certificate in accordance with this specification also for IKEv2, if key exchange algorithm and used key length for both TLS and IKEv2 are chosen identically. 
********************** end of changes ***************************
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