3GPP TSG-SA3 (Security)                                   S3-100604
SA3#59, 26-30 Apr 2010, Lisbon, Portugal             Revision of S3-100517
Source:
ZTE Corporation, CATR
Title:
UTRAN Key Hierarchy
Document for:
Discussion and Approval 
Agenda Item:
8.2
UTRAN Key Management Enhancements

Work Item / Release:
UKH
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In this contribution a picture of Key distribution and key derivation scheme for UTRAN Key hierarchy is added.
1  Introduction

The UTRAN Key Hierarchy has important affection on the security solution during SRNC relocation procedure. And legacy support is also a factor we should consider synchronously. In this contribution, we will analysis how to support legacy nodes during SRNC relocation under the UTRAN Key Hierarchy in TR 33.ukh. 
2 Analysis

2.1  Four Principles

Before we start the analysis, some principles are listed below:
1) Legacy source RNC would not forward UE’s enhanced UKH capability to the target RNC;
2) Enhanced source RNC shall forward UE’s enhanced UKH capability to the target RNC;
3) Target RNC shall tell whether it supports UKH or not in the first downlink message to UE (possibly via source RNC);

4) UE shall tell whether if supports UKH or not in the first uplink message to target RNC;
2.2  Legacy Support

2.2.1  Source RNC is legacy, Target RNC is legacy or updated
Based on the principles above, we can make a conclusion that if target RNC doesn’t receive UE’s UKH capability, there are two possibilities: the one is UE is a legacy one; the other is UE is updated, but source RNC is a legacy one. No matter which one it is, the target RNC operates the same, ie., uses the received CK/IK from source RNC to go on the communication with UE until the SRNC relocation is finished successfully. 
Because target RNC and SGSN can know whether UE supports UKH or not from the first message by UE, after the successful SRNC relocation, SGSN+ can decide to trigger an AKA and SMC or only a SMC (if there are un-used AVs) to establish the enhanced keys CKu/IKu if UE supports UKH. This is necessary because CK/IK are exposed on the air interface and are not secure. And since UE and target RNC both support UKH, enhanced security should be used.

2.2.2  Source RNC is updated, Target RNC is legacy or updated
During SRNC Relocation preparation procedure, because Serving RNC may not know whether the target RNC supports UKH or not, there is a need to provide legacy support. And because enhanced source RNC can send UE’s security capability to target RNC, target RNC can know whether UE supports UKH or not during SRNC preparation phase.
In this procedure, two set of keys are transmitted to the target RNC: the one is the mapping keys CK’/IK’, the other is the enhanced chained keys. If the target RNC doesn’t support KH, it can’t recognize the enhanced keys. So it will ignore this IE. And the mapping keys CK’/IK’ are used. If the target RNC supports UKH, it notices that the enhanced keys are present, so it will ignore the mapping keys, and derive the enhanced IKU/CKU.

2.3 Enhanced Support

2.3.1  Source RNC and Target RNC are both updated

If target RNC knows UE supports UKH from source RNC (that hints target RNC is updated), target RNC can decide to use the enhanced keys. So CKu/IKu can be derived by target RNC as long as source RNC sends the necessary chained key material to target RNC. Thus the derivation of CKu/IKu can be binded to algorithm ID and some benefits can be obtained.
3  PCR

*******************************START of MODIFICATION****************************
4.5
The UTRAN Key Hierarchy
The already defined E-UTRAN key hierarchy is, as noted, required to be unchanged (using UMTS AKA and producing KASME from CK, IK and further deriving KeNB and NAS keys). Notice that E-UTRAN uses many more keys than UTRAN does so that the hierarchies will not be identical. The UTRAN key hierarchy is assumed to be based on a key KASMEU, derived from USIM provided (CK, IK).  And another two new keys are defined: CKU and IKU, which are derived from KASMEU. CKU is the ciphering key and IKU is the integrity key. The UTRAN Key Hierarchy is showed in the figure 4.5-1 below:
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Figure 4.5-1: UTRAN Key hierarchy
Figure 4.5-x shows the dependencies between the keys at initial setup (i.e., when the UE goes to ACTIVE mode), and at combined hard handover and SRNS relocation as well as combined cell/URA updated and SRNS relocation.
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Figure 4.5-x: Key distribution and key derivation scheme for UTRAN Key hierarchy
The KDF is assumed to be the one from TS 33.220 taking a 256-bit input key and generates a 256-bit output key. When two 128-bit output keys (IKU/CKU and IK’/CK’) are needed, truncate the 256-bit key to 128-bit for IKU/CKU, and take 128 MSBs of the output as the IK’ and the 128 LSBs as the CK’. 

*******************************END of MODIFICATION******************************
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•Black lines show the initial attach or transition from IDLE to ACTIVE.
•Green lines show the source RNC’s operation during SRNC relocation preparation.
•Blue lines show an SRNS relocation where the target RNC is updated.
•Red lines show an SRNS relocation where the target RNC is legacy.
•Purple lines show SGSN’s operation during initial attach or after an successful SRNC relocation.



