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1. Overall Description:
In SA3 #58 and SA3 #59 meetings RRC Connection Re-establishment security issue was discussed:
In RRC Connection Re-establishment procedure the target eNB continues to use the algorithm used in the source eNB and does not allow algorithm selection for target eNB. Hence there is possibility that the RRC Connection Re-establishment procedure would fail if the target eNB does not support the algorithm used in the source eNB with UE. 

For LTE security Release 9 TS 33.401 v9.3.1 specifies that “UEs and eNBs shall implement EEA0, 128-EEA1 and 128-EEA2 for both RRC signalling ciphering and UP ciphering.” 

“Each eNB shall be configured via network management with lists of algorithms which are allowed for usage.” Which means the target eNB can support different algorithms than the source eNB, and the possibility of target eNB does not support the algorithm used in the source algorithm exists. But in practical deployment it can be avoided by configuration.
For LTE security Release 10 a new algorithm is about to be added and the possibility of target eNB does not support the algorithm used in the source eNB may be more significant.
Furthermore, since the issue is a failure case of RRC Connection Re-establishment procedure, RAN2’s opinion is needed.
2. Actions to RAN2:

SA3 kindly asks RAN2 to study this issue and provide feedback on evaluation the impact of this failure case and if an optimization is needed for R9 or desirable for R10.
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