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Abstract of the contribution:This contribution proposes some changes to the desired security properties in UTRAN key hierarchy
Introduction 
This contribution discusses the desired security properties of a UTRAN KH and proposes some changes to the TR based on  the discussion.
Discussion 
Firstly we believe that clause 4.4 is about analysing which security properties are worthy of studying to include in a UTRAN KH rather than concluding that all the properties shall be in any chosen solution. We propose to add a sentence to make this clear. 

In E-UTRAN, there is a rich key hierarchy that provides mutliple security properties within E-UTRAN. The aim of the UTRAN KH study is to consider introducing these properties (or similar ones if more applicable to UTRAN) into UTRAN. Currently we believe that the Desired Security Properties clause (4.4) of the TR does not properly capture the essentials E-UTRAN security requirements and hence we propose changes are made according to the following discussion. 

When analysing the E-UTRAN key hierachy, we find the four following security properties:

1. Binding the AVs to use in a particluar E-UTRAN network, i.e. only exposing CK and IK to UE and HSS and above

2. Seperation of CN and RAN keys that firstly prevents any compromise at the RAN level affecting the NAS level security and secondly provides a fresh RAN key for every Idle to Active transition

3. Seperation of the RAN keys using the backwards and forward security mechanisms that limit any compromise to a small number of RAN nodes.

4. Key derivations to make keys unique to the algorithm that they are used in. 

The first three properties could be considered the above-NAS, NAS level and RAN level enhancements. 

Analysis of the first issue is covered in the text from clause 5.3.1 (just below figure 5.3-1) that is copied below.

“Regarding the relation between the KASMEU key, (CK, IK) as provided by the USIM/AuC, and the key transferred in the AV of step (3) the following can be noted. It appears undesirable that HSS sets the key in the AV to be KASMEU derived from (CK, IK). First of all, it would require that the HSS is aware of whether the SGSN(*) (or MSC/VLR(*)) is capable of the UTRAN key hierarchy, since legacy nodes cannot handle a KASMEU. To avoid this problem, the HSS could include both (CK, IK) and KASMEU, the latter being ignored by a SGSN (or MSC/VLR). However, this would defeat the security benefit of not exposing (CK, IK) outside the HSS  Moreover, performing the KASMEU derivation in the HSS would require that the HSS is made aware of whether the ME(*)  is an ME or an ME+. While it would be possible to introduce additional signaling to resolve these issues, the benefits appear somewhat questionable, at least as long legacy SGSN:s,and MSC/VLR:s requiring (CK, IK) are still in deployment. ”
We agree with analysis that this property does not appear deirable for introduction into UTRAN, but think that the place for this text is in clause 4.4 (with some modification to make it fit into that clause).
On the second issue above, a simple seperation of CN and RAN keys, i.e. at every Idle to Active transition the same CK and IK would be provided to the RNC would only increase the security of inter-RAT handovers as the new keys could be based on the CN level keys. Ensuring fresh RAN keys at every Idle to Active session would in addition limit any compromise of CK and IK to that active session and is essentially a pre-requisite for addign an E-UTRAN like forward or backwards security to SRNC relocations. We propose that this issue is included in clause 4.4.
We feel the third issue raised above and covered as propoerty 1 in the TR currently is also worthy of study and should be included in a slightly re-worded manner to make it clear that it applies to RAN level keys. 

The 4th issue should also be included in the study as it represents good cryptographic process.

The pCR below provides these changes to clause 4.4. 
Proposal

It is proposed that SA3 agree the pCR below.  

pCR text 

******************* START OF FIRST CHANGE **********************
4.4
Desired Security Properties 

The clause considers the security properties that would be desirable to include in an enhancement of UTRAN keying. The final decision on whether to include such properties needs to be taken once the complexity of such solutions are known. 
When mimicking the E-UTRAN key hierarchy also in UTRAN, four "levels" of security can be identified that may be worth including in UTRAN;
·     Binding the AVs to use in a particluar E-UTRAN network, i.e. only exposing CK and IK to UE and HSS and above
· Separation of CN and RAN keys by "vertical" key derivation. This includes providing fresh keying material to the RAN level at every idle to active session. 
· Separation also of RAN keys by "horizontal" key tweaking at intra-UTRAN handovers, similar to E-UTRAN inter-eNB handovers. I.e. when changing to a new node in charge of UP encryption/decryption, the key(s) are updated.
· The key derivations make the keys depend on the algorithm identifiers.

Note that the terms "vertical key derivation" and "horizontal key derivation" is not the same concept as in TS 33.401, but rather refers to the keys relative positions in the UTRAN key hierarchy. 
Regarding the binding of AVs, it appears undesirable that HSS sets the key in the AV to be KASMEU derived from (CK, IK). First of all, it would require that the HSS is aware of whether the SGSN(*) (or MSC/VLR(*)) is capable of the UTRAN key hierarchy, since legacy nodes cannot handle a KASMEU. To avoid this problem, the HSS could include both (CK, IK) and KASMEU, the latter being ignored by a SGSN (or MSC/VLR). However, this would defeat the security benefit of not exposing (CK, IK) outside the HSS  Moreover, performing the KASMEU derivation in the HSS would require that the HSS is made aware of whether the ME(*)  is an ME or an ME+. While it would be possible to introduce additional signaling to resolve these issues, the benefits appear somewhat questionable, at least as long legacy SGSN:s,and MSC/VLR:s requiring (CK, IK) are still in deployment. 
Regarding the 2nd bullet above it is clearly beneficial to seperate the CN and RAN and in particluar if fresh RAN keys can be provided from every idle to active transition. Hence the following property should be included in this study

Property 1: It shall be possible separate the CN and RAN level key and in particluar it should be possible to provide fresh RAN keys at every Idle to Active transition. 

Due to the architectural differences between UTRAN and E-UTRAN (the former having an anchor in the Serving RNC) it appears that the horizontal key tweaking would be more difficult to handle in UTRAN and provides less benefit than in E-UTRAN, since Serving RNC relocation is far less frequent than eNB handovers. However, with collapsed RNC/NodeB deployments (e.g., HSPA), SRNC relocation may be of higher interest to protect by means of key derivation.
Property 2: It shall be possible to update keys at intra-UTRAN handovers (e.g. SRNC mobility).
Rationale: Improved "backward" security in UTRAN. 
The 4th bullet covers good cryptographic practise and hence is worth including in this study to provide seperation between algorithms. 

Property 3: It shall be possible to make the key derivations depend on the algorithm identifiers
One current issue in securing handovers from UTRAN to E-UTRAN is that after the handover a new AKA run has to be performed. The current specifications of UTRAN imply that the context handed over from UTRAN to E-UTRAN must depend on CK, IK (which have been used on the air interface). Even if the scope of this study was extended to cover enhancements for IRAT handovers, compatibility with existing specifications imply that a security breach in UTRAN (break of algorithm or compromise of a collapsed HSPA NodeB) may propagate into E-UTRAN, no matter how strong key conversion functions are used to derive the E-UTRAN keys. A UTRAN key hierarchy can thus not completely remove these issues but if the UTRAN key hierarchy separates CN keys from RAN keys, a handover based on UTRAN CN keys will indeed be made more secure even in the presence of security breaches in UTRAN.  This is in line with what is specified as a requirement in TS 22.258, namely:

Property 4: "Any possible lapse in security in one access technology shall not compromise security of other accesses."

******************* END OF FIRST CHANGE **********************

******************* START OF NEXT CHANGE **********************

5.3.1
Attach

1.
An ME+ performing attach, signals its key handling capabilities for UTRAN to the SGSN(*) or the MSC/VLR+ in the Attach Request. (The capabilities should be signaled in such a way that a SGSN+ or MSC/VLR+ will understand the key handling requirements but a legacy SGSN would ignore the capability signaling.)

NOTE: This type of capability signaling is already specified for Rel-8.
2.
The SGSN(*) or MSC/VLR+ requests an AV from the HSS. 
3.
The HSS returns the AV. 
4.
The SGSN+ or MSC/VLR+ sends the RAND and the AUTN to the ME+.
5.
The SGSN+ or MSC/VLR+ derives KASMEU based on CK/IK (eg., KASMEU = H1(CK, IK, SQN, AK)).
6.
The SGSN+ or MSC/VLR+ determines which UIAs and UEAs that are allowed to be used in order of preference.

7.
The SGSN+ or MSC/VLR+ issues the SECURITY MODE COMMAND.This message contains an ordered list of allowed UIAs in order of preference, and the derived KASMEU. If ciphering shall be started, it contains the ordered list of allowed UEAs in order of preference. It also indicates, for a ME+, that the UTRAN key hierarchy handling is applicable.
8.
The SRNC+ decides which algorithms to use by selecting the highest preference algorithm from the list of allowed algorithms that matches any of the algorithms supported by the ME+ and generates a random value FRESH.
9.
The SRNC+ derives IKU and CKU (if applicaple ) based on KASMEU(eg., IKU = H2(KASMEU, FRESH, int-alg-ID), CKU = H3(KASMEU, FRESH, enc-alg-ID)) and initiates the downlink integrity protection.
10.
The SRNC+ generates the RRC message Security mode command. The message includes the ME security capability, the UIA and FRESH to be used and if ciphering shall be started also the UEA to be used, the CN type indicator information. Additional information (start of ciphering) may also be included. Before sending this message to the ME+, the SRNC+ generates the MAC-I (Message Authentication Code for Integrity) and attaches this information to the message.
11.
The ME+ derives IKU and CKU (if applicaple ) based on KASMEU(eg., IKU = H2(KASMEU, FRESH, int-alg-ID), CKU = H3(KASMEU, FRESH, enc-alg-ID)).
12.
At reception of the Security mode command message, the ME+ controls that the "UE security capability" received is equal to the "UE security capability" sent in the initial message. The MS verifies the integrity of the message by comparing the received MAC-I with the generated XMAC-I.
13.
If all controls are successful, the ME+ compiles the RRC message Security mode complete and generates the MAC-I for this message. If any control is not successful, the procedure ends in the MS.
14.
At reception of the response message, the SRNC+ computes the XMAC-I on the message. The SRNC+ verifies the data integrity of the message by comparing the received MAC-I with the generated XMAC-I.
15.
The transfer of the RANAP message Security Mode Complete response, including the selected algorithms, from SRNC+ to the SGSN+ or MSC/VLR+ ends the procedure.
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Figure 5.3-1: Security mode set-up in attachment procedure

The HSS shall for these reasons always transfer standard UMTS AVs and that all the additional key derivations are performed in the serving PLMN.
In order to avoid CK/IK exposure in UTRAN, KASMEU are derived from CK and IK in SGSN+ or MSC/VLR+. 

Regarding why CKU and IKU are derived by SRNC+, the following reasons are proposed. 1) There is a requirement that the key derivations make the keys depend on the algorithm identifiers. And in UMTS UIA and UEA are finally decideded by SRNC+.   2) It shall be possible to update keys at intra-UTRAN handovers (SRNC+/Node B mobility), and in an enhanced SRNC relocation procedure SRNC+ communicates with Target RNC+ directly, so if RNC+ has the ability to derive CKU and IKU, it would benefit key update during SRNC handover. 
In accordance with these reasons above, KASMEU are transferred from SGSN+ or MSC/VLR+ to SRNC+. And SRNC+ derives CKU and IKU based on KASMEU.
  ******************* END OF NEXT CHANGE **********************
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