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Abstract of the contribution: This contibution propose a high level solution for the relay architecture for inclusion in the living document
Discussion

This contribution provides a high level analysis of using IPsec to protect the control planes over the Un interfaces and binding the device authentication with the AKA at IKE layer against the security threats listed in S3-100554. 

Proposal

It is proposed that SA3 agree to add the below pCR to the living document. 

pCR Text

***************  START OF FIRST CHANGE ****************

3 Proposed solutions

3.x Solution X – IPsec for control and user plane
Editor’s Note: Entities affected by security for relays (e.g. termination points of security protocols, entities with additional relay-related functionality) should be considered
3.x.1. General
This solution uses IPsec to protect the signalling traffic over the Un interface and the AS level security to protect the user plane. In addition while using IKE to establish the IPsec, EAP-AKA is run in addition to teh certificate based authentications as described from the H(e)NB cases. This provides a link between the network access and the IP level authentications.  
3.x.2. Security Procedures
In this solution, when IPsec for S1-AP is being established, an EAP-AKA is run in addition to the certificate based authentication exactly as has been described in clause 7.3 of TS 33.320. This has the effect of binding the RN device authentication to the RN subcription authentication. It is not necessary for the network to keep track of the pairings between UICCs and RNs. Successful completion of this combined authentication assures both the network and RN that a geniune UICC is inserted in the RN. Hence the endpoint of both secure tunnels from the RN must be a node in the genuine network. 
IPsec will be used to protect  the S1-AP/X2-AP interface between the RN and DeNB exactly as for eNBs as described in clause 11 of TS 33.401.  This prevents attacks 1, 3 and 4b. The overhead caused by the IPsec would be negligble as there is little signalling compared to user plane traffic.
This solution prevents attack 2 from working as the RN will not attach to the MitM node. 

Attack 4c can be prevented as the is aware of which UE are attached to wihich RNs and hence it can prevent a rogue RN from inserting traffic belonging toUE that is not connected to it.

3.x.3. USIM Aspects in RN scenarios

Editor’s Note: A USIM in a UE provides security under quite different assumptions from a USIM in an RN. What would happen if a USIM was removed from a genuine RN and inserted into a false RN? Is binding of USIM and RN in some way required? This should be considered.
3.x.4. Enrolment procedures for RNs for backhaul link security 

Editor’s Note: Currently SA3 works on enrolment procedures for macro eNBs. It needs to be studied whether the same procedures apply to RNs. It should be considered how initial connectivity for enrolment would be provided? 
3.x.5. Considerations on mobile RNs 

Editor’s Note: Check whether procedures from above clauses also work when RN is nomadic / fast moving / with S1-, X2-handover to another Donor eNB,
3.x.6. Considerations on multi-hop RNs 

Editor’s Note: Check how procedures from above clauses would work when there are several RNs in a chain. 
4. Conclusions 
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