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Abstract of the contribution:This contibution proposes to add a new section to the relay security living document to cover some brief backgorund details on alternative 2 that was selected by RAN2/3.
Discussion
RAN2/3 have agreed to proceed with alternative 2for their work on Relays. This contibution proposes to add some background inforrmation to the living document. 
It is proposed that SA3 accept the below pCR

pCR changes
*********** START OF FIRST CHANGE ****************
0. Overview of Alternative 2 

RAN2/3 have decided to move forward with Alternative 2 for Relays.This section aims to provides  some brief details of this architecture as background to the rest of the analysis in this document. A more complete description of alternative 2 is covered in TR 36.806 [x]. 
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Figure 0.1: Chosen Architecture 
Editor’s note: Figure taken directly from TR 36.806 and needs to be improved by removing references to both Arch 1 and 3.

In alternative 2, the DeNB contains the S-GW/P-GW functionality for the RN in addition to the radio aspects. It may also contain some Relay GW functionality. 
In alternative 2, the user plane is moved from GTP tunnel to another one at the DeNB. This is illustrated in figure 0.2.
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Figure 0.2: User plane protocol stack for the chosen architecture
One effect of this that it is not possible to protect the user plane below GTP all the way from the S-GW (or security gateway in front of this) of the UE to the RN. 

Similarly the DeNB does not pass the S1-AP signalling traffic directly between the MME serving the UE to the RN. The DeNB acts as a proxy between the RN and MME serving the UE and changes the S1-AP UE IDs in the messages but leaves the other part of the message the same. This is illustrated in figure 0.3.
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Figure 0.3: Control plane protocol stack for the chosen archictecture
One effect of this is that is not possible to protect the S1-AP using IPsec from the MME serving the UE to the RN. 
1. Threats 

.......

*********** END OF FIRST CHANGE ****************

*********** START OF SECOND CHANGE ****************

X. References
[x] TR 36.806 Relay architectures for E-UTRAN
*********** START OF SECOND CHANGE ****************
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