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** start of changes **

6.1
Certificate profiles

This clause profiles the certificates to be used for NDS/AF. An NDS/AF component shall not expect any specific behaviour from other entities, based on certificate fields not specified in this section.

Certificate profiling requirements as contained in this specification have to be applied in addition to those contained within RFC5280 [14]. This applies for the SEG, NE,the TLS entity, the SEG CA and the Interconnection CA.

Before fulfilling any certificate signing request, the NE CA, SEG CA and Interconnection CA shall make sure that the request suits the profiles defined in this section. Furthermore, the CAs shall check the Subject's DirectoryString order for consistency, and that the Subject's DirectoryString belongs to its own administrative domain.

NEs, SEGs and TLS entities shall check compliance of certificates with the NDS/AF profiles and shall only accept compliant certificates.

6.1.1
Common rules to all certificates

-
Version 3 certificate according to RFC5280 [14].

-
Hash algorithm for use before signing certificate: SHA-1 and SHA-256 mandatory to support. Other hash algorithms shall not be supported. For security reasons, the use of SHA-1 is strongly discouraged for newly created certificates.
NOTE: 
In a future 3GPP release, support of SHA-1 for certificate generation shall be prohibited. 
· Subject and issuer name format. 

-
Note that C is optional element. : (C=<country>), O=<Organization Name>, CN=<Some distinguishing name>. Organization and CN shall be in UTF8 format.

or

-
Note that ou is optional element. : cn=<hostname>, (ou=<servers>), dc=<domain>, dc=<domain>.

-
CRLv2 support with LDAPv3 [5] retrieval shall be supported as the primary method of certificate revocation verification. HTTP shall also be allowed for checking the revocation status of TLS and NE certificates.
-
Certificate extensions which are not mandated by this specification but which are mentioned within RFC5280 [14] are optional for implementation. If present, such optional extensions shall be marked as “non critical“.

6.1.2
Interconnection CA Certificate profile

In addition to clause 6.1.1, the following requirements apply:

-
The RSA key length shall be at least 2048-bit; 
-
Extensions:

-
Optionally non critical authority key identifier;

-
Optionally non critical subject key identifier;

-
Mandatory critical key usage: At least keyCertSign and CRL Sign should be asserted;

-
Mandatory critical basic constraints:  CA=True, path length unlimited or at least 1.

6.1.3
SEG Certificate profile

SEG certificates shall be directly signed by the SEG CA in the operator domain that the SEG belongs to. Any SEG shall use exactly one certificate to identify itself within the NDS/AF.

In addition to clause 6.1.1 and the provisions of RFC4945 [15], the following requirements apply:

-
The RSA key length shall be at least 1024-bit. For security reasons, the use of key lengths less than 2048 bits is strongly discouraged for newly created certificates.

NOTE: 
In a future 3GPP release, support of RSA key lengths less than 2048 bits shall be prohibited. 
-
Issuer name is the same as the subject name in the SEG CA certificate.

-
Extensions:

-
Optionally non critical authority key identifier;

-
Optionally non critical subject key identifier;

-
Mandatory non-critical subjectAltName;

-
Mandatory critical key usage: At least digitalSignature and keyEncipherment shall be set;

-
Mandatory non-critical Distribution points: CRL distribution point;

NOTE:
Depending on the availability of DNS between peer SEGs, the following rule is applied:

-
subjectAltName should contain IP address (in case DNS is not available);

-
subjectAltName should contain FQDN (in case DNS is available).

6.1.3a
TLS entity certificate profile

TLS client certificates shall be directly signed by the TLS client CA in the operator domain that the TLS client belongs to. TLS server certificates shall be directly signed by the TLS server CA in the operator domain that the TLS server belongs to. 

In addition to clause 6.1.1, the following requirements apply:

-
The RSA key length shall be at least 1024-bit;

-
Issuer name is the same as the subject name in the TLS CA certificate.

-
Extensions:

-
Optionally non critical authority key identifier;

-
Optionally non critical subject key identifier;

-
Mandatory critical key usage: At least digitalSignature or keyEncipherment shall be set; According to RFC2246 keyAgreement shall be set on Diffie-Hellman certificates;

-
Optional non-critical extended key usage: If present, at least id-kp-serverAuth shall be set for TLS server certificates, and at least id-kp-clientAuth shall be set for TLS client certificates;

-
Mandatory non-critical Distribution points: CRL distribution point.

6.1.3b
NE Certificate profile

NE certificates shall be directly signed by the NE CA in the operator domain that the NE belongs to. Any NE shall use exactly one certificate to identify itself within the NDS/AF.

The same requirements as listed in section 6.1.3 apply.

6.1.4
SEG CA certificate profile

In addition to clause 6.1.1, the following requirements apply:

-
The RSA key length shall be at least 2048‑bit;

-
Subject name is the same as the issuer name in the SEG certificate;

-
Issuer name is the same as the subject name in the Interconnection CA certificate;

-
Extensions:

-
Optionally non critical authority key identifier;

-
Optionally non critical subject key identifier;

-
Mandatory critical key usage: At least keyCertSign and CRL Sign, should be asserted;

-
Mandatory critical basic constraints:  CA=True, path length 0.

6.1.4a
TLS client/server CA certificate profile

In addition to clause 6.1.1, the following requirements apply:

-
The RSA key length shall be at least 2048‑bit;

-
Subject name is the same as the issuer name in the TLS entity certificate;

-
Issuer name is the same as the subject name in the Interconnection CA certificate;

-
Extensions:

-
Optionally non critical authority key identifier;

-
Optionally non critical subject key identifier;

-
Mandatory critical key usage: At least keyCertSign and CRL Sign, should be asserted;

-
Mandatory critical basic constraints:  CA=True, path length 0.

6.1.4b
NE CA certificate profile

The same requirements as listed in section 6.1.4 apply except that there is no restriction in the issuer name.

6.1a
CRL profile

-
Version 2 CRL according to RFC5280 [14].

-
Hash algorithm for use before signing CRL: SHA-1 and SHA-256 mandatory to support. Other hash algorithms shall not be supported. For security reasons, the use of SHA-1 is strongly discouraged for newly created CRLs.

NOTE: 
In a future 3GPP release, support of SHA-1 for CRL generation shall be prohibited. 
-
The length of the RSA key used to sign the CRL shall be at least 1024-bit. For security reasons, the use of key lengths less than 2048 bits is strongly discouraged for newly created CRL responses.

NOTE: 
In a future 3GPP release, support of RSA key lengths less than 2048 bits shall be prohibited. 

** end of changes **
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