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	1st Modified Section


7.3 
UE terminating procedures

7.3.1
UE terminating procedures for e2ae

… …
The procedure in the above figure is now described step-by-step.

1.
The S-CSCF in the terminating network receives an SDP Offer for an RTP media stream from the originating network.

2.
The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP Offer for an RTP media stream to the P-CSCF (IMS-ALG). 
3.
The P-CSCF (IMS-ALG) checks whether both the IMS UE and the P-CSCF (IMS-ALG) indicated support of e2ae-security during registration. If this is the case the P-CSCF (IMS-ALG) proceeds as described in this clause and allocates the required resources and includes the IMS Access GW in the media path. If this is not the case the P-CSCF (IMS-ALG) continues as described for a call without IMS media plane security or IMS UEs negotiate to use a suitable e2e security for a call according to the policy. If no IMS media plane security is used, a corresponding indication should be returned to the originating side. 
NOTE 3: 
The inclusion of the IMS Access GW in the media path is required for the purposes of e2ae security even if it was not required otherwise.
4.
The P-CSCF (IMS-ALG) changes the transport from RTP to SRTP in the SDP Offer, includes one or more SDES crypto attributes, each with a key K21 and the other security context parameters required according to RFC 4568 [13], as well as an indication that e2ae security is offered by the network, and sends it to IMS UE B. The optional key lifetime field shall be omitted.

5.
IMS UE B selects one of the received SDES crypto attributes, and then replies with an SDP Answer for an SRTP media stream, including one SDES crypto attribute with a key K22 and the other security context parameters required according to RFC 4568 [13]. The optional key lifetime field shall be omitted.

6.
The P-CSCF (IMS-ALG) communicates the established keys K21 and K22, as well as the other security context parameters required according to RFC 4568 [13], to the IMS Access GW. The P-CSCF (IMS-ALG) instructs the IMS Access GW to check integrity / decrypt the media stream arriving from IMS UE B using K22, to integrity protect / encrypt the media stream arriving from the originating network using K21, and to set the key lifetime to the default values as defined in RFC 3711 [9].
7.
The P-CSCF (IMS-ALG) changes the transport from SRTP to RTP in the SDP Answer, removes the SDES crypto attribute, and then sends the SDP Answer to the S-CSCF.
8.
The S-CSCF forwards the SDP Answer towards the originating network.
9.
When the full session setup has been completed, and media can be sent, the protected media streams are sent between the IMS UE B and IMS Access GW. IMS UE B integrity protects / encrypts and integrity check / decrypts the media streams  sent to and received from the network. The IMS Access GW integrity checks / decrypts the media stream arriving from IMS UE B before passing it on towards the originating network.  The IMS Access GW integrity protects / encrypts the media stream arriving from the originating network before passing it on to IMS UE B.

A P-CSCF (IMS-ALG) supporting e2ae-security shall remove any indication "e2ae-security offered by network" if inserted in a SIP message by another party. 
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