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Abstract of the contribution:
This contribution discusses one security key issue for MTC server originated message, and additional security requirements are proposed.
1. Introduction
Among entire family of M2M applications, there is one situation that the M2M devices behave in a passive way, i.e. MTC device execute commands from MTC server. This can happen in a lot of situation, such as when the MTC server sometimes needs to change the configuration of MTC devices. Therefore this contribution focuses on the security requirements for these scenarios. 
2. Analysis

2.1 Key Issues

2.1.1 Threat for MTC server originated message 
The MTC server originated message is used when MTC servers make first move to communicate with MTC clients in the situation where MTC server needs to send commands to MTC client with or without corresponding response from MTC device. 
For example, in the irrigation system , the command is sent to MTC devices to irrigate the plants. Another example is the smart home system in which the MTC devices are commanded to open the air conditioner. 

The MTC device may function abnormal or even cause serious damage when the commands are tampered by the malicious users. 
2.1.2 Security Requirement
Based on the above threats the following requirements for security solutions are derived.

•
Integrity

Integrity protection must be provided. MTC device shall be able to verify the integrity of the data received from the MTC server.
•
Confidentiality

Depending on the service type, Data transferred from MTC server to MTC device may be confidentiality protected.
2.1.3 Extra Requirement
•
MTC server originated message
A lot of MTC server originated messages are sent out without session setup procedure for key negotiation, such as SMS. Thus a secure method is needed to be in place to give the end-to-end protection for this kind of message. 

3. Proposal

 It is kindly asked SA3 to discuss and agree section 2.
