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Abstract of the contribution:
In this contribution a picture of Key distribution and key derivation scheme for UTRAN Key hierarchy is added.
4.5
The UTRAN Key Hierarchy
The already defined E-UTRAN key hierarchy is, as noted, required to be unchanged (using UMTS AKA and producing KASME from CK, IK and further deriving KeNB and NAS keys). Notice that E-UTRAN uses many more keys than UTRAN does so that the hierarchies will not be identical. The UTRAN key hierarchy is assumed to be based on a key KASMEU, derived from USIM provided (CK, IK).  And another two new keys are defined: CKU and IKU, which are derived from KASMEU. CKU is the ciphering key and IKU is the integrity key. The UTRAN Key Hierarchy is showed in the figure 4.5-1 below:
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Figure 4.5-1: UTRAN Key hierarchy
Figure 4.5-x shows the dependencies between the keys at initial setup (i.e., when the UE goes to ACTIVE mode), and at combined hard handover and SRNS relocation as well as combined cell/URA updated and SRNS relocation.

[image: image2.emf]IK CK

K HLR/USIM

HLR/SGSN/ME

KDF

SQN

⊕

AK

SGSN/RNC1/ME

IK_U CK_U

KDF

 int-alg-ID

KDF

 enc-alg-ID

FRESH

RNC1/ME

K

D

F

K_RNC

CK’

KDF

K_RNC*

Parameter

IK’

IK_U

CK_U

K

D

F

K

D

F

Legacy RNC3/ME

Updated RNC2/ME

FRESH

 int-alg-ID

 enc-alg-ID

IK

CK

•Black lines show the initial attach or 

transition from IDLE to ACTIVE.

•Green lines show the source RNC’s 

operation during SRNC relocation 

preparation.

•Blue lines show an SRNS relocation 

where the target RNC is updated.

•Red lines show an SRNS relocation 

where the target RNC is legacy.

•Purple lines show SGSN’s operation 

during initial attach or after an 

successful SRNC relocation.


Figure 4.5-x: Key distribution and key derivation scheme for UTRAN Key hierarchy
The KDF is assumed to be the one from TS 33.220 taking a 256-bit input key and generates a 256-bit output key. When two 128-bit output keys (IKU/CKU and IK’/CK’) are needed, truncate the 256-bit key to 128-bit for IKU/CKU, and take 128 MSBs of the output as the IK’ and the 128 LSBs as the CK’. 
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•Black lines show the initial attach or transition from IDLE to ACTIVE.
•Green lines show the source RNC’s operation during SRNC relocation preparation.
•Blue lines show an SRNS relocation where the target RNC is updated.
•Red lines show an SRNS relocation where the target RNC is legacy.
•Purple lines show SGSN’s operation during initial attach or after an successful SRNC relocation.



