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Abstract of the contribution:
It is said in TR 33.ukh that it shall be possible to update keys at intra-UTRAN handovers (SGSN+, MSC/VLR+ and/or SRNC+/Node B mobility). In this contribution, a solution to establish CKU and IKU in IDLE mode mobility is proposed. It is just the same as during the attachment procedure.
1 Introduction
There is a requirement that it shall be possible to update keys at intra-UTRAN handovers (SGSN+, MSC/VLR+ and/or SRNC+/Node B mobility). Since UTRAN has an anchor in the Serving RNC, and the encryption/decryption and integrity protection is implemented in the SRNC, only when the SRNC is relocated, there is a possibility to update keys.
The UTRAN key hierarchy is assumed to be based on a key KASMEU, derived from USIM provided (CK, IK) by SGSN+ or MSC/VLR+ and ME+ respectively.  And another two new keys are defined: CKU and IKU, which are derived from KASMEU by SRNC+ and ME+ during SMC procedure. CKU is the ciphering key and IKU is the integrity key. KASMEU, CKU and IKU are derived as below:
KASMEU = H1(CK, IK, SQN, AK)
IKU = H2(KASMEU, FRESH, int-alg-ID)

CKU = H3(KASMEU, FRESH, enc-alg-ID)
Where FRESH is a random value of 32 bits long generated by SRNC at connection set-up, and sent to user in security mode command. There is one FRESH parameter value per user. At handover with relocation of the SRNC, the new SRNC generates a new FRESH parameter and sends it to the ME in the RRC message.
In this document, a solution to manage the keys during Idle mode mobility is proposed.

2 Proposed Changes

************************** start of changes ************************

5.3.4 
IDLE mode mobility


When ME+ enters Idle mode, SRNC+ and ME+ shall delete CKU and IKU. And SGSN+ and ME+ shall delete KRNC* and NCC.
When ME+ is activated from Idle mode, if needed, a Security Mode Command procedure is performed after the RRC connection is setup. During the SMC procedure, a new FRESH is generated in SRNC+, and CKU and IKU are derived based on the new FRESH by SRNC+ and ME+ respectively, just the same as in the initial attach procedure.
************************** end of changes ************************
