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Abstract of the contribution:
It is said in TR 33.ukh that it shall be possible to update keys at intra-UTRAN handovers (SGSN+, MSC/VLR+ and/or SRNC+/Node B mobility). In this contribution, a solution to update CKU and IKU to ensure forward security during SRNC Relocation is proposed.
Because Serving RNC doesn’t know whether the target RNC supports KH or not, there is a need to provide legacy support. During SRNC relocation, the mapping keys IK’/CK’ are also derived and transmitted to the target RNC, together with the enhanced keys. 

1 Introduction
There is a requirement that it shall be possible to update keys at intra-UTRAN handovers (SGSN+, MSC/VLR+ and/or SRNC+/Node B mobility). Since UTRAN has an anchor in the Serving RNC, and the encryption/decryption and integrity protection is implemented in the SRNC, only when the SRNC is relocated, there is a possibility to update keys.
The UTRAN key hierarchy is assumed to be based on a key KRNC, derived from USIM provided (CK, IK) by SGSN+ or MSC/VLR+ and ME+ respectively.  And another two new keys are defined: CKU and IKU, which are derived from KRNC by SRNC+ and ME+ during SMC procedure. CKU is the ciphering key and IKU is the integrity key. KRNC, CKU and IKU are derived as below:
KRNC = H1(CK, IK, SQN⊕AK)
IKU = H2(KRNC, FRESH, int-alg-ID)

CKU = H3(KRNC, FRESH, enc-alg-ID)
Where FRESH is a random value of 32 bits long generated by SRNC+ at connection set-up, and sent to user in security mode command. There is one FRESH parameter value per user. At handover with relocation of the SRNC+, the new SRNC+ generates a new FRESH parameter and sends it to the ME+ in the RRC message.
In this document, a solution to update CKU and IKU to ensure forward security during SRNC Relocation is proposed.

2 Proposed Changes

************************** start of changes ************************

5.3.3
SRNS relocation

5.3.3.1   General
Since UTRAN has an anchor in the Serving RNC, and the encryption/decryption and integrity protection is implemented in the SRNC, only when the SRNC is relocated, there is a possibility to update keys. 
During SRNC Relocation preparation procedure, because Serving RNC may not know whether the target RNC supports KH or not, there is a need to provide legacy support. 
In this procedure, two set of keys are transmitted to the target RNC: the one is the mapping keys CK’/IK’, the other is the enhanced keys. If the target RNC doesn’t support KH, it can’t recognize the enhanced keys. So it will ignore this IE. And the mapping keys CK’/IK’ are used. If the target RNC supports KH, it notices that the enhanced keys are present, so it will ignore the mapping keys, and derive the enhanced IKU/CKU.

The general principle of enhanced key handling at SRNC relocation is depicted in Figure xx.
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Figure xx Model for the SRNC relocation key chaining

The following is an outline of the key handling model to clarify the intended structure of the key derivations. 

Whenever an initial security context needs to be established between ME+ and SRNC+, SGSN+ and the ME+ shall derive a KRNC and a KRNC*. The KRNC and KRNC* are derived from the IK/CK. A Next-hop Chaining Counter (NCC) is associated with each KRNC*. At initial setup, the KRNC is derived directly from IK/CK, and is then considered to be associated with a virtual KRNC* parameter with NCC value equal to zero. At initial setup, the derived KRNC* value is associated with the NCC value one. KRNC and {KRNC*, NCC} are transmitted to SRNC during SMC procedure at initial attachment. 
NOTE: Since the SGSN+  sends the {KRNC*,NCC} value to SRNC at the initial attachment, the KRNC* value associated with the NCC value one can be used in the next SRNC relocation or the next intra-SRNC relocation.
The UE and the RNC use the IKU/CKU derived from KRNC to secure the communication between each other. On SRC relocation, the basis for the KRNC that will be used between the UE and the target RNC, called KRNC*, is derived from the IK/CK and old KRNC*. On SRNC relocation the target RNC derives IKU/CKU based on the KeNB and the FRESH generated by the target RNC, together with the algorithm ID, which is just the same as initial attachment. 
As KRNC* parameters are only computable by the UE and the SGSN+, it is arranged so that KRNC* parameters are provided to SRNC from the SGSN+ in such a way that forward security can be achieved.
5.3.3.2   
Key derivations during SRNS Relocation
5.3.3.2.1   Hard Handover with SRNS Relocation
During SRNS relocation the source RNC+ shall forward the {KRNC*, NCC} pair to the target RNC+. The target RNC+ shall use the received KRNC* directly as KRNC to be used with the UE. The target RNC+ shall generate a parameter FRESH, and derive IKU/CKU Based on KRNC, FRESH and algorithm ID. The target RNC+ shall include the received NCC into the prepared Target to Source RNC Transparent Container, which is sent back to the source RNC+ and forwarded to the UE by source RNC+. 

When the target RNC+ has completed the SRNC relocation signaling with the UE, it shall send a Relocation Complete Request message to the SGSN+. Upon reception of the Relocation Complete Request, the SGSN+ shall increase its locally kept NCC value by one and compute a new fresh KRNC* by using the IK/CK and its locally kept KRNC* value as input to the function. The SGSN+ shall then send the newly computed { KRNC*, NCC} pair to the target RNC+ in the Relocation Complete Response message. The target RNC+ shall store the received { KRNC*, NCC} pair for further SRNC relocation and remove other existing unused stored { KRNC*, NCC} pairs if any.
NOTE: The newly computed { KRNC*, NCC}  can only be used to provide keying material for the next SRNC relocation procedure. Thus, for SRNC relocation key separation happens only after two hops because the source RNC+ knows the target RNC+ keys. The target RNC+ can immediately initiate an intra-cell handover to take the new KRNC* into use once the new KRNC* has arrived in the Relocation Complete Response.

5.3.3.2.2   Intra-SRNS Relocation
When the SRNC+ decides to perform an intra-SRNS relocation it shall generated a new FRESH, and use the KRNC* as the KRNC. The SRNC shall derive IKU/CKU using the new FRESH, algorithm ID, and the current KRNC. The SRNC shall send the NCC corresponding to KRNC* to UE in Physical Channel Reconfiguration message or UTRAN Mobility Information message.
5.3.3.2.3   UE handling

If the NCC value the UE receieved in the Physical Channel Reconfiguration message or UTRAN Mobility Information message from target RNC+ is equal to the NCC value stored in the UE, the UE shall directly use the KRNC* as KRNC to derive IKU/CKU. 
If the UE received an NCC value that was different from the NCC associated with the currently active KRNC, the UE shall first synchronize the locally kept KRNC* parameter iteratively, and increasing the NCC value until it matches the NCC value received from the source RNC+. When the NCC values match, the UE shall use the KRNC* as KRNC to compute the IKU/CKU.
5.3.3.3  Using Enhanced SRNS Relocation
One example of hard handover using enhanced SRNS relocation procedure is showed below.
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Figure xx: Hard Handover with switching in the CN+ using Enhanced SRNS Relocation (DCH state)

1.  Serving RNC+ makes the decision to perform the Hard Handover via Iur interface. Serving RNC+ also decides into which RNC+ (Target RNC+) the Serving RNC+ functionality is to be relocated.

2.
SRNC doesn’t know whether the target RNC support KH or not, it derives the mapping keys CK’/IK’ (The derivation for CK’/IK’ is FFS).
3. SRNC sends Enhanced Relocation Request message to a neighboring RNC (Target RNC). In this message a Source To Target Transparent Container is included, which carries ME+ capability, the mapping keys IK’/CK’, { KRNC*, NCC }.

4. 
Target RNC+ decides to accept the request and allocates radio resources for the RRC connection and the Radio Link. If the target RNC doesn’t support KH, it can’t recognize KRNC* and ignore this IE. So the mapping keys IK’/CK’ are used. 

If the target RNC supports KH, it notices that KRNC* is present. It shall regard KRNC* as KRNC, and generates a new FRESH and derives new CKU/IKU based on the new FRESH (ie., IKU = H2(KRNC, FRESH, int-alg-ID), CKU = H3(KRNC, FRESH, enc-alg-ID)).
5.   Target RNC+ replies an RNSAP Enhanced Relocation Response containing RRC Reconfiguration message in RRC Container to be sent to ME+ via the Source RNC+, in which FRESH and NCC are included. 
6.
The SRNC+ sends ME+ Physical Channel Configuration message.
7.   If KH is not supported in the target RNC, the mapping keys CK’/IK’ are derived and used.

If KH is supported in the target RNC, ME+ shall synchronize the locally kept KRNC* parameter, and regard KRNC* as KRNC. ME+ shall derive CKU/IKU in the same way as target RNC+.
8.
When the RRC connection is established with the target RNC+ and necessary radio resources have been allocated the ME+ sends RRC message Physical Channel Reconfiguration Complete to the target RNC+. This message is protected by the new CKU/IKU.
9. Target RNC+ sends the RANAP Enhanced Relocation Complete Request message to the CNN+, indicating that relocation is happened on the ME+. 
10. SGSN+ shall increase NCC, and compute a new KRNC*(eg., KRNC*=F4(IK||CK, old_ KRNC*)).
11. SGSN+ configures the necessary Iu resources for the Target RNC+ and acknowledges with “RANAP Enhanced Relocation Complete Response” message to the Target RNC+, including {KRNC*,NCC}.

12. The target RNC+ shall store the received {KRNC*,NCC} for the next SRNC relocation.
13. CNN+ initiates release of the resources in the source RNC+.
************************** end of changes ************************
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