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1
Introduction
There is an editor’s note in clause O.5.1 of 33.203 9.3.0 saying that: "X.509 certificate profiles are discussed in other technical specifications (e.g., 33.222, 33.234 and 33.310). Alignment of these and the text in this clause is ffs. The IETF is about to publish two RFCs related to X.509 which would have impact on the X.509 profiling. Therefore it has been decided to wait for the publication of the RFCs before aligning the X.509 profiles in 3GPP specifications."
The mentioned IETF documents are draft-ietf-sip-domain-certs-06 and draft-ietf-sip-eku-08. These documents are now very close to becoming RFCs and the profiling in the technical specifications can therefore be aligned in Release 10. This paper analyses the current alignment and security levels of the above mentioned certificate profiles and proposes how the alignment and security can be improved.
X.509 certificate profiling is also discussed in 33.221.
2
The Technical Specifications

33.203 specifies the security features and mechanisms for secure access to the IM subsystem (IMS) for the 3G mobile telecommunication system. X.509 digital certificates are used for authentication in TLS (UE - P-CSCF). For TLS between network elements, the authentication in 33.310 is used.
33.221 describes subscriber certificate distribution by means of GBA.
33.222 specifies secure access methods to Network Application Functions (NAF) using HTTP over TLS in the Generic Authentication Architecture (GAA). X.509 digital certificates are used for authentication in TLS (UE - NAF).

33.234 specifies models and mechanisms under which WLAN can be used to securely interwork with 3GPP networks. X.509 digital certificates are used for authentication in TLS (UE - PDG).

33.310 specifies authentication of network elements, which are using NDS/IP or TLS. In TLS, X.509 digital certificates are used for mutual authentication of network elements.

33.221, 33.222, 33.234 and 33.310 specify profiles for CA certificates whereas 33.203 do not.

draft-ietf-sip-domain-certs-06 strongly recommends that the identity is conveyed as a subjectAltName extension instead of a as a Common Name (CN). It also defines that the identity SHALL be a SIP URI and defines how such SIP URIs SHALL be compared.
draft-ietf-sip-eku-08 defines a new extended key usage extension: id-kp-sipDomain that restricts the applicability of the certificate.
3
Algorithms and key lengths
When hash functions are used in digital signatures, the security is compromised if the hash function is not collision resistant. The hash functions defined for X.509 certificates are MD2, MD5, SHA-1 and the SHA-2 family. MD2, MD5 and SHA-1 have serious weaknesses.

For MD2 the security strength against preimage attacks is assessed at 73 bits (instead of 128). The security strength against collisions is 64 bits. The use of MD2 should be phased out. 
For MD5, collisions can be found in minutes. It is clear that MD5 should not be used.

For SHA-1 the security strength against collisions is 63 bits (instead of 80). NIST writes that “use of SHA-1 is not recommended for the generation of digital signatures in new systems”. For compatibility reasons, NIST allows the use of SHA-1 in minimum strength deployments until the end of 2010. The use of SHA-1 should be phased out. 
For the SHA-2 family there are no known attacks. One of the SHA-2 functions (SHA-224, SHA-256, SHA-384, SHA-512) should be used for all new certificates.
The RSA and ECDSA signature algorithms are believed to be secure given sufficiently long keys and the use of up-to-date implementations.
For RSA, the largest (known) number factored is RSA-768. It is generally recommended by national agencies (see e.g. www.keylength.com) that RSA-1024 is phased out no later than 2010 and that at least RSA-1536 or RSA-2048 is used.
The RSA key length and hash algorithm used should provide a security level equal to the security level of the security protocol (TLS, ESP). The encryption algorithm AES-128 has an effective key size of 128 bit and the encryption algorithm 3TDES has an effective key size of 112 bits. The following table is taken from NIST SP 800-57.

	Bits of
security
	Symmetric

Key

algorithms
	RSA
	Hash algorithm

(Digital Signatures)
	Until
year

	80
	(2TDEA)
	k = 1024
	(SHA-1)
	2010

	112
	3TDES
	k = 2048
	SHA-224
	2030

	128
	AES-128
	k = 3072
	SHA-256
	 


As the weakest link determines the security level, using larger RSA key lengths larger than 1024 bits in conjunction with SHA-1 does not increase the security level.
4
Alignment

The proposals below are mainly based on security reasons and may not be possible to keep backward compability with existing devices and certificates. For this reason some of the proposals may need to be made into recommendation instead of requirements. This needs further study.

4.1 
Alignment of base profiling

All the specifications (33.203, 33.221, 33.222, 33.234, and 33.310) are built upon profiling specified by IETF. Either by directly referencing the “Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile” RFCs (RFC3280 and RFC5280) or indirectly by referencing OMA profiling (OMA-SEC-CertProf-V1_1-20040205-D), which references RFC3280.

	TS
	Version
	RFC

	33.203
	9.3.0
	RFC3280

	33.221
	9.0.0
	RFC3280 (via ref to OMA spec)

	33.222
	9.0.0
	RFC3280 (via ref to OMA spec)

	33.234
	9.1.0
	RFC3280

	33.310
	9.2.1
	RFC5280


Since May 2008, RFC3280 is obsoleted by RFC5280. There are no major differences between the RFCs. The changes are: international encoding schemes, removal of deprecated stuff, clarifications and editorials etc.
As RFC3280 has been obsoleted, new specifications should reference RFC5280.

PROPOSAL 1:  33.203, 33.221, 33.222, and 22.234 shall for Rel-10 reference RFC5280 instead of RFC3280.

4.2 
Alignment of algorithms and key lengths
4.2.1
33.203 (clause 0.5.1)
The profiling does not specify any signature algorithms or public key algorithms. From the intended usage statement, it seems RSAEncryption shall be used as the public key algorithm. The specification does not specify if the profiling is optional/mandatory to use/support. It allows use of MD2 and MD5.
Modulus length:
1024, 1536, 2048

PROPOSAL 2:  33.203 shall make clearer which algorithms (SignatureAlgorithm, Public key algorithm) and key lengths that are optional/mandatory to use/support.
And by applying the analysis from Section 3.
PROPOSAL 3:  33.203 shall prohibit the use of MD5 and if possible MD2. 
PROPOSAL 4:  33.203 shall mandate support for and recommend use of SHA-256.
PROPOSAL 5:  33.203 shall recommend use of key lengths equal or greater than 1536 bit.

PROPOSAL 6:  33.203 shall mandate key lengths of at least 2048 bit for CA certificates.

PROPOSAL 7:  33.203 shall if mandate the use of SHA-256 for CA certificates.

4.2.2
33.221 (clause 4.4.6) and 33.222 (clause 5.3.1.3)
The specification specifies that the OMA X.509 profiling (OMA-SEC-CertProf-V1_1-20040205-D) shall be used. It specifies to alternative signature and public key algorithm options. The specification is well written, but it is getting out of date (2004). It does not allow use of SHA-256. It allows key lengths shorter than 1024 bits.
SignatureAlgorithm:
sha1WithRSAEncryption or ecdsa-with-SHA1

Public key algorithm
rsaEncryption or id-ecPublicKey

RSA key length should be
>= 1024

Mandatory to support 
<= 2048

By applying the analysis from Section 3.
PROPOSAL 8:   33.221 and 33.222 shall mandate support for and recommend use of SHA-256.
PROPOSAL 9:   33.221 and 33.222 shall prohibit the use of key lengths shorter than 1024 bit. 

PROPOSAL 10: 33.221 and 33.222 shall recommend use of key lengths equal or greater than 1536 bit.

PROPOSAL 11: 33.221 and 33.222 shall mandate key lengths of at least 2048 bit for CA certificates.

PROPOSAL 12: 33.221 and 33.222 shall mandate the use of SHA-256 for CA certificates.

4.2.3
33.234 (clause 6.6A) 

Specifies a single signature and public key algorithm that are mandatory to use:

Signature algorithm: 
sha1WithRSAEncryption

Public key algorithm
rsaEncryption

RSA key length shall be
<= 2048

By applying the analysis from Section 3.
PROPOSAL 13:  33.234 shall mandate support for and recommend use of SHA-256.
PROPOSAL 14:  33.234 shall prohibit the use of key lengths shorter than 1024 bit. 

PROPOSAL 15:  33.234 shall recommend use of key lengths equal or greater than 1536 bit.
PROPOSAL 16: 33.234 shall mandate key lengths of at least 2048 bit for CA certificates.

PROPOSAL 17: 33.234 shall mandate the use of SHA-256 for CA certificates.

4.2.4
33.310 (clause 6.1)
This specification provides the most detailed profiling of the specifications. It references RFC5280 and specifies that MD5 shall not be used. SHA-256 is mandatory to support.
Certificate signing:
SHA-1, SHA-256 mandatory to support, MD5 shall not be used.

All: RSA key length shall be
>= 1024
CA: RSA key length shall be
>= 2048
From the statement “RSA key length shall be”, it is implicit that rsaEncryption shall be used.
PROPOSAL 18:  33.310 shall make clearer which algorithms (SignatureAlgorithm, Public key algorithm) that are optional/mandatory to use/support.

PROPOSAL 19:  33.310 shall if possible prohibit the use of MD2.
PROPOSAL 20: 33.310 shall recommend use of key lengths equal or greater than 1536 bit.

PROPOSAL 21: 33.310 shall mandate the use of SHA-256 for CA certificates.

4.2.5
Summary 

The specifications are somewhat aligned when it comes to algorithms and key lengths as they all support the following algorithms/key lengths:

One-way Hash Function:
SHA-1

Signature algorithm: 
RSAEncryption

Public key algorithm
rsaEncryption

RSA key length
1024 – 2048 bit

All specifications needs to be updated regarding recommendations/requirements on hash functions and key lengths. Shorter keys that 1024 bit shall not be used. MD5 shall not be used. 1024 bit keys should be phased out in favour of longer keys. MD2 and SHA-1 should be phased out in favour of SHA-256. Key sizes larger than 1024 should be combined with SHA-256.

The profiling in 33.310 seems to be the only one that has been updated recently. All the proposals above (1-21) could be met by updating the profiling in 33.310 and letting all the other specifications refer to the profiling of algorithms and key lengths in 33.310. 33.310 seems like a natural place to have a more generic certificate profiling.

PROPOSAL 22: 33.203 shall for algorithm and key length profiling refer to 33.310.
PROPOSAL 23: 33.221 shall for algorithm and key length profiling refer to 33.310.
PROPOSAL 24: 33.222 shall for algorithm and key length profiling refer to 33.310.
PROPOSAL 25: 33.234 shall for algorithm and key length profiling refer to 33.310.
If this is possible also for the profiling of name formats, extensions and CRLs is analyzed in clause 4.3

4.3
Alignment of name formats, extensions and revocation
4.3.1
33.203 (clause O.5.1)

The specification does not specify if the profiling is optional/mandatory to use/support. It does not specify anything for Issuer Name Form and CRL (Certificate Revocation Lists).

Subject Name Form:
C=<Country>, O=<Company>, CN=<FQDN>

Issuer Name Form:
No specification.

Revocation:

Not defined. (CLRs may be used)
Extensions:

The following extensions are listed. 
- KeyUsage[critical](digitalSignature, keyEncipherment)

- extendedKeyUsage (id-kp-serverAuth, id-kp-clientAuth)

- authorityKeyIdentifier (keyIdentifier=<subjectKeyIdentifier value from CA cert>)

PROPOSAL 26:  33.203 shall make clearer what is optional/mandatory to use/support.

PROPOSAL 27:  33.203 shall state that the recommendations in draft-ietf-sip-domain-certs-06 and draft-ietf-sip-eku-08 should be followed.
4.3.2
33.221 (clause 4.4.6) and 33.222 (clause 5.3.1.3)

OMA X.509 profiling (OMA-SEC-CertProf-V1_1-20040205-D) has many requirements on extensions.

4.3.4
33.234 (clause 6.6A)

Subject Name Form:
e) The issuer name shall not be empty.

Issuer Name Form:
f) The subject name may be empty in PDG certificates and shall not be empty in CA certificates.

Extensions:

h)
The issuerUniqueID or subjectUniqueID fields shall not be present.

i)
The SubjectAltName extension shall be present if this is a PDG certificate, and shall contain at least one dNSName component.

j)
The BasicConstraints extension shall be present if this is a CA certificates with "CA" flag asserted. The pathLenConstraint may be present.

k)
CA certificates should contain the NameConstraints extension with appropriate dNSName components in the permittedSubtrees field.

l)
The KeyUsage extension shall be present in all certificates. The keyCertSign bit shall be set in CA certificates, and digitalSignature bit shall be set in PDG certificates.

m)
The CRLDistributionPoint extension may be present, and shall not be marked critical. At least one of the distribution points should use HTTP for retrieving the CRL.

n)
The AuthorityInformationAccess extension may be present with id-ad-ocsp access method, and shall not be marked critical.

o)
Other extensions should not be used; if they are, they shall not be marked as critical.

j)
UE shall support processing of the BasicConstraints, NameConstraints, and KeyUsage extensions.

Revocation:

Support for CRLs is optional in the UE.

Support for OCSP is mandatory in the UE.

Other:


p) The total length of a certificate shall not exceed 2000 bytes.

4.3.5
33.310 TLS certificates (clause 6.1.1 and 6.1.3a)

Issuer name is the same as the subject name.
Subject/Issuer Name Form:
(C=<country>), O=<Organization Name>, CN=<Some distinguishing name>

or cn=<hostname>, (ou=<servers>), dc=<domain>, dc=<domain> where () 

means optional.

CRL:

CRLv2 support with LDAPv3 [5] retrieval shall be supported as the primary method of certificate revocation verification. HTTP shall also be allowed for checking the revocation status of TLS and NE certificates.

Extensions:



-
Optionally non critical authority key identifier;

-
Optionally non critical subject key identifier;

-
Mandatory critical key usage: At least digitalSignature or keyEncipherment shall be set; According to RFC2246 keyAgreement shall be set on Diffie-Hellman certificates;

-
Optional non-critical extended key usage: If present, at least id-kp-serverAuth shall be set for TLS server certificates, and at least id-kp-clientAuth shall be set for TLS client certificates;

-
Mandatory non-critical Distribution points: CRL distribution point.

-
Certificate extensions which are not mandated by this specification but which are mentioned within RFC5280 [14] are optional for implementation. If present, such optional extensions shall be marked as “non critical“.

PROPOSAL 28:  33.310 shall state that the recommendations in draft-ietf-sip-domain-certs-06 and draft-ietf-sip-eku-08 should be followed for SIP domains.
4.3.5
Summary 

Besides that Issuer name form and CRL profile is not specified in 33.203, the profiling of name forms and extensions in 33.203 can be seen as a profiling of the profiling in 33.310.
Alignment of name formats, extensions and revocation may be difficult to do for 33.221, 33.222, and 33.234 in an backward compatible way.
PROPOSAL 29:  33.203 shall for name formats, extensions reference the TLS X.509 profiling in 33.310. If needed with additional profiling.
5
Conclusion
PROPOSAL 1:  33.203, 33.221, 33.222, and 22.234 shall for Rel-10 reference RFC5280 instead of RFC3280.

PROPOSAL 18:  33.310 shall make clearer which algorithms (SignatureAlgorithm, Public key algorithm) that are optional/mandatory to use/support.

PROPOSAL 19:  33.310 shall if possible prohibit the use of MD2.
PROPOSAL 20: 33.310 shall recommend use of key lengths equal or greater than 1536 bit.

PROPOSAL 21: 33.310 shall mandate the use of SHA-256 for CA certificates.

PROPOSAL 22: 33.203 shall for algorithm and key length profiling refer to 33.310.
PROPOSAL 23: 33.221 shall for algorithm and key length profiling refer to 33.310.
PROPOSAL 24: 33.222 shall for algorithm and key length profiling refer to 33.310.
PROPOSAL 25: 33.234 shall for algorithm and key length profiling refer to 33.310.
PROPOSAL 28:  33.310 shall state that the recommendations in draft-ietf-sip-domain-certs-06 and draft-ietf-sip-eku-08 should be followed for SIP domains.
PROPOSAL 29:  33.203 shall for name formats, extensions and CRLs reference the TLS X.509 profiling in 33.310. If needed with additional profiling.
It is proposed that the above proposals is agreed.
The CR S3-100507 removes the editor’s note on certificate alignment for Rel-9. The CRs S3-100508 and S3-100509 implements the proposals for 33.203 and 33.310 Rel-10. Changing the recommendations/requirements on MD2, SHA-1, and RSA key lengths may require further study and If so, agreement on the submitted CRs (and additional CRs for 33.221, 33.222, and 33.234) could wait until SA3#60.
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