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1
Introduction
In SA3#58 a change was agreed to the enhanced UTRAN key hierarchy (UKH). The naming of the keys gives some unfortunate associations to keys from the LTE key hierarchy. In addition, a security issue leading to that several RNCs would get access to the same keying material is corrected.
2
Analysis
2.1
Naming of keys
The main aim of the UKH study is to provide some protection against attacker that breaks into the NodeB+ (a collapsed deployment of a RNC/NodeB). To accomplish this it is necessary to ensure that keying material used in a NodeB+ is to the greatest extent separated from the keying material used in other NodeB+s or NodeBs. This is the same philosophy as used in LTE (key separation between eNBs).

To accomplish this it is necessary to keep some keying material in the SGSN+/MSC+ which is not accessible to the RNCs themselves. In the enhanced UTRAN key hierarchy this keying material is the CK/IK the ME reads from the USIM. This keying material corresponds to the KASME in LTE.

When keying material is to be used by an RNC/RNC+ it is necessary that the SGSN+/MSC+ derives new keying material for the RNC/RNC+ from the CK/IK every time. The keying material used in the RNC/RNC+ corresponds to the KeNB in LTE. The currently used term for the keying material used in the RNC+ is KASMEU. This hints at a relation to the KASME in LTE, which is not there. The relation is rather to the KeNB in LTE and therefore KRNC is a more proper name for this key.
2.2
Interworking with legacy equipment

When a legacy source RNC passes the UE capabilities to a target RNC, the current specifications does not guarantee that the legacy source RNC will pass on a new IE (not supported by the legacy RNC) to the target RNC. A similar situation exists in LTE: during IRAT mobility from a Rel-7- SGSN to LTE, the Rel-7- SGSN will have received the EPS UE capabilities from the UE, but since the Rel-7- SGSN does not know about them they are not forwarded to the MME. The result is that the MME does not know which security algorithms are supported by the UE and the MME has to assume that the UE only supports EEA1/EEA2.

Because of this, the target RNC does not know if the UE is updated or not, and would hence not know whether to apply any enhanced security functionality, e.g., key derivations etc, when communicating with the UE.

As a consequence, any enhanced security functionality has to be performed in the source RNC+. This implies for instance that binding CKU/IKU to algorithm ID is not possible since the source RNC+ will not know which algorithms will be chosen by the target RNC. 
Assume that the source RNC+ keeps an intermediate key KRNC from which it derives CKU/IKU. Further assume that the source RNC+ at a combined handover and SRNS relocation shall forward keying material to the target RNC. Since the KRNC has not been exposed on the air interface (like CKU/IKU has), it seems to be better to derive the keys for the target RNC from the KRNC. However, if we now consider the target RNC, it will not necessarily know if the UE is updated or not (as explained above), so the only option for the target RNC (which also works with legacy UEs) is to use the received keys directly on the air interface as CKU/IKU. This means that even if the target RNC also used the received keys as a KRNC, the keying material will be exposed on the air interface anyway, so in the next combined hard handover and SRNS relocation, there is no gain in having the KRNC. The figure below depicts this situation. 

The figure assumes that the UE and RNC1 are updated. The blue lines shows the key derivations done at SRNS relocation to a target RNC (RNC2 shows the case for a legacy target RNC and RNC3 shows the case for an updated target RNC). The black lines shows the key derivations done at initial setup (IDLE to ACTIVE transition) 
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Figure. The leftmost branch shows the keys derived for communication with the serving RNC. The middle branch shows the non-optimal key derivations used when the target RNC is updated and the rightmost branch shows the key derivations when interworking with a legacy target RNC.
The KDF is assumed to be the one from TS 33.220 taking a 256-bit input key and generates a 256-bit output key. When two 128-bit output keys (CKU/IKU) are needed, take 128 MSBs of the output as the CKU and the 128 LSBs as the IKU. When two 128-bit keys are used as input, take their concatenation as the 256-bit input key.

Since the effect of keeping a KRNC is annihilated after the first SRNS relocation, it is proposed to remove it from the key hierarchy to save the complexity of handling it.
If the KRNC is removed from the key hierarchy, the following key derivations would take place and it is proposed that these are agreed.
This figure shows the entire key hierarchy with the K/CK/IK as well.
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Figure. Proposed key derivations at initial setup (the leftmost branch), hard handover (and cell/URA update) combined with SRNS relocation (the middle and rightmost branches).  The same derivations are performed by the updated source RNC no matter if the target RNC is updated or not. 
3
Conclusion and proposal
Due to the fact that we need to interwork with legacy equipment it is impossible to achieve all the features of the LTE key hierarchy in the enhanced UTRAN key hierarchy (e.g., binding to an algorithm ID at hard handovers). The proposal described in this contribution provides key chaining at combined hard handover and cell/URA update combined with SRNS relocation. This gives some protection in collapsed deployments to a quite small increase in complexity.

Due to the synchronization issues and that we would need to take both legacy SGSNs and legacy MSC into account, it is proposed that security processing corresponding to the {NH, NCC} handling in LTE is not further considered for UTRAN key hierarchy. Including this would introduce a lot of extra complexity in the system.
It is proposed that the below pCR is discussed and if agreed by SA3 is included in the UKH TR.
4
PCR
4.5
The UTRAN Key Hierarchy

The already defined E-UTRAN key hierarchy is, as noted, required to be unchanged (using UMTS AKA and producing KASME from CK, IK and further deriving KeNB and NAS keys). Notice that E-UTRAN uses many more keys than UTRAN does so that the hierarchies will not be identical. The UTRAN key hierarchy is assumed to be based on CK/IK from the USIM, and another two new keys are defined: CKU and IKU, which are derived from CK/IK. CKU is the ciphering key and IKU is the integrity key. The UTRAN Key Hierarchy is showed in the figure 4.5-1 below:
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Figure 4.5-1: UTRAN Key hierarchy

The KDF is assumed to be the one from TS 33.220 taking a 256-bit input key and generates a 256-bit output key. When two 128-bit output keys (CKU/IKU) are needed, take 128 MSBs of the output as the CKU and the 128 LSBs as the IKU. When two 128-bit keys are used as input, take their concatenation as the 256-bit input key.
Figure 4.5-x shows the dependencies between the keys at initial setup (i.e., when the UE goes to ACTIVE mode), and at combined hard handover and SRNS relocation as well as combined cell/URA updated and SRNS relocation. 
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Figure 4.5-x: Key distribution and key derivation scheme for UTRAN Key hierarchy

Editors note: It is FFS how the freshness parameter is agreed between the UE and the SGSN+/MSC+.
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