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Abstract of the contribution:
This document analysis the Relay authentication especially Relay device authentication issue, analysis the security threats and security requirement of the Relay device authentication issue. Based on the Tdoc S3-10xxxx, this document proposes a requirement for earlier Relay device authentication for a spotless Relay authentication way forward.
Introduction:

As the document S3-10xxxx has discussed the normal authentication for Relay node based on the consideration for reuse the legacy User subscription authentication procedure and eNB device authentication procedure in LTE. This document analysises the security threats and the possible security solutions for earlier device authentication. And try to discuss the requirement for earlier device authentication for Relay node.
Security threats:

As discussed in the document S3-10xxxx, as the Relay node act as the roles for both a UE and network device eNB, the normal logic is that the security procedure for legacy user subscription authentication and the eNB device authentication could be reused for Relay device authentication during a Relay access the network and set-up the S1/X2 interface until it could serve the UE for radio access. But on this Relay authentication assumption, the following security threats are identified：
1）A rogue Relay with an autherized USIM could access the network, and traffic could be sent to the network as the Relay could get the IP connectivity. This is more like the UE case, but the Relay has been identified as a special UE instead of a normal UE, so the condition is a bit different. For example, when the user data or message is sent from a rogue Relay, the charges incurred may not be billable since Relay is considered as an operator equipment. But in reality , it belongs to specific user in case the Relay deployment is ised for the coverage enhancement. And when comparing to the Micro eNB, the Relay is closer to user and can be easily attacked, e.g., for home environment. So security solution shall be considered to avoid rogue Relay accessing the network and controlled by the attacker as a free of charge UE and even lead to potential threats.
2) Futher more, comparing to UE in LTE, the rogue Relay has stronger transmit power wider radio coverage than legacy UE. It gives adversaries more incentive to attack the Relay to send the data and message to the core network. These will lead to unexpected additional unnecessary signaling and possible denial of service. This warrents further security considerations.
 3）Althrough a rogue Relay may not be successfully authenticated by the network as an UE, but the rogue Relay could force UEs to camp on the rogue Relay cell. This leads to the more complex UE mobility management and will add more unnecessary signalling transfer thus lead to the resource waste in both UE and network and also possible denial of service. 
Security requirement:

Based on the analysis above, it is proposed that a possible earlier Relay node device authentication shall be considerated.

Proposal:
It is propose to add the following sentence to the Relay security requirement: 
2. Security Requirements
The early Relay device authentication comparing to the eNB accessing the network in LTE shall be considered.
