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Abstract of the contribution: This contribution analyzes why some additional mechanism shall be considered to provide the DeNB with higher secure level for C-plane of S1/X2, and why no security requirement is needed for U-plane of S1/X2.
1. Introduction
Alt2 Relay architecture was decided as baseline in RAN3 #67. In Alt2, DeNB plays a proxy role for S1/X2. It is described in [1]:
Upon the DeNB receiving the S1-AP messages, it translates the UE IDs between the two interfaces by means of modifying the S1-AP UE IDs in the message but leaving other parts of the message unchanged.
The donor eNB classifies the incoming packets into RN radio bearers based on the QCI of the UE bearer (by filtering on the GTP TEID, where the association is established at bearer setup) and switches the UE bearer GTP tunnel from the SGW/PGW to another UE bearer GTP tunnel toward the RN.
The Donor eNB is used as dominant node in Relay access network.The S1/X2 proxy functionality makes the DeNB have ability to look into all of the signal and probably data transmitted to Relay through S1/X2 interface. Accordingly, some aspects of DeNB secure level shall be considered, such as how much we we should trust the Donor eNB, if DeNB is still the same secure concept as eNB in LTE rel-9, rel-10, does it needs new mechanism to maintain security of the system?
In this document, we give an overview on security requirements for the DeNB.
2. Disccusion
If the DeNB has the same security level as legacy eNB, there is no need to enhance the DeNB hardware from security perspective. But there may be other requirement on S1/X2 security, because the DeNB has different transport mechanism from legacy eNB.
A) Consideration on S1/X2 C-plane security

According to Relay alt.2 architecture, UE related messages transmitted through S1/X2 interface will be transferred by DeNB.The keys transmitted from UE MME to Relay can be also achieved by the DeNB, which will impact security between Relay and UE. Some mechanism for protecting sensitive information from being captured by DeNB shall be considered. 
B) Consideration on S1/X2 U-plane security
DeNB shall map the UE bearer GTP tunnel from the SGW/PGW to another UE bearer GTP tunnel toward the RN. Either an E2E protection between SGW/PGW and Relay or a hop by hop protection can be inplemented according to the DeNB mapping manner.

If the DeNB maps UE bearer GTP tunnel between the two interface based on information in IP header, E2E protection could be adopted.In this case, the data is transparent to DeNB and no additional mechanism is needed.
If the DeNB maps UE bearer GTP tunnel between the two interfaces based on GTP TEID in GTP header, hop by hop protection shall be adopted. In this case, U-plane data is available for DeNB. But this may be acceptable because U-plane data is also available for eNB in legacy LTE system.
3. Conclusion

Based on the analysis above, we hope to consider on the following proposal and add it to the living document. 
Proposal: DeNB with higher secure level than legacy eNB may be needed for C-plane of S1/X2, some mechanism shall be considered to provide the DeNB with higher secure level. The security of DeNB for proxy S1/X2 U-plane data is acceptable.
4. Reference
[1] R2-101844  TR36806 v030
*********************************start change **********************************
2. Security Requirements
If end to end protection between the RN and the core network is needed, then the same solution as for backhaul protection should be considered.

Integrity protection for the S1 control plane traffic over the Un shall be mandatory. The S1 control plane traffic between RN and User-UE’s MME shall be integrity protected between the DeNB and the User-UE’s MME with at least the same strength as in the current EPS architecture. Both end to end protection between RN and User-UE’s MME and hop by hop protection shall be considered.

Integrity protection for the X2 control plane traffic over the Un shall be mandatory. The X2 control plane traffic between RN and eNB/RN shall be integrity protected between the DeNB and the eNB/RN with at least the same strength as in the current EPS architecture. Both end to end protection between RN and eNB/RN and hop by hop protection shall be considered.

Mutual authentication between RN and network shall be supported. 

The wireless resource: security shall be able to prevent misuse by identifying whether the attached terminal is a UE or a RN. The identification could be implicit.

The connection between relay and network should be confidentiality protected. [It remains to be seen whether the previous sentence can be aligned with the integrity protection requirements.] Both user plane and control plane must be considered as they may not require the same level of protection.
DeNB with higher secure level than legacy eNB may be needed for C-plane of S1/X2, some mechanism shall be considered to provide the DeNB with higher secure level. The security of DeNB for proxy S1/X2 U-plane data is acceptable.
Editor’s Note: Platform security requirements should be considered.

*********************************end change **********************************















































































































