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Abstract:

We analyze the UDC scenario which is specific to UDC permanent authentication data communication. And based on the analyses, some security considerations are proposed for the UDC.
1 Introduction
Based on the current LS from CT4 and UDC related work in CT4, we propose to consider the following aspects and then to include the proposal as below to the corresponding LS to CT4. 
2 UDC user scenarios

[image: image1]
As the “Reply LS on security and authentication in UDC” (C4-100917) from CT4 meeting #48 suggested, 

1. Within the UDC architecture, the application Front-end executing the AuC application logic has to retrieve the permanent authentication keys stored in the UDR through the Ud interface.
2. Within the UDC architecture, encryption/decryption of such application specific data should be done in the application Front-Ends (i.e. data should be stored encrypted in the UDR).

3 Problem statement
So based on the LS from CT4, they have clearly indicated that they need to have the security requirements on the FE. But there is a problem that whether or not we need to standardize this requirement. 
Now let’s say, as depicted in the diagram, two HLR-FEs respectively access the same UDR from two vendors. Since the FE is data-less and status-less, the location update and authentication of the same user (let’s say User 1) can happen either through HLR FE 1 and HLR FE 2. In that case, those two FEs should use same algorithm to decrypt the critical data, and that leads to the necessity of standardization. This leads to a set of algorithms for operator to choose, then operator can tell his vendors what algorithms the operator desires from this set of algorithms. and also which shall save vendors development cost, 
Moreover, we need to distinct the K and AVs in the permanent authentication key data, if it is permanent, then it should not mean the AV, because AV is not permanent. It is semi-permanent. 

4 Proposals

1. So we think SA3 should come up with a set of decryption algorithms, which could be specified as mandatory to guarantee FE-BE interoperation. Moreover, the FE should allow the operators to choose and manage the algorithm as they see fit. Note: Because of government management rules and policy, only one standard algorithm is not enough to meet the rules, so it is necessary to come up with 2 algorithms at least. 
2. It shouldn’t be standardized as to what user data is decrypted and what is not. 
3. It is not necessary to make a single specification, and we propose to include the security requirements and solutions in the UDC specification for consistency. 
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