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1. Introduction
This contribution is an accompanying CR to the contribution S3-100467.In the slideset we analysed key issues in Relay Node and made related proposals. In this contribution, it proposes to make the corresponding modification on Relay Node’s security living document S3-100264.
2. pCR

===================CHANGE BEGIN==================

1. Threats
1.1 Threats to removable USIM based authentication

When RN attaches to the network via the legacy UE attach procedure to authenticate the UE, the legacy USIM shall be used in authentication. But if the USIM is removable, some security threats will be brought.

1. If it is removable, then attacker can easily remove it or insert into a false RN

2. When the attacker removes the USIM, RN without USIM can’t be authenticated by the network. So the legal RN can’t connect to network and provide services.
3. Attacker can insert the USIM into another RN, then the topology of access network will be changed and cause interference problem to other eNB. 

4. The attacker can eavesdrop user’s message if the user connects to network through this fake RN.

5. Attacker can also insert the USIM into a normal ME, so he can make free call by using this USIM
Mitigation: Any USIM used in RN shall be integrated together. 
1.2 Threats to User UE’s User plane data over Un interface
When User UE’s user data transferred to relay node, relay node will transfer the data in Relay UE’s user plane. If there is no security protection for User UE’s data over Un interface, some security issues will be raised as following:
· User-UE’s user data will be intercepted on Un interface and sensitive data will be leaked
· The attacker can modify User-UE’s message in user plane on Un interface, which would reduce the user experience or suffer economic lost
Mitigation: User UE’s user data can be confidential protected.
===================NEXT CHANGE==================
2. Security Requirements
If end to end protection between the RN and the core network is needed, then the same solution as for backhaul protection should be considered.

Integrity protection for the S1 control plane traffic over the Un shall be mandatory. The S1 control plane traffic between RN and User-UE’s MME shall be integrity protected between the DeNB and the User-UE’s MME with at least the same strength as in the current EPS architecture. Both end to end protection between RN and User-UE’s MME and hop by hop protection shall be considered.

Integrity protection for the X2 control plane traffic over the Un shall be mandatory. The X2 control plane traffic between RN and eNB/RN shall be integrity protected between the DeNB and the eNB/RN with at least the same strength as in the current EPS architecture. Both end to end protection between RN and eNB/RN and hop by hop protection shall be considered.
Mutual authentication between RN and network shall be supported. 
The wireless resource: security shall be able to prevent misuse by identifying whether the attached terminal is a UE or a RN. The identification could be implicit.

The connection between relay and network should be confidentiality protected. [It remains to be seen whether the previous sentence can be aligned with the integrity protection requirements.] Both user plane and control plane must be considered as they may not require the same level of protection.
Confidential protection for the S1/X2 user plane traffic over the Un should provide protection as same as the user plane data transferred on Uu interface, i.e. provide optional confidentiality protection on Un interface.
===================NEXT CHANGE==================

3. Security Architecture
3.1 Security protection type for relay node on User UE’s S1 interface and X2 interface
3.1.1 Analysis
In the Alt 2 which is selected by RAN2/RAN3, there are 2 kind of GTP tunnels exists: the tunnel between RN and DeNB and the tunnel between DeNB and core network. DeNB should decompress the message from one tunnel and switch them to the other. So if the data is encrypted, DeNB needs to decrypt the data first.
When User UE’s signaling or user data transferred to relay node, there are 2 kinds of protections between relay node and core network entities for S1 interface and X2 interface: end to end protection and hop by hop protection

· When E2E protection is used to protect UE’s message between relay node and User’s MME/SGW in S1 interface, or between relay node and another eNB during User UE’s handover, User UE’s messages are transferred directly from relay node to User UE’s MME/SGW which are transparent to the DeNB. So DeNB cannot compose the messages in this assumption.
· When H2H protection is used to protect UE’s message between relay node and User UE’s MME/SGW, or between relay node and another eNB during User UE’s handover. The protection will be applied into 2 hops separately. One hop is between relay node and DeNB, and the other is between DeNB and network entities(User UE’s MME/SGW or another eNB). Under this assumption, DeNB should decrypt data from one link then switch the plain data to another link. So DeNB can compose message in this case.
So hop by hop protection is proper to be used in relay’s alternative 2 architecture.
3.1.2 Security protection architecture
Then , based on the analysis above, when the protection is applied to relay node and network entities, hop by hop protection model shall be used in the relay architecture
.
===================NEXT CHANGE==================

5. USIM Aspects in RN scenarios

When RN attaches to the network via the legacy UE attach procedure to authenticate the UE, the legacy USIM shall be used in authentication. By preventing the attacks on removable USIM, relay node and USIM shall be integrated together.
===================CHANGE END===================
