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1 Proposal
This contribution is an accompanying CR to the group authentication ppt attached in this contribution S3-100466.

Signalling congestion is an issue when the NIMTC system needs to dealing with a huge number of MTC devices. Signalling for authentication of a large number of MTC devices could put considerable strain on the system, especially if such devices have to frequently repeat the process of sleeping and then awakening and transmitting (and authenticating each time they awake).  Group-based optimizations can help alleviate the signalling congestion. Particularly, Group Authentication can significantly reduce the overhead to save network resource when many same-purpose M2M devices need to attach the network at the same time. So the solutions for group authentication and any security aspects for such solutions should be studied by SA3.
Based on the analysis in the slideset, we propose to add group authentication requirement as one feature into NIMTC security TDoc.
2 pCR
============================    CHANGE BEGIN  ========================== 
2. Group authentication
2.1 Group authentication requirement 

A MTC Group is a group of MTC devices that can be in the same area and/or have the same MTC Features attributed and/or belong to the same MTC user. Group authentication is characterized by the following:

· Group of MTC Devices authenticate to the MTC system as one group.

· Group of MTC Devices are accessible to the network within a short time period after the group authentication is performed. Each MTC device is assured to share an individual session key (per-device key) with the network.
It is possible to perform group control and management to save network resource or improve efficiency. 

Note: Operator may perform the group authentication based on the policy and scenario. 

=============================   CHANGE END    ===========================
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